A Policy Critique

Ihe Good, the Pad and the
Vagug




Definitions

" |nformation Resource: Information
systems and Information networks
controlled by the university, as well'as the
Infiermation contained or transmittea
therein. This applies to all iR acquired and
controlied by URIVErsIty or employees.

= User: Anyone whoe Uses ani information
[EsSoulce.




= Network: Data transmission Equipment
= [Does not Include enad User devices such as
computers, printers, etcetera.
= Private information: Information that Is
labeled with the users name and Is
designated private or Is placed in an

aliea fior exclusive use by that user

m Sensitive infermation: Same: as: above
PUL designated sensitive, but terwhich a
SUPERISer may neead aceess Unader
Unusuall circumstances.




" Explicit Do’s and Don’ts

You are allowed to do it unless they say
otherwise

Authorization must be obtained from
personnel withy authority termanage the

[Nformation rESOUICE.

5e a responsible user

-LImit reseurce usage to reasonanble levels
Encrypied data should beraccessible to

autherizead Users IRl extenuating
ClicUmStances




Prohibited Activities

Activities cannot vielate UA policy at large
[Harassment Is'a no-no

Any: form of copyright violation; or
plagiarism

Unauthorized modiiication; ol data
AneRymMous; or ferged e-mail
Any. attempt te vypass: in place Security




Content Restrictions
(02.07.052)

Public ferums may: be restricted on content, not
Viewpoint

IHarassing messages: may be restricted or
lemovea

Guidelines may: be fiermedi for large mailing lists

Activities that Use large amounts of resources
may. be restricted.

Apparent endorsement o commerecial entities
ContentiWhlch! s prohibiteal oy Iaw:




Admin Do’s and Don’ts

= Viust maintain integrity: and confidentiality
of Information resources

" Cannot browse files: or view: transmissions
except at required In line of duty




Enforcement

=t by

L <

= Fmployees may be subject tordisciplinany.
action Including termination

= Students may. be subject to disciplinary

action Including expulsion

= ACCESS 10 Infermation| ieSoUKCES may. be
iestricied

= Criminall presecution may be pursued: i
applicable.




Fuzziness and Uncertainty
= (Dangerously?) Old regulations (01-31-01)

= No specific definitions of illegal network
traffic types

= Port scanning?
= Ping sweeps?
= \What Is disproportionate or debilitating?

= Vlost policies, refer te employees, not
students; (R0O2.07.051 B)




Confusing Rules

= UAFE: sharing connections
= No spouses or children?

" Contradiction

= UAE and UA: accept responsibility for sharing
password

= Eederal: Violation of law.




