Electronic. Communications
Protection Act of 1966

Title Il “Stored Wire and
Electronic Communications
ransactional Records Access”




ECPA Tte s Greakaowrnt

= Adds information to: Title 18 of the United
States Code

= Contains 10 sections, which detail anything
from data retrivial to) the definition of:
Unauthoerzed entry




Section 2701 =" Unlawitl acecess: 16
Stored communications
= States that it 1s: unlawiul tor gain access to

unauthorized services intentionally (Who
would've guessed that?)

m Accessing for commericallgain? $250,000
and aryeanrin prsen

= JUsSt a average persen aceessing
unlawifully? $5000rand! six months;in
PrISeN




Section 2702 — Disclosure of
Contents

= Basically tells services: providers to protect
thelr iInformation to Insure that unwantead
access Is, In fact, unauthorized

= Allows for exceptions; Whichiinclude
system admins and law enforcement




Section 2703'— RequiremenLs 1or:
Governmental ACCESS

= QOutlines that law: enforcement agencies
need elther a subpoena, warrant, court
order, or the permission of the user te gain
access to Information stored by the

previder

= [Reminds; provider that they. don 't have to
INforn USEN O SUch acecess by law
enfercement




Section 2703'— RequiremenLs 1or:
Governmental ACCESS

= nforms the type of infermation; that can
anad cannot be released to other people
(Including the user).

= No matter what you de — consult a lawyer!




Section 2703 — Backup
Preservation

= Outlines how: argovernmental agency: may.
go about asking for backups

= WWith subpoenas, backups can be made

before the user Is asked, but delivered
afterwards

m Exceptions; include the poessiblity: that
asKIng| for the USEer's permission may.
Calse damage to recoras.




Section 2705 — Delayed INotice

= States that user notification;can be
delayed up to 90 days (more Iii court
ordered) fier many: reasons.

Section: 2706 — Cost relmbursement

= (Cost for senvices provided can either be
agreed Upeni by the twe palties Invelved or
Py coUrt erder (deessnot apply te: common
calfiers thau relaterto telepnene: tell
iecords)




Section 2707 — Civil- Action

= [i"the provider has been harmed by a
violation; ofi the above regulations, they
may seek civil action for damages.

Section 2706 — EXCIUSIVILY, Of

remedies

" he remedies andl sanctions described In
this chaplier ane the only judicialiremedies
and sanctions; for hon-constitutional
Vielations; ofi thisfchapier:




Sechon 2709/ =Counternielligence
dCCESS (0 leleprnone anad
lransactional recoras

= Allows for information to be retrieved by.
the FBI il they: believe that it may invelve
“clandestine intelligence activities™ ol a

fereign pewer

= Previder cannet disclese teranyone that
this informationiwas; provided to the FBI

= Quitlines; that nenedy: under Depuity:
Assistant Director can request this; Inio




Sources




