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Abstract

Think ofa largescale network (LSN) as a geographically separated cotiemtiservers, or server

clusters, interconnectefly the Internet to achieve some common purposeich agommunication
computation orexperimentation Several experimentdlSN$ave taken root acroghe globe which

span international boundaries thrgi joint collaboration to develop a secure, robust global Internet.

For instance, the Future Internet Research and Experimentation (FIRE) program aims to boost European
innovation and its competitive role in defining future Internet concepts. It creategpen research
environment, which gives researchers the opportunity to conduct laagme experiments. FIRE will
eventually incorporate users at all levels. It has identified two key challenges: security and federation
(which includes governance, s8sy I y OS> | yR AYyOSy(iA@Saoo {AYAT I NI &z
(JGN2plus) is an overlay and service platform for network control and measurement, designed to
encourage advanced applications and international collaboration. It aims to foster rbsearc

partnerships with industry, academia, government, and regional organizations. Within the US, the
Global Environment for Network Innovation (GENI) project is the largest effort in thi$ &I has

four control frameworks: ProtoGENI, PlanetLab, ORBId theOpen Resource Control Architecture

(ORCAJ. This projectenterson creating MSS Version 10d the ORCA control framework (@B)the

first step in the following successive goals

My first goalwasto create a means by whicthe GENIORCACFusers, such as developers,

experimenters, and researchers, can share and track softeemdacedor usewithin ORCA As a proof

2F O2yOSLIIx a{{ SNREAXKI{®®n ARSI $23F (i 25/INVIBES0E YRASH RAT ¢
goalisto create annfrastructure on which all GENI CFs can share services in exchange for resources.

After successfully applying MSS to GENI, my ultimate goatigtond this concept so that other LSNs

may take advantage of the mutualistic model by offering valuable gesyivith computer security as

the flagship service, in exchange for resources.

The concept of sharing services in exchange for resources is hardly new. For example, Amazon and the
Apple App Store have a centralized delivery system in which customédrangpcresources (money) for
services (applications and products). In addition, gegpeernetworks such as LimeWire and Kazaa

use a decentralized delivery system in which members exchasgerceqvideos and musidpr

resources (other videos and magi MSSs different from both of these systemsseveralways.

First,the planned architecture foMSS usea hierarchicatree-like distribution, which flows centrally

from theroot at the GENI Maintenance Operations Cent&MOC)then brancheghrough each CF
originto its affiliates, and finallflowsto the usersas leaves The second differenceslatesto the firstin

the middle-mile and lastmile of service delivery. In the middteile, each node in the tree is a client of

its parent serverand so a server is a client of a server, is a client of a server, and so on. This means that
each server must authenticate withe originating CFand each usemust authenticatewith his or her
parent CF in order to receive servicesthialastmile, the required number of servers at each node
decreases like the diameter of a tree branch from many servers at the originRaesiding on a single
server(e.g., laptop and desktop computetsiat a single individual can donate. This single server model
upon which all ORCA and MSS systemstreside did not exist before this projecEinally yet

importantly, GENexperimentersi LJI fé& 6ENby hosting a C&nd sharingesources in the form of

' Quan, J., Nance, K., & Hay, B. (May/June 2@&lMutualistic Security Service Model: Supporting L-Stae
Virtualized Environment$T Professional (IEEE);238

2BBN Technologies. (March 30, 2012[ENI Spiral ENI. Retrieved on April 2012, from:
http://groups.geni.net/geni/wiki/SpiralFour
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software products of these experiments to be services, then offering services to the public in exchange
for donated resources provides the payment GENI requires to grow.

This first version of MSS incorporatelightweightLinux, Apache, MySQL, and PHP (LAMP)
infrastructurethat ORCAwners can us& advertise and deliveservices. In doing s addresses the
fundamental, mutual need betweemwners andusers: owners redgte vast amounts of resources to
meet their goal of conducting agcale Internet experiments, and users, experimenters, and researches
require softwareservicedo conduct experiments and busined¥lSS leverages the hierarchical GENI
structure to establish a distributed service delivery systaithena business or universigonates a
portion of its resourceto GENBs an affiliateit receives all or pavfA (i & & IsBwees@HiLR &
organizational members cahen access.
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Project Conventions
This project consts of the followingrolumes in which each page has a header that reflects the volJume
andwhichare numbered and designed to be setfntained documents:

I.  Software Requirements Specification for Mutualistic Software Services (MSS)
II.  Software Architecture for Mutualistic Software Services (MSS)
lll.  SoftwareDesignfor Mutualistic Software Services (MSS)
IV. Software Testing for Mutualistic Software Sergi¢®SS)
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Challenges

Mutualistic Software Services beghry’ Y & Y Asyasinipke sofioSto two seemingly disparate
problems After reading about a series of computer attacksl@United Statesn the first decade of

the 21 century, | began to wonder how one mightrbsuch incidents when it seems thaiany
Americans ar®bliviousto the risks oflurfingthe Internet. During this time, | worked as a GENI
research assistant d@ihe University of Alaska Fairbank$AF)developing federation incentives to
increase GENI membership. This is wheridka of offering a security service in exchange for
computer resource donationsom the publicoccurredto me. After realizinghat no use case exists for
this arrangement, | set aboutevisingsuch an infrastructureMy abstractportrays my goals for this
project as beginning with a small scope, which progressively grows until finally LSNs offer computer
security among other servicgin exchange for resourcedn reality| LJA O G dzZNB R G K $irsta ANI Yy R ¢
and then shrunk the scope in steps until | finaliwelopeda plausiblebeginning for MSS.

This project presented several challenges throughout its course. Some otitlrelées include:

9 creating a CF clusténat resides on a single server

1 developing aierarchical service delivgsystemin which the client has no access to the
a LJ2 v & 2shsfedmandrtiiefer®l users only have tisecure ShelSSHiport 22 open

1 pushing é&tabase updates to client sponsors

9 incorporating heartbeats into Version 1.0 with no CF suppor

1 applyingarecursive attribute treghat describes the servicds the file system directory

The single greatest challenge was developing the siwyieer CEEluster. A canonical ORCA installation

resides onat least two, but typically several computers, and condensing all of the hardware onto one

computer took me several months to accomplish. Fortunately, | was able to apply this to one of the UAF

GENI goal which is to set up GENI CF at remote locations across Alaska. Currently, Barrow, Alaska

hostsi KS FTANERG aNBY230S aSNIBSNEé¢ 2y 6KAOK | ¢g2NJAyYy3 h
coexist on one computer. The remote server works by Vitting the router ORCA prescribes for

Network Address Translation (NAT), and | thank Dr. Brian Hay for applying his networking expertise to

modify the ORCA method of NAT in a way better suited for a ssegler application.

The second difficulty was tcegtelop a hierarchical service delivery system. In M&Sspionsor controls
service delivery by using a proxy each client. This B user specifically designated to pudIiSS
servicesusing remote synchronization (Rsync) with S8id the proxyserveswo purposes. Primarily,
sponsors will deliver new services upoali@nt administrato@ requestif the client computer is

donating resources to GENI. Secondarily, this allows sponsors to apply upddbeetoaded services
without the client having tanitiate the action which later may provide an avenue for a security service
G2 188L) GKS Of ASyd 02 Y LS MBhainfad thasitrisosriSotcanilate A 2 v & dz
servicesfrom unruly client sponsorsut this is not the intent of MS Once a client downloads a

service, it belongs to the clienFortunately, llsowas able to useemote SSH commands solve the

third challenge of pushing database updates to the client sponsors. MSS uses the same user proxy to
send MySQL statemesitemotely by allowing the user proxy to access tBRCAUsersand Service
databases.

~ XV ~
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Thefourth barrier | faced was incorporating heartbeats, which are packets of information sent from
participating ORCA clusters to the ORCA Remote Actor Registthaaiedntain identifying information
flagging the resources available to GENI experimenterSincel do not have access to the ORCA Actor
Registry databasé had to develomn alternative means bwhich | use thev S 3 A &yp&iiexQ a
Transfer ProtocolHTTP) source code to determine whether an ORCA actor is currently donating
resources.

Lastly, | requireén intuitive service storage systemn the sponsor and client computess that end

users easily can find their servicesd that would not add ovéread to MSS. My first inclination was to
use MySQL Binary Large Object (BLOB) stanadjeeliver the service to the user withe Securd-ile
Transfer Protocol, but this woulthve addednaintenance and upkeep in the Services database when a
perfectly gmd file systemalready exists on the computeHowever, the file system still requires a
method to translate the attributes of the servictssthe file location on the computerCoincidentally

my friend and former cavorker Donald Kline and | wrote apper abouthisbrainchild,the Attribute
Description Service for Lar§eale Network§011)to address this problem and othets

| did not use our Attribute Description Service in Version 1.0 because the project scope would have been
too great, but | didnclude it inthe architecture folMSS Version 2.0. The main idea | applied to MSS
Version 1.0sif onecan describa service according fits attributes,one can describe a service location
according to its attributes. Faxample consider a ficti@us new program named the Simple Border
Gateway Protocol (sBGP) to be a networking protocol service within the GENI framework that one may
download as the archivkfile SBGP.zip One might consider the attribute tree for SBGP likeM®Shas
attributes, of which one iSoftwareXhas attributespf which one is Servica Kas attributes, of which

one isNetworkXhas attributes, of which one RrotocoXhas attribues, of which one is the service

sBGP Therefore, MSS stores the uniquely named file SBGP trip same place on all computefdISS

root location/MSS/Software/Services/Network/Protocol/sBGP.zipne neednly apply the attributes

one used to find the serviceBGRo retrieve thefull directory path to the file

®Kline, D., & Quan, J. (201A}tribute Description Service for Lar§eale Network{M. Kurosu, Ed.) Lecture Notes
in Computer Science, 6776 (Human Computer International Conference 2011, Hantare@ Design), 51928
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Summary and Conclusions

In summay, the project successfully delivered a working systemnutualistically exchangservices for
resources to authorized users on authorized computdd§SSguaranteeshis mutualistic relationship
becausehe sponsor only delivers services upon requedtgerswhen the sponsor is donating
resources This is true for every sponsor in the ORCA hierargloyreover, the SoftwareDesign for
Mutualistic Software Services Version W0lume IV of this document) provides the configuration
changes necessary fone to set up a single computéom which onecandonate a portion of its
resources to the ORCA CF in exchange for services.

MSS meets its VersidnO objective to create a means by which ORCA CF users, such as developers,
experimenters, and researctgrcan share and track software services for use within ORCA
Furthermore, t lays a solid foundatioto refine this process iNersion 2.(ecause it provides a viable
option for advertising and delivering services to current ORCA donors. As expersramdedevelopers
create more and more services, more and more people will want to donate their resources to gain
services.

~ XVi ~
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1. Introduction

Accoding toGENI At A Glangdune 12011), he National Science FoundatisponsorsGENI, which is a
large-scale network based on existing infrastructure thppeoximately83 academic/industrial teams

and 19 corporationsare developingacross the United Stas [1]. Currently, these same entities also
contribute the vast majority of experimental resources to GENI. HowdweIGENI Systems Overview
explaing & L y O t-wiaidluses andBaffi€ in GENI is key to providing the fidelity experimenters
needin the GENI suite of infrastructures to make their experimental results potentially relevant to real
world networks¢ It further states that GENI goals are to:

1) Provide the flexibility for researchers to experiment on programmable components.

2) Includea wide range of technologies, to include wireless, and to incorporate new
technologies as they emerge.

3) Permit experiments that act as one expects to see in the real world

4) Strongly support measurement based research.

5) Remove practical research hiars.

6) Support multiple experiments on a shared infrastructure suite.

7) Support a strong isolation of slices, to which donated resources will belong.

8) Ensure a broad array of contributors can donate resources easily.

9) Provide a secure environmentiedrom subversion.

10) Designed for a 180 year lifetimg?2].

1.1 MSSEnvisioned

In the future,Mutualistic Software Services (MS8) leveragethe GENI need for experimental
resources with the public need for useful software services. A natural ben&ENI experimentation

is that new services arise from this effort, and so delivering these services to donors in exchange for
resources forms a mutualistic relationship between the twinlike the current system where
experimenters share their resoces within GENI with little public donatiaihjs product will provide
valuable servicei exchange foa small portiorof the subscriber'€PU cycles, hard disk space, RAM,
and Internet bandwidth MSS is available to anyone who donatesdigeof his a her networked

resource to GENI

To meet this objectiveMSS will require a central office dwersee the exchange of resources for

services. The MSS Centéll develop and maintain MSS standards, but its final incarnation may be as
part of another GENdepartment, like the GENMleta-Operations Center (GMOCThe Center will

collect the services from developers and advertissm on a web site, though the developers will

maintain the web pages for the service. In addition, the Center will use théutdrDescription Service

[3] to allow service developers to describe all aspects of their service, such as its purpose, scope, uses,
versions, revisions, rescissions, additions, and other such information as deemed appropriate by the
MSS Center. Donors m¢hen query MSS to choose which services are most useful to their organization
and download the servicevioreover, donorsnay download as many services as they desire as long as
they are donating to GENI.
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Currently D 9 b Oper@aResource Contrfchitecture (ORCA) control framewo(ICF) already has a
GKSI NI OSHEGé Y SoleRshrg dodods aré gbnatidfy and@sources are available for
experimentation. These lartbeats can carry relevant data, such as how many users are using which
services, hownany resources and of which type are available for experimentation, and other useful
data that the MSS Center deems appropriafdternatively, the CF developer may choose to separate
usage statistics from heartbeats to decrease collection intervalsitHar case, MSS Center will collect
statistics for each service to determine whetleeservice should receive continued support

Furthermore, the MSS Center will act as the root of a hieratitlilydelivers a subset dSS services to
the four GENI CFstaRetLab, ProtoGENI, ORBIT, and ORCA. For exampl€ek&®vill maintain

every service, buthe ORCAadministrator at Duke University will only download servigeared
towardsORCA users. The University of Alaska Fairbanks (UAF) ORCA admihistratiirdownload
servicesas an affiliate of Dukéout may choose a smaller subset of services that fit UAF usersth&rAF
maysponsora singleserver in Barrow, Alaska, atite Barrow affiliate then may sponsor an even
smalkr subset of servicethat are unique to Barrow usersAs the number of offered services grows, so
do the resource donations, to the mutual benefit of GENI and the resource donors

1.2 MSS at Present
This SRS identifies the requirements to create MSS Version 1.0, which must exhibétkres of the
MSS vision abovie order to demonstrate succesSome of theséeatures include:

9 A herarchical services delivery, in which thifiliate may choose all or a subset of sponsored
services.

1 A heartbeat checht the CF levab ensure theaffiliate is donating resources tits sponsor
before one can download new services

1 Ameans to instalhll CFand MSSoftwareon a singleeomputer to allow individual public
participants.

9 Aprocess to ensurenly authorized users on authorized computeereceiveservices.

1 Amethodfor sponsors to deliver MSS services, service data, and user data to its affiliates.

1 A way for sponsors thostvirtual and physical clients.

Furthermore, certain elements of the future vision are not necessary in thelioffering of MSSbut
are identified in this document as Version 2.0 requiremenitsese features are:

A means tagaugethe percentage of resources an affiliate or client is donating.
The inclusion of the GMOC at the root of MSS.

The Attribute Descriptio Service.

A heartbeat check at theirtual and physicatlient level of service delivery.
Usage statistics delivety the CF developer

=A =4 4 =4 =9

Insum, MSS/ersion 1.Gadministrators must be able thost and deliver servicde affiliates, physical
resources, ad virtual resources from a canonical CF cluster and from a segteer CF clusters a
proof of concept

~ 4 ~
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1.1 Purpose

This SRS describes the software functional and nonfunctional requiremener$tonl1.0 of MSS. The
project team will implement anderify the correct functioning of the system with this document.

Unless otherwise noted, all requirements specified here are high priorities and committed for release
1.0.

1.2 Document Conventions

For ease of use, rules tables within this document beginew pages so that project team members
may divide it among the teams. The software team must addres&edionl.0rules within this
document before stakeholders will consider this project completependix Acontains a Data
Dictionary of terms.

1.3 Intended Audience and Reading Suggestions
The audience for this document consists ofalored User Classéisted in the2.2 User Classes and
Characteristicsand itfollows the conventiosfrom Software Requirement€003, p. 172) [4]:

1 Introduction 6 Other Nonfunctional
1.1 Purpose Requiremets
1.2 Document conventions 6.1 Performance Requirements
1.3 Intended Audience and 6.2 Safety Requirements

Reading Suggestions 6.3 Security Requirements

1.4 Project Scope 6.4 Software Quality Attributes
1.5 References 7 Other Requirements

2 Overall Description 8 References

2.1 Product Perspective

2.2 User Classes and
Characteristics

2.3 Operating Environment

2.4 Design and Immentation
Constraints

2.5 User Documentation

2.6 Assumptions and
Dependencies

3 System Features
4 Functional Requirements
5 External Interface
Requirements
5.1 User Interfaces
5.2 Hardware Interfaces
5.3 Software Interfaces
5.4 Communications Interfaces

~ 5~
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1.4 Project Scope and Product Features
This SRS identifies the requirements to create MSS Version 1.0, which must exhidtisssfof the
MSS vision above in order to demonstrate success. Some of these features include:

1

1
T

A hierarchical services delivery, in which the affiliate may choose all or a subset of sponsored
services.
A heartbeat check at the CF level to ensure thiiatié is donating resources to its sponsor
before one can download new services.
A means to install all CF and MSS software on a single computer to allow individual public
participants.
A process to ensure only authorized users on authorized computen®caive services.
Other processes to:

0 Authenticate users.

o0 Validate services.

o Encrypt and Decrypt services during service delivery.
A method for sponsors to deliver MSS services, service data, and user data to its affiliates.
A way for sponsors to host twial and physical clients.

Furthermore, certain elements of the future vision are not necesgagemonstrate the functionalitpf
MSSand theyare identified in this document as Version 2.0 requirements. These features are:

=A =4 =4 4 -4 4

A means to gauge the percexgte of resources an affiliate or client is donating.
The inclusion of the GMOC at the root of MSS.

The Attribute Description Service.

A heartbeat check at the virtual and physical client level of service delivery.
Usage statistics delivery to the Gifigin.

Secure Socket Layer encryption of the website.

In sum, MSS Version 1.0 administrators must be able to host and deliver services to affiliates, physical
resources, and virtual resources from a canonical CF cluster and from assingle CF cluster as a
proof of concept.

MSS will permit GENI contributors to receive GENI developed software as services for donating a portion
of their computer resources. Project team members must familiarize themselves with the following in
order to conceptualize MSS, arids recommended that other stakeholders familiarize themselves with

this material.

MSS leverages four prevailing technologies to accomplish its goal:

T
T

Open Resource Control Architecture (ORCA), a GENI CF [5]

EucalyptusKlastic Utility Computing Architere for Linking Your Programs To Useful Sysjems
[6]

Xen [7]andKernetbased Virtual Machines (KVNg]
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9 Linux, Apache, MySQL, and PHP (LAMP) g6tver

As a use case example, one can find two proposed scenarios that explore the implementation of these
features in:

1 A Mutualistic Security Service Model: Supporting L&acpe Virtualized Environmer2011)
[10]
9 Attribute Description Service for Lar§eale Network§011) [3]

2. Overall Description

2.1 Product Perspective

MSS is a new system that leveradhe need for public computer services and the GENI need for
contributed resourcesThe systenwill evolve over subsequent releases to offer automatic lookup
gueries based on the initiating resource type and other criteria listed by the resource owner.

It is important to note the difference between the resource owner and the resource user. For example,

a resource owner may be the owner of an organization or a delegated authority, such as assystem
administrator. The resource owner decides which sendcesappropriate for his or her organizational

needs, acquires the desired services from his or her pat&mnd advertises those servicesdfiliate

CFs and resource users within the organization. Resource owners may pare these services further based
on mission needs and user groups, sucinawlling an affiliate CF thanly hostsaccounting services

for accountantr clerical services for information specialists.

This arrangement forms a hierarchy of service delivery, in which the company mavgieall amount

of resources in exchange for valuable servidd&SVersionl.0 will meet all of the requirements

identified asVersion 1.0n this document, with design considerations geared toward meeéfi@gion
2.0requirements. Research findings @fxactly how many experimenters GENI supports has proved

elusive; howeveWersion 2.0 support requirements are basedfigures fromD9 b L Qa f I NBS&ad / C:
tfFySGflI 0X6KAOK t NAYyOSG2y | YADGSNEAGE alLRyazNRO® t
Understaring and Resolving Confli¢fsovember 132008), lists 4,70@esearcherg21], and so 4,700

multiplied by four CFs and doubled for expected growth equals 37,600 MSS users.
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2.2 User Classes and Characteristics

User Class

Description

Resource Donors
(favored)

These are members of the public who may find GENI services to be useful. Py
donors view GENI Services as practically free because experimenters only usg
LRNIAZ2Y 2F (KS R2y2NNa adzydzaSRé NBa
bandwidth, RAM, ad CPU cycles as unused because they can range 0%

use very quickly, and so some means of regulating experimenter sharing of thg
NBa2dz2NOSa RdZNAYy3I aaf Byaghe GENAOFS & g A f f

Resource Users

Resource users do not necessaoilyn the resource, but use the services on behg
of the resource owner. For instance, if a small business owner donated 20% o
computer resources, then her administrative assistant, as a registered resource
user, might have access to a customerrgliservice.

GMOC

The GENI Meta Operations Center, based out of the University of Indiana, is th
central authority for CF interconnection]]

CFs (favored)

Each CF will download the MSS services and updates, and it will deliver them
their donors. Tis greatly simplifies the process of deciding who should receive
because if a member of the public does not connect to a CF, he or she cannot
receive the service. This way tharent CFonly offers MSS tdts own users and
one or morechild CFs instad of thousands of individual donors, which reduces
overhead. Furthermorehe originating CRlready track and connectto its donor
resourceghrough heartbeatsandsothis arrangemenadds minimal
authenticationoverhead to the systemwhile enablingeachoriginatingCF togauge
the MSS impact on donor participation. Though individual CFs determine their
federation standards, donors must meet some minimum GENI federation stang
before federating resources, and must maintain these standardiewbinnected to
the CF.Lastly, MSS must not burden the CF with additional work. Current CF
administrators must be able to manage MSS, such as performing downloads a
updates, and adding authorized actors (computers) and users as necessary to
MSS.

Developers
(favored)

Service developers are also thervicemaintainers. Developersse MSS to share
their services created during the course of research or to fill a particular need,
they advertisethose services to GENI donors. Donors provideraguoof their
resources in exchange for valuable services, and so the developers/resedrate
more resources on which to experiment.

Experimenters

Experimenters require resources on which to experiment, and increasing
experimental resources is thraain reason for creating MSS. The more resource

SELISNAYSY(iSNE BOUSES¢ (i RELIBANZ S¢EE | N

~ 8~
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Ffft2Ay3 GKS Lzt AO G2 R2YyI0S NBaz2d
experimentghat the GENI Systems Overvi€2008) identifies as crucial to GENI
succes$2].

GPO The GPO represents the NSF, which pays for MSS. Service developers must
GPO recommendations the utmost consideration when forming decisions. Ong

(favored) aspect of GPO concern is that dommaterest and trust in MSS remain firm.
Maintaining donor confidence will ensure project continuation by steadily growi
CFs.

at Fe& NE Initially, these companies may perceive MSS as a threatthemdfore exert

Applications politicalpressure on the NSF to end MSS both directly and indirectly. The projg

Companies manager will notify the GPO of any correspondence with these groups.

(disfavored)

2.3 Operating Environment

Rule Version
1.0 2.0

Environment

OE1l X

X

Hardware Platforms: MSS wipperate on GENI clusters and single servers.

MSS will operate on large server farms, small servers, personal computers, a
tablet computers.

X
OE2 Operating Systems:
X | X | MSSis intended to support:
T Linux

o Debian
o Slackware
0 RedHat

x| MSS will supporvther operating systems, such as:

9 Unix
o0 Macintosh OS X Leopard and above
o FreeBSD

o OpenSolaris
1 Windows (in subsequent releases)
o Windows 7

~0~
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o Windows Vista

OE3 Web Browsers:

X | X | MSSis intended for major web browsers, such as:

T Windows

0 Internet Explorer
T Mozilla

o Firefox
1 Konquerer

o Safari

o0 Google Chrome

In addition, MSS must work on a texased web browser in order to support
virtual machines and computers without desktop environments:

I w3m

OE4 X | X | Geographical Locations: Release 1.0 only sttpJS donors due to funding.
Subsequent releases may include CFs from other countries, which may have
own MSS offerings.

OE5 X | X | Users: US public donors to GENI CFs.

OE6 X | X | Servers: Release 1.0 support will focus on Linux server platforms.
OE7 Databases:
X MSS will maintain at least three separate databases for:

I Service data
1 CF data
9 User and client data

MSS will use the Attribute Description Service to track service, user, and clien
X | data.

.....10....
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2.4 Design and Implementation Constraint s

Rule Version | Constraint
1.0 2.0
COo1 X |¢KAA aedadsSyQa RSaAdys O2RSI yR YI
W3C Quality Assurance Interest Grepgcificationg13].
COo2 X | X | Webdesignwill be similar to the CF style
CcOo3 X | X | OS Versiost Design MSS only feupportedversions of operating systems.
Co4 X | X | Web Browser Versions: Design MSS onlg@importedversions of web browsers.

2.5 User Documentation

Rule Version | Documentation
1.0 2.0

ub1 X | The services shall provide anlime, crosdinked help system in HTML that
describes all service functions.

ubD-2 X |l avdzAi Ol {GFNIE R20dzYSyid akl ff LINE
how the user shall interact with them for each major operating system. GREA
User Manua(2011) serves as an exampl€]1

ubD3 X | X | The service shall provide the ability to download the user manual in Portable
Document Format (PDF).

ubD4 X | The system shall provide CF operators with online documentation on how to
download MSS additions.

uDb5 X | The system shall provide CF operators with online documentation on how to
download MSS revisions.

uD6 X | The system shall provide CF operators with online documentation on how to
process MSS rescissions.

ub7 X | X | The system shall provide CF operatwith online documentation on how to
maintain MSS versions.

~ 11~
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2.6 Assumptions and Dependencies

Rule Version | Documentation

1.0 2.0
AS1 X | X | CFs are connected in a hierarchical tree
AS2 X | X | ThechildCF can synchronize MSS services withaitent CF.
AS3 X | X | Parent CFs have the capacity to distribute services to its child CF and donorg

AS4 X | X |V1fEf [/ ca gAff todsSoyfighatiogiCE I NI 6 S| (4 ¢

DE4 X | The systenwill provide CF operators with online documentation on how to
download MSS revns.

DE5 X | The systenwill provide CF operators with online documentation on how to
process MSS rescissions.

DE6 X | The systenwill provide CF operators with online documentation on how to
maintain MSS versions.

~ 12 ~
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3. System Features
Feature Descripton Requirements

Version 1.0

FE1 CF driven DESCRIPTIC
federation
standards

PRIORIT

STIMULUES

RESONSE

FUNCTIONA
REQUIREMENT

Each CF decides whether donors meet federation
requirements, instead of MSS acting as a central
authority for making this determination. This allows f
greater autonomy amongk3 and LSNs because eacl
can have stringent standards that target certain dong
types or relaxed standards that accept a broad varief
of resources.

HIGH

Individual donors choose a CF to which he or she
contributes resources.

That CF decides whether the donor meets its
federation standards, offers steps to meet the
standards, or recommends another CF.

TBD by each CF.

FE2 CF controlled DESCRIPTIC
service

PRIORIT

STIMULUS

RESPONS

FUNCTIONA

REQUIREMENT

Each CF determines whether the donoratgeits
standards and receives MSS. This may be as simpl¢
GoKAETS @82dz N O02yySOidSs
AaSNBAOSzZ¢ 2NJGKS / C YI &
do not maintain a connection 24 hours a day, you do
y 230 NBOSA O SFsalrgafly havs dlsartoest
mechanism in place to determine connection times

HIGH

An ndividual donor choosea CF tawhichhe or she
contributes resources.

That CF decides whether the donor meets its
federation standads, offers steps to meet the
standards, or recommends another CF.

TBD by each CF.

.....13....
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Software DESCRIPTIC

Updates

FE3

PRIORIT®
STIMULUES

RESPONS

FUNCTIONA
REQUIREMENT

MSSdelivers MSS software updates through the MSS
interface Hierarchical delivery conserves bandwidth
and streamlines service decisions (EE2)

HIGH
MSS finishes final testing of its nextftwareupdate.

MSS delivers the system update to participating CFs
GENI by the end of the next business day.

MSS and the participating CF:

Must be connected to the Internet.
Must authenticate before transmission.
Must use data encryption.

Must verify valid receipt.

O O O O

FE4 Service DESCRIPTIC

Updates

PRIORIT

STIMULUES

RESPONS

FUNCTIONA
REQUIREMENT

MSSdelivers all GENI services through the MSS
interface Hierachical delivery conserves bandwidth
and streamlines service decisions-ER)

HIGH

MSS finishes final testing of its serviweservice
update.

MSS delivers the servioe update to participating CFs
in GENI by the ehof the next business day.

MSS and the participating CF:

Must be connected to the Internet.
Must authenticate before transmission.
Must use data encryption.

Must verify valid receipt.

O O O O

FES5 Donor DESCRIPTIC
Web
Interface

PRIORIT

MSSgueries will be conducted over a web interface
using an appropriate authentication mechanism.

HIGH

~ 14 ~
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STIMULUE

RESPONS

FUNCTIONA
REQUIREMENT

Donor initiates a query for a service based on his or
parent CF service list.

MSS responds with a list of servicesikkde to the
donor.

The web interface must support the major browsers
listed in2.3 Operating Environnre.

Feature Description Requirements

Version 2.0

FE6 Service DESCRIPTIC
Management
interface

PRIORIT

STIMULUES

RESPONS

FUNCTIONA
REQUIREMENT

I'5{ gAff LIAGLIBDS ¢a @SINBDA
by tracking service revisions, rescissions, dependen(
and other lifecycle data that an appropriate authority
can add, edit, and delete.

HIGH
Manager adds a new service
Manager adds a new developer.

The interface responds whether the new entry is
complete.

The web interface must support the major browsers
listed in2.3 Operating Environnmé.

GENI Researcl
Information

FE7 DESCRIPTIC

PRIORIT
STIMULUES
RESPONS

FUNCTIONA
REQUIREMENT

GENI provides this venue fGENI experimenters to
LR2ald aSNWAOS aiALBA FYyR
experimenters, post editorials and current research
information, and any other information that GENI se€
fit to post. It will be in a wiki format. The GUI and
Online Users Masmal will have links to this wiki.

LOW
Donor clicks GENI Research Information Wiki link
GENI Research Information Wiki link comes up.

GENI provides server space for MSS wiki. The MSS
shalluse an appropriate database.

.-...15.-...
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FE8 GENI Notices DESCRIPTIC GENI provides notices of upcoming events, informat
on GENI experiments, how contributions help GENI
develop network innovation, and any other informati
that GENI sees fit to post.

PRIORN LOW
STIMULU¢S Donor clicks GENI Notices link
RESPONS GENI Notices link comes up.

FUNCTIONA GENI provides server space for GENI Notices. This
REQUIREMEN" link to a web site GENI already owns.

.....16....
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4. Functional Requirements

Rule | Version | Interface
1.0 2.0

FR1 | X | X | Resource Owner User data must be safeguarded.

FR2 | X | X | MSS will usendustryapproved encryption standargdsuch a®igital Signature
Algorithm (DSA@ncryption.

FR3 | X | X | Only resource donors will have accessigsv GENI Serves. MSS will rely on
heartbeats sent from the resource to tlmiginatingCF to ensure this is so.

FR4 X | ADS will track service usage

FR5| X | X | Resource owners will have a means to control which authorized users can down
services from its parent CF

FR6 | X | X | MSSCENTERIll supportservicemirroring

FR7 | X | X | MSSPARENT will suppaservicemirroring
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5. External Interface Requirements

5.1 User Interfaces

Rule | Version | Interface
1.0 2.0

Ul | X | X | MSS screen displays shall conform to W3C formgitandards [3].

ul-2 X | MSS will comply with W3C handicap accessibility standagjs [1

U3 | X | X | MSS shall permit complete navigation using the keyboard alone, in addition to us
mouse and keyboard combinations.

U4 | X | X | MSS shall comply with GEBF style designs

UI5 X | The system shall display a help link on each page that links to a help page. Ata
minimum, the help page will contain a link to:

The user manual

The online manual

The wiki

The GENI Notification web page

O O O O

U6 | X | X | The web pages sifi permit complete navigation using the keyboard alone, in addit
to using mouse and keyboard combinations.

5.2 Hardware Interfaces
At a minimum, MSEENTERIll maintain these components:

Rule | Version | Interfaces
1.0 2.0

HFL X | MSSCENTER willipport web site mirroring.

HI2 X | Aweb server will host all of the web pages necessaryialing service information
The web pages will include tidome page, About, News, Wiki, Events, Member,
Links, and Help with appropriate information includaceach. The Links page will
contain hyperlinks to helpfiderviceinformation, with a GENI link prominently
displayed.

HE3 X | ADNS server will act as the authoritative name serveM8IS Authoritative name
servers are assigned to be responsibletfeir particular domains, and in turn can
assign other authoritative name servers for their sldmains. It will also implement
the recursive algorithm necessary to resolve a given name starting with the DNS
through to the authoritative name serveof the queried domain. With this function
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implemented in the name server, user applications gain efficiency in design and
operation[14].

HK4

A communicationservershall bean enterprise reatime communications server,
providing the infrastructte for enterprise instant messaging, presence, file transfe
peer-to-peer and multiparty Voice and Video calling, ad hoc and structured
conferences (audio, video and web) and PSTN connectivity. These features are
available within an organization, betweenganizations, and with external users on
the public internet, or standard phones, on the PSTN as well as SIP tr{iiing

HI5

Adatabase server will contain theformation about MSS services and Resource
Owners/Users data

HI6

Asystems adnmistration server will utilize Simple Network Management Protocol
(SNMP) and Cactamong other tools SNMP is a UE#ased network protocol. Itis
used mostly in network management systems to monitor netwattkched devices
for conditions that warranadministrative attentio{16]. Cacti is a complete networ
graphing solution [under the GNU General Public License] designed to harness
power of RRDTool's data storage and graphing functionality. Cacti provides a fa
poller, advanced graph templatip multiple data acquisition methods, and user
management features out of the box. All of this is wrapped in an intuitive, easy t
interface that makes sense for LANed installations up to complex networks with
hundreds of devicefl7].

HL7

Aload balancer will distribute workload evenly across two or more computers,
network links, CPUs, hard drives, or other resources, in order to get optimal reso
utilization, maximize throughput, minimize response time, and avoid overload. U
multiple components with load balancing, instead of a single component, may
increase reliability through redundancy. The load balancing service is usually pr
by a dedicated program or hardware device (such as a multilayer switch or a DN
server)[18].

At a minimum, MS®RIGINAFFILIATESII maintain these components:

Rule | Version | Interfaces
1.0 2.0
HI8 X | X | Singleserver components will connect behind a firewall
HF9 X | X | Constant connection to the Internet through a Cable Modem, Direct Serviceokil
other network connection
HE10 | X | X | A computer resource, provisioned according to a GENI CF standard.
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5.3 Software Interfaces

Rule Version | Interface
1.0 2.0

SH MSSENTITY (CENTEPRIGINAFFILIATE

SHL..1 X | MSSENTITY shall maintain M8%&ccordance with MSSENTER standards.

SH.2 X | X | MSSENTITY shall connect through an encrypted means

SH.3 X | X | MSSENTITY shall deliver services to its children.

SH.4 X | X | MSSENTITY shall delivetSSnformation to its children.

SHL.5 X | X | MSSENTTY shall maintain a hash, suctSasure Hash AlgorithrsKA, for all
services it maintains as proof of the correct download.

SHL.6 X | X | MSSENTITY shall maintain a subset of service distributions for itself and its
children according to MSSENTER stdards.

SH1.7 X | MSSENTITY shall maintain current ADS management information, such as
additions, revisions, and rescissions for all of its services.

SHL.8 X | MSSENTITY shall send heartbeats tdMiSSORIGIN

SHL.9 X | MSSENTITY shall send registéngser information to its parent

SH1.9.1 X | MSS user information will only contain what MGENTER requires to determine
whether software should receive continued support, be revised, rescinded, an
other similar data.

SHL.10 X | MSSENTITY shall be éhad through its parent to MSSGENTER in normal
operation, excepting short, unplanned periods.

SHL.11 X | MSSENTITY shall maintain its connection to its children in normal operation,
excepting short, unplanned periods.

SH1.12 X | MSSENTITY shall transinservice download statistics for itself and its children t
its MSSORIGIN

Sk2 MSSCENTER

Si2.1 X | MSSCENTER shall approve ADS definitions.

Si2.2 X | MSSCENTER shall approve new and existing services

SI2.3 X | MSSCENTER shall maintain all$/&&rvices.
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Sik2.4 X | MSSCENTER shall provide a web site for service developers to deliver servic
information to users (H2)

Sk2.5 X [¢KS RS@St 2 IskalBva a medns to #0d it securely and prevent
tampering with its web pages.

Sk3 MSSORIGIN

SI3.1 X | X | MSSORIGIMhall maintain a current GENI CF.

SH MSSAFFILIATE

SH4.1 X | X | MSSAFFILIAT&hall maintain a current GENI CF.

S5 MSSRESOURCE

SI5.1 X | X | MSSRESOURCE shmdlauthorized by its parent

St6 MSSUSER

SI6.1 X | X | MSSUSER shall register under his or her parent CF.

SH MSSDEVELOPER

SH7.1 X | MSSDEVELOPER shall register as a MSS developer under his or her parent

Sk7.2 X |[MSS59+9[ ht 9w aKIff adzowYAl &ASNIAOS A
accordingo MSSCENTER standards.

SH7.3 X | MSSDEVELOPER shall submit a service to MSS according-@ENSER

standards.

5.4 Communications Interfaces

Rule | Version | Interfaces
1.0 2.0
CH X | MSS employees shall use an email application that uses thesecpls at a
minimum:
1 IMAP
T POP
 SMTP
Ci2 X | MSSCENTER shall have an HTTP secure method for customers to contact a ce
mailbox.
Ck3 | X | X | MSSENTITY shall transfer files using at |&Sfencryption
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Ci4 X | MSSCENTER shall set up a secure FTRobaxy other customer transfers.
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6. Other Nonfunctional Requirements

6.1 Performance Requirements

Rule| Version | Interfaces
1.0 20

PE1 X | MSSCENTER will support site mirroring and return to service within 1 minute of
hard disk failure. (HL)

PE2 X | Aweb server will act as the primary interface between the public and the service,
it will host all of the web pages necessary M8 SCENTERteraction. Release 2.0
will support37,600visitors (HF2)

PE3 X | ADNS server will act as tlaeithoritative name server fovMlSS.Release 2.0 will
support37,600visitors (HF3)

PE4 X | Acommunicationsservershall bean enterprise reatime communications server
Release 2.0 will suppo87,600visitors (HF4)

PE5 X | Adatabase server witontain theADSservice informatiooaded intoMSSCENTER
Release 2.0 will suppoB7,600visitors (HF5)

PE6 X | Asystems administration server is used mostly in network management systems
monitor networkattached devices for conditions thatarrant administrative
attention. Release 2.0 will suppd¥,600visitors (HI6)

PE7 X | Aload balancer will distribute workload evenly acrddSSCENTER. Release 2.0 wi
support37,600visitors (HF7)

PES8 X | Routers will interconnect all of theee components and provide a connection to the
internet. Release 2.0 will suppo8,600visitors (HI8)

6.2 Safety Requirements
None listed

~ 23~



Volume |: Software Requirents Specification for Mutualistic Software Services (MSS) Version 1.0

6.3 Security Requirements
List the security requirements not covered elsewhere within this document.

Rule Version | Requirement
1.0 20

MSSUSER

SE1 X | X | Must register with a password

SE2 X | Read the End User License Agreement and electronically sign his or he
dzy RSNRGI YRAY3I SgAGK Iy aL | aANBS¢

SE3 X | Use CAPCHA whemailingMSSCENTEBver HTTP

MSSCENTER

SE4 X | Will anonymize subscriber information to the greatest extent possible to
guard against personal information loss.

SE5 X | Will use strong password protection, which will be enforced by the syste

SE6 X | Must use ghysical security toketo access workstations and servers.

SE7 X | Passwords mst be changed every 90 days

MSSORIGIN/

AFFILIATE

SES8 X | Will anonymize subscriber information to the greatest extent possible to
guard against persait information loss.

SE9 X | Will use strong password protection, which will be enforced by the syste

6.4 Quality Attributes

Rule Version | Requirement
1.0 2.0

Flexibility X | MSS should be flexible enough to work on several manufacaupported
operating systems such as Windows, Linux, and Macintosh.

Fl-1 X | A maintenance programmer who has at least six months experience
programming a Windows supported operating system shall be ahlpdate
MSS data and servicesthin one hour.

Fl-2 X | X | A maintenance programmer who has at least six months experience
programming a Linux supported operating system shall be ahlpdate MSS
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data and servicewithin one hour.

FL-3 X | A maintenance programmer who has at least six months experience
programminga Macintosh supported operating system shall be ablegdate
MSS data and servicesthin one hour.

Integrity X | The MSS Chief Security Officer has the final say in what security authentici
measures are implemented to ensure appropriate measuresaken. He or
she should also keep a history of changes to the security authentication
measures.

IN-1 X | TheMSS CSO must approve any changd s security authentication
protocols in writing.

IN-2 X | TheMSS CSO must maintain records of changes tartg@uthentication
protocols for 10 years.

Reliability | X | X | MSS shall only be unavailable for 24 hours per month during peak hours, &
hours per month during nopeak hours.

RE1 X | X | MSS shalbe at least 96.77% available from 6:00 a.m. EST to JOm00EST.

RE2 X | X | MSSshall be at least 93.75% available from 10:00 p.m. EST to 6:08&Tm
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7. Other Requirements

At least one GENI CF must work on a single server in order to gain public resource dorakiens.
requirement for MSS Version li¥i)developing a systems design so that all software required by one CF
and all MSS software works on a single server.
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Appendix A

Data Dictionary
ADS Attribute Description Servidg]

Aggregate; a collection of components that usually comprise a system

Bandwidth- a bit rate measure of available oonsumed data communication resources expressed in
Gigabits/second.

CK¢ Control Framework

Component; a physical computer resource, such as a router, switch, computer, phone, or copy machine
Communityg MSS users identified by a GENI control framework

Cortributor ¢ an entity that donates a portion of its resources to GENI

Control frameworlg one of four GENI architectures used to federate computer resources

Donation¢ Donations include nearly all types of network resources, such as computers, netwogksrout
and switches, cell phones, computer tablets, copy machines, and so on. However, MSS is only
available for computers as of this writing.

Experimenterg one who conducts network research on GENI

FederatecA Y O2 NLJ2 N} G6S 2y SQa O2I¢dudalfGriwiis & 2 dzNOS Ay 2 | D¢
File list¢ hierarchical locations of files on a resource

GENL Global Environment for Network Innovation

GUIg Graphical User Interface

Hard Dislc Nonvolatile storage device for digital media

HTTRHypertext Transfer Protoca)is not a protocol dedicated for email communications, but it can be
used for accessing your mailbox. In addition, called web based email, this protocol can be used
to compose or retrieve emails from your account. Hotmail is a good exampkrngf HTTP as an
email protocol L9].

IMAP (Internet Message Access Protogd§ a standard protocol for accessingnail from your local
server. IMAP is a client/server protocol in whichalil is received and held for you by your
Internet server. As this requires ordysmall data transfer this works well even over a slow
connection such as a modem. Only if you request to read a specific email message will it be
downloaded from the server. You can also create and manipulate folders or mailbottes on
server,deleterBd & 3SH] SGHOX
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Insertable media a storage device that is not native to the resource, such as a USB drive, Compact Disc,
and external hard drive

ISP¢ Internet Service Provider
Kbpsg Kilobytes per second

Kernel- In computing, the kernel is the centreomponent of most computer operating systems; it is a
bridge between applications and the actual data processing done at the hardware level. The
kernel's responsibilities include managing the system's resources (the communication between
hardware and sftware components).Usually as a basic component of an operating system, a
kernel can provide the lowedével abstraction layer for the resources (especially processors
and I/O devices) that application software must control to perform its functiotypltally
makes these facilities available to application processes throughjmteess communication
mechanisms and system cd[R9].

LSN; LargeScale Network. GENI is an example of a laogée network.

LTS; refers to a Long erm Service agreemeptovided by many operating system developers, such as
Ubuntu.

Malwarec includes computer viruses, computer worms, Trojan horses, most rootkits, spyware,
dishonest adware and other malicious and unwanted software, including true viruses.

Mbps¢ Megabytesper second
MS< Mutualistic Software Services

MSSCENTERrefers to the main MSS office, where MSS is developed and distributed to participating
control frameworks.

MSSAFFILIATErefers toall child nodes of tht1SSORIGINontrol framework. At a mimum, MSS
AFFILIAT®Ill containits MSSORIGINontrol framework and a subset of its services.

MSSDEVELOPERefers to a member of academia or business who submits a service to MSS.

MSSENTITY refers to MSSCENTERJSSORIGINand MSSAFFILIATEThese are all of the MSS entities
that have a control framework installed.

MSSORIGIN; refersthe control framework developer and maintaine/lSSORIGIN falls directly
beneath MSECENTER in the hierarchy

MSSRESOURCGE resourceawithout a control framewok, such as a physical computer or virtual
machine.

MSSUSER refers to an authorized user afMSSRESOURGIEe to his or her working relationship with
a resource owner.
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Nodec a computer
NSF¢ National Science Foundation
OS¢ Operating System

POP (Postfiice Protocol 3); provides a simple, standardized way for users to access mailboxes and
download messages to their computers. When using the POP protocol all your email messages
will be downloaded from the mail server to your local computer. You caasghto leave copies
of your emails on the server as well. The advantage is that once your messages are downloaded
you can cut the internet connection and read your email at your leisure without incurring
further communication costs. On the other handuymight have transferred a lot of message
(including spam or viruses) in which you are not at all interested at this it [

Programmable componermta network resource with a modifiable operational instruction set

z

RAM¢ Random Access Memory. ForM8&K A a NBEFSNER (2 GKS O2YLlzi SNRA&
Dynamic RAM (DRAM).

Realworld userg a private citizen

Resource; a portion or an entire physical computer hardware component. MSS is only concerned with
resources such as laptops, desktops, and mater tablets (such as iPad).

Resource Owner one who is authorized to donate all or a portion of a resource to GENI
Sliceg a collection of one or more aggregates and components

SMTP (Simple Mail Transfer ProtocpB used by the Mail Transfer AgentTK) to deliver your email to
the recipient's mail server. The SMTP protocol can only be used to send emails, not to receive
them. Depending on your network / ISP settings, you may only be able to use the SMTP
protocol under certain conditions (see incargiand outgoing mail servef$9.

SR{ Software Requirements Specification

Standardg the minimum hardware and software configuration required to federate into GENI
Trafficg the movement of information across the Internet

Ul ¢ User Interface

USKEc universal serial bus

Wirelessc radio-based Internet connection

.....31....

D 2



Software Architecture for Mutualistic Software Services (MSS) Version 1.0

Volume ||



Software Architecture
for Mutualistic Software

Services (MSS)
Version 1.0

~ 33~



Volume 1I: Software Architecture for Mutualistic Software Services (MSS) Version 1.0

1. Introduction

1.1 Document Introduction

TheSoftware Requirements Specificatfon Mutualistic Softwae Services Version lidentifies

Mutualistic Software Services (MSS) as a means fortGBNVertise and deliver services that

experimenters develop in exchange for experimengglources. As Len Bass et al., recommend in

Software Architecture inPraceO H nno 0 X GKA& R20dzySyid AyidiSyRa (2 RS¢
structures of the system, which comprise software elements, the externally visible properties of those

St SySyidaz FyR GKS N3BJf Thérdfaeythiskdbcuddent wite@eibdan i KSY ¢  ©
architectural skeleton based on the functional requirements, fuamctional requirements, and

constraints identified in the SRS.

1.2 Business Decisions
Mutualistic Software Services (MSS) addresses several experimenter, researcher, developer,
entrepreneur, and resource owner needs. Its most basic meaning derives from:

I Mutualisticg a winwin relationship in which both parties benefit.

1 Softwarec the tools that those parties use to perform experiments, do research, sell products,
run resources, aghcreate services, to include the created services.

1 Serviceg the virtual machine images, libraries, scripts, code, directions, and other useful
products, to include the advertising of these products to stakeholders.

MSS has four different business modd#tade, monetized, GEMInly, and a hybrid of the first three. All

but the GENbnly model hinges on the idea that GENI requires many resources to crestalat

network experiments, and all models recognize that experimenters need a way to advedisbane
experiments. In the trade model, GENI experimenters create services in the course of research that are
unique and valuable, and public organizations and individuals can donate a portion of their resources in
exchange for these worthy services.eThonetized model is in keeping with the US Ignite program
explained below, which relies on the notion that GENI experimenters will develop services that are so
useful that people are willing to pay for them. The G&MNy model considers that GENI expeenters

create software to create services, and that both of these products are useful to other experimenters.
The hybrid model combines one or more of the first three models. However, no one will know about
these products within any model unless oneatas some advertising and sharing mechanisms.

The MSS architecture relies on distributed service delivery because this fits all of the jifadeds

considers a monetized system to have one parent with every other entity as its child. Therefore, the
architectural perspective is that MSS will use the trade model because it is the most highly distributed of
the three.
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1.3 System Purpose and Scope

a{{ tSOSNI3IS&E (GKS D9bL ySSR F¥2NJ SELISNAYSyY(lf NBaz
serves to meet the goals of two National Science Foundation (NSF) sponsored programs. The Computer

& Information Science & Engineering (CISE) branch of the NSF sponsors U.S. Ignite:

US Ignite is an initiative to spark the development of killer apps in arezatiohal priority: health,

education, energy, economic development (including advanced manufacturing), transportation, and
public safety on an ultra high speed (>100 Mbpsamd download), deeply programmable (not requiring
internet protocol) and slicedb network. US Ignite is doing this by: 1) funding researchers and developers
to create applications and services, and 2) stitching together atat testbed with real users that
researchers, developers, and entrepreneurs can use as a platform to gemgfdications and servicég).

The CISE also sponsors GENI, whigtK S &I 4 &a0Ft S (SaG0SRé 2y GKAOK !«
FLIJAéE 2F GKS Fdzi dzNB o ¢tKS D9bL tNR2SOG hF¥FFAOS RSa

GENI, a virtual laboratory for exploringdire internets at scale, creates major opportunities to understand,
innovate and transform global networks and their interactions with soci€ynamic and adaptive, GENI
opens up new areas of research at the frontiers of network science and enginesth@)creases the
opportunity for significant socieconomic impact GENI will:

1 support atscale experimentation on shared, heterogeneous, highly instrumented infrastructure;

1 enable deep programmability throughout the network, promoting innovations itwnek science,
security, technologies, services and applications; and

1 provide collaborative and exploratory environments for academia, industry and the public to catalyze
groundbreaking discoveries and innovatih.

MSS serves as the conduit through Wh@&ENI experimenters gain resources fesedle experiments

and U.S. Ignite delivers services. Some examples of new services in development by GENI experimenters
are uCapFlowScalgeOpenFlow and MobilityFirst. All of these were highlightedinared®® b L ab S g a
YR 9 @Sy éanhichlisNgprbdddedin it entirety ippendix C

1.4 Definitions, Acronyms, and Abbreviations
Please find definitions, acronyms, and abbreviatiorSaftware Requements Specification for
Mutualistic Software Services Version.1.0

1 Appendix A: Data Dictionary

1.5 System Overview

MSS solves the problem of providing a vast number ofweald experimental resources to GENI
SELISNAYSYGiSNE o0& LIN@E éharBsbufcas with the Sdrviges thély 2reateLIrhis &
arrangement is mutually beneficial to resource donors, who must only provide a small portion of their
resources in order to receive the services. MSS residesie computein a GENI clustemd

digributes servicesooted at MSSCENTER its subordinate CFMSSORIGINSeliver a subset of
services to theiMSSAFFILIATESNd this distribution continues until services are distributed td48IS
RESOURCES¥his forms a hierarchical tree, with éggarent CF acting as a node and its children as its
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branches. MSS branches are capable of autonomy in tRE8$ENTIT¥an continueusingdownloaded
services even when its upstream connection to M8SCENTER severed. Howevethe MSSENTITY
must be sending heartbeats to itdSSORIGINN order to receive new services.

MSS favors this distributed method over a centralized service warehouse because it:

= =4 =4 4 =

1

NBRdzOSa R2y2NEQ 2LISOENTER 2yl f NBfAlFIYOS 2y a{/{
distributes MSS management to the lowest levelguired

allowseachMSSENTITYo choose only those services it finds useful or necessary

enables donors to chooseMSSENTIT Yhat delivers services most in line with their objectives
gives donors a means to manage their remaining resources wittethered CFsoftware

gives donors a means to virtualize their remaining resources withettpgired CFsoftware

In addition,sendingdt K S I NJifrors an MSSENTITYp to itsMSSORIGINserves a twefold purpose.
In Version 1.0sending heartbeats from thesource ensures that the CF is operational, that donated
resources are available for experimentation, and that the resouraetisorized to receivaervices.

In Version 2.0addingintelligencefilled heartbeatsfrom an MSENTITY to its MSIRIGINbrovides a

means to deliveinformation, such as which services are in use, how many users are using the service,
and otherdatarequired by the MSEENTERThe MSSRIGIN may separate MSS heartbeats from its CF
heartbeats, but it will deliver the MSS dataMSSCENTERThis data is ultimately serves as usage
statistics to determine which services deserve continued support.
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2. Decomposing the SRS

2.1 System Description

MSS has four main components: MSENTER, MERIGINMSSAFFILIATENdMSSRESOURCEhe
actual hardware and software used may vary from component to component, but each component
must support service delivery to its children. As of this writing, Mi8®nly support theremote server
as a singlserver MSS/CF installatipesdescribel in sections.1 Remote Server Model

Currently, theMSSAFFILIAT&chitecture only supports computers with two network interface cards
and a static IP address or a Fully Qualified DoiNaime ORCA clusters meet these requiremettits
include the remote server. In addition, later versions of MSS will support the Windows OS; therefore,
one must develop MSS with common workstasamd laptop computers in mind.

2.2 Functional Attributes
The System must:

Deliver services over an Internet connection

Provide a management interface for MSS administrators
Allow the administrator to choose a subset of parent services
Allow the user to choose a service from the parent CF
Check for heartbeats oMSSORIGIN

= =4 =4 4 =4

2.3 Non-functional Attributes
The System shall have:

Portability
Autonomy
Securability
Credibility
Integrability
Extensibility
Interoperability
Usability

= =4 =4 4 -4 4 -4 4

2.4 System Constraints

2.4.1 Hardware Constraints
Mutualistic Software Services Softw&equirements Specification, Versionlk:

i 5.2 Hardware Interfaces
1 6.1 Performance Requirements

The following tables list examples to help describe the minimum hardware necessary to hest MSS
CENTER and a M&%®bled CF for each component.
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Tablel. MSSCENTER System Description

Attribute

Value

Multiple Servers

These servers may be used as a platform for other MSS Center functions,

Note:

Servers will be similar to MSIRIGIN/AFFILIADElow.

Table2. MSSORIGIN/AFFILIATHEad Node System Description

Attribute Value 9]

Make Dell

Model PowerEdge C1100

Processor QuadCore Intel® Xeon® Processor E5620 (12M Cache, VT enabled)

Processor Clock Speef

2.40 GHz, 5.86 GT/s Intel® QPI

System RAM

12 GB

9ystem Storage

1TB

Operating System

Unix, Linuxvith hypervisor support

Table3. MSSORIGIN/AFFILIATorker Node System Description

Attribute Value 9]

Make Dell

Model PowerEdge C1100

Processor 2 QuadCore Intel® Xeon®deessors E5620 (12M Cache, VT enabled)

Processor Clock Speef

2.40 GHz, 5.86 GT/s Intel® QPI

System RAM

48 GB

System Storage

250 GB

Operating System

Unix, Linux with hypervisor support
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Table4. MSSAFFILIATENd Remote Serve System Description

Attribute Value §]

Make Dell

Model PowerEdge 2850

Processor 2 Dualcore 64bit Intel Xeon processors

Processor Clock Spee( 2.8GHz

System RAM 12GB DDR 400 SDRAM

System Storage >1TB

Operating System Unix, Linux with hypwisor support

Table5. MSSRESOURCHhysicalSystem Description

Attribute Value T]

Make Apple

Model al 0. 221 tNB wMpé

Processor 2.8GHz Intel Core 2 Duo processor with 6MB shared L2 cache

Processor Clock Spee( 2.8GHz

Systen RAM 4GB (two 2GB SDIMMs) of 1066MHz DDR3 SDRAM
System Storage > 300 GB
Operating System Unix, Linux, (and Windows in subsequent releases)

2.4.2 Software Constraints
In addition to the Constraints listed Boftware Requirements Specification fortivhlistic Software
Service¥/ersion 1.0

1 2.3 Operating Environment
1 2.4 Design and Implementation Constraints

The System must:
1 Support a CF, such as OREJA [
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Support a Clapproved virtualized or paravirtualized hypervisor, such as ¥en [
Support a Clapprowed virtualization technology, such as Eucalypfif} [
Support a Glapproved imagepassing system, such as Image Progy [1

Only modify the OS in accordance with CF instructions

=A =4 =4 =

2.5 User Characteristics

2.5.1 User Classes and Characteristics
Please findhis section irBoftware Requirements Specification for Mutualistic Software Selgrssn
1.0

1 2.2 User Classes and Characteristics

2.5.2 User Groups and Attributes
A typical CF has several actor roles that a member of aBRNFETY fills. The System traugpport:

Table6. User Groups and Attributes

Actor Attribute
Resource Donor Has the authority to donate resources to GENI in exchange for services
Administrator Manages all aspects of the CF within the organization in accordeititd1SS

Center policies and organizational policies, to include:

Availability

Access

Control

Child CF connections
Parent CF connection
1 Services subset

= =4 -4 -4 A

Site Each resource has ome moresite actos. For instance, each of the following
resources would &ve one site actor:

1 Eucalyptus Virtual Machine Cluster
i External Network Switch Cluster
T Internal Network Switch Cluster

Broker Each Site Actor has one or more brokers, who control a portion of th@ &ite
resources
Service Manager Manages all aspects of@CF within his or her organizational department, to
include:
1 Availability
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9 Access
91 Control

User

Experimenters usthe resource delegated by the Service manager to condu
experiments. For business donors, the user condihetslaily business of his
or herorganizational department, such as management, information
technology, marketing, manufacturing, shipping, and customer service

2.6 Assumptions and Dependencies
Please find this section Boftware Requirements Specificatfon Mutualistic Software &vices Version

1.0

1 2.6 Assumptions and Dependencies

2.7 Stakeholders

Table7. Stakeholders

Stakeholder Major Value Attitudes Major Interests Constraints
NITRD MSS helps meet | Concerns about MSS must be less | MSS must show g
its objective to sustained funding | than the requisite proven increase
increase GENI | for MSS, nomatterf ¢ 8 SSR£ Y 2 Y in GENI doations
experimental how useful; cost | must help meet
resourcesand vs. gain in NITRD objectives
bolster the U.S. | resources
Ignite program
NSF Increasing LSN | Concern about cos| MSS cost must be | GENI must
size meets NITRO vs. gain in less than requisite | maintain a
G laio | £ S é | resources; b{ C &a&sSSR¢{ philanthropic
experimental contingent on GEN public image
requirement leadership
attitudes
GENI PI a{{ Syl-0|Relatively small ris| Gain in resources MSS
aol t S¢ for the reward; must greatly exceed | development
experimentation | phased business/ academic | should not
implementation contributions hamper
lowers risk experimentation
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GENIGPO Control MSS management| 5 2 y 2 NX& A yMSS
framework may overshadow | perceived value in | management
growth ensures | GENI development MSS remainkigh must not
project of other fields outweigh GENI
continuation management
GENI G Ly XfKRS¢ | Concern about opt| At-scale None
Experimenters | resource out policy allowing | experimentation and
availability; donors to pull resource variety
allows for realistic| resources in mid
scenarios experiment;
experimental
isolation
MSS Developers| Job opportunities; Concerned Creating new CFs must deliver
servie sharing whether version 1 | opportunities for MSS to customers
and potential for | features will service distribution | to keep a low
monetization; provide enough based on emergp | development
GPL enables cod¢ value to research overhead.

modification, gain/retain donors
opensource
community
support
Control Increases CF sizg Concern about MSS must need MSS must not
Frameworks increases upkeep of MSS minimal CF upkeep; | lose donors due
experimental must not makeCF to poor service
value; possibly vulnerable to cyber
increases NSF attack
funding
GENI Meta Increases job Concerns about Each service must | GMOC requires
Operations security manning for have its own additional
Center additional maintain its own funding for
workload support structure additional
workload
GENI Donors Relatively free Concerns about MSS should provide | MSS should not

services

slowed
computer/Internet;
experiment
isolation

reasonable value for
the donation

hamper
organizational
operations
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General Puli¢ Provides a way to Concerns about | Whether MSS will MSS should
get involved in increased taxes; | charge money for NBYIFAY a
the future of the | whether increased | services. the public

Internet; puts
emerging
technologies in
their hands now

funding is better
GKFYy OdzNJ
T2NE aSNY
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3. System Capabilities, Conditions, and Constraints
Software Requirements Specification for Mutualistic Software Sehgesmon 1.0ists:

This section addresses the system capabilities, conditions, and constraints necessary to implement the

= =4 =4 4 =

2. Overall Description

3. System Features

4. Functional Requirements

5. External Interface Requirements
6. Other Norfunctional Requirements

above with the functionadttributes, non-functional attributes, and constraints idéfied in this
document. The following tables contain the architectural rule, the SRS reference, the solution, the
location where the software resides, the solution maintainer, and the owner who controls the solution.

3.1 Capabilities
Table8. Software Capabilities

Rule | Version Ref Solution Location Creator | Maintainer Owner
1.0 20
CP1 X | FE1 CFcompares MSS MSSORIGIN| Developer| Developer | MSSCENTER
cD4 AFFILIAT®
federation standards
CP2 X | FE4 CFcompares MSS MSSORIGIN Developer | Developer | MSSCENTER
AFFIIATEo
CD4 .
connection standards
CP3 | X | X |FE3 Servicdnterface MSSENTITY| Developer | Developer | MSSCENTER
describes system
FE4 .
updates and services
CD2
SiI2.1
CP4 | X | X |FE1 Authentication Proces{ MSSENTITY| Developer| Developer | MSSCENTER
authenticates/de
FE2 .
authenticates MSS
FE3 | AFFILIATES
FE4
CD4
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CP5 FE3 Encryption/Decryption| MSSENTITY| Developer | Developer | MSSCENTER
process
FE4
encrypts/decrypts
Si1.2 | data
CI3
CP6 FE3 Validation Process MSSENTITY| Developer | Developer | MSSCENTER
validates tansmissions
FE4
SI1.5
CP7 FR6 Service Interface MSSENTITY| Developer| Developer | MSSCENTER
delivers and receives
FR7 .
service updates and
CP1 services
CP2
CP3
CP4
CP5
CP6
SI1.3
CI3
CP8 FES Web interface MSSENTITY| Developer| Developer | MSSCENTER
describes services
FE6
subset
CP3
CP4
Cs3
Cs4
Si1l.4

.-...45.....




Volume 1I: Software Architecture for Mutualistic Software Services (MSS) Version 1.0

CP9

FE6

Sl6.1

SI7.1

SE1

SE2

SES

SE9

Authentication Proces!
authenticates a persor

MSSENTITY]

Developer

Developer

MSSCENTER

CP10

FEG6

CP3

CP5

CP6

CP9

Sl2.2

SI12.5

SI72

SI7.3

CI3

SE1

SE2

RE1

RE2

NewService interface
uploads new service

MSS
CENTER

Developer

Developer

MSSCENTER

CP11

FR3

FR5

CD12

MSS interface
describes users and
donors

MSSENTITY]

Developer

Developer

MSSCENTER

~
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3.2 Conditions

Table9. Software Conditions

Rule | Version Ref. Solution Location Creator | Maintainer Owner
1.0 20
CD1 | X | X |SI3.1 | MSSENTITYiasaCF | MSSENTITY| CF MSS CF
installed ENTITY
Sl4.1
SI5.1
SE1
SE2
CDh2 | X | X |FR6 Filesystemholds MSSENTITY| Developer | Developer | MSSCENTER
senices
FR7
SI1.6
SI2.3
RE1
RE2
CD3 | X | X |OE7 Serviceslatabase MSSENTITY| Developer | Developer | MSSCENTER
holds system updates
FE3 .
and services data
FE4
CD1
SI1.7
CDh4 | X | X | OE7 CFdatabase holds MSSENTITY| Developer | Developer | MSSCENTER
MSSENTITY data
CD5 | X | X |OE7 Userdatabase holds | MSSENTITY| Developer | Developer | MSSCENTER
userdata
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CD6

cil

Cl2

SE1

SE2

SE3

SE4

SES

RE1

RE2

MSSCENTER receive{ MSS
emails CENTER

Developer

Developer

MSSCENTER

CDh7

Cl4

SE1

SE2

SE3

SE4

SE5

RE1

RE2

MSSCHENTER receives| MSS
files CENTER

Developer

Developer

MSSCENTER
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CDs8

uD1

ub2

ubD3

OE7

Co1

CO2

CoO4

FE7

FE8

ull

ui2

ul3

ul4

uls

ul6

S12.4

RE1

RE2

Userweb interface
accesses GENI and
service information,
including:

HTML

File Downloads

MSS
CENTER

Develope

MSS
DEVELOPE

MSSCENTER

.....49....




Volume 1I: Software Architecture for Mutualistic Software Services (MSS) Version 1.0

CD9 ubD4 Administratorweb MSS Developer | MSS MSSCENTER
UD5 interface accesses CENTER DEVELOPH
management
uD6 information, including:
uD7 HTML
DE4 File Downloads
DES
DEG6
CS3
Cs4
RE1
RE2
CD10 AS1 MSSnterface MSSENTITY| Developer| CF CF
AS? connectsmanyMSS
USER® many MSS CF
AS3 ENTITIES and MSS
RESOURCES
AS4
Si1.11
CD11 AS4 CHinterface sends MSSENTITY| Developer | CF CF
SIL8 heartbeats to MSS
© | ORIGIN CF
SI1.9
SI1.9.1
SI1.10
SI1.11
CI3
CD12 AS4 CFinterface receives | MSSORIGIN Developer| CF CF
heartbeats from MSS
SI1.8 CF

AFFILIATE
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CD13 AS4 CHinterface encodes | MSS Developer | CF CF
FR4 heartbeats to MSS AFFILIATE
ORIGIN CF
CD8
SE4
SES8
Chu AS4 MSSnterface decodes MSSORIGIN Developer | CF CF
FR4 heartbeats fromMSS
AFFILIATE CF
CD8
SI1.12
CI3
CD15 FR1 Database holds user | MSSENTITY| Developer | Developer | MSSCENTER
and donor data
FR2
CP5
IN1
IN2

~
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3.3 Constraints
Tablel10. Software Constraints

Rule | Version Ref. Solution Location Creator | Maintainer Owner
1.0 20
Cs1 | X | X OE1l MSS must operate orf MSSENTITY | Developer | Developer | MSSCENTER
Linux platforms
OE5 -
initially and port to
OE®6 several types of
hardware platforms
Co3 later
SE4
SE5
SE6
SE7
SE9
FL1
FL2
FL3
Cs2 | X | X OE2 MSS libraries must | MSSENTITY | Developer | Developer | MSSCENTER
operate on Unix and
OE6 :
Linux platforms
co3 initially and Windows
platforms later
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CS3 OE3 MSS web interfaces | MSSENTITY | Developer | Developer | MSSCENTER
must display correctl
Cco1 . pay )
on major web
CcO2 browsers
co4
ull
ul2
ul3
ul4
ul5
ulé
Cs4 OE4 MSS web interfaces | MSSENTITY | Developer | Developer | MSSCENTER
must display in
Cco1 . p.y
English, with the
CcO2 ability to add other
languages later
co4
ull
ul2
ulI3
ul4
ul5
ulé
SE1
SE2
CS5 OE5 MSS musverify MSSENTITY | Developer | Developer | MSSCENTER
donor location data
SE1 .
to ensure US location
SE2
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CS6 X Si1.1 MSSCENTER sets
MSS standards
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4. System Characteristics

4.1 Autonomy
The System shall:

1 Not require MSECENTERteraction to use existing pant services.
1 Be separable from its parenbdewithout incurring interruption of current services

4.2 Integrability
The System shall:

1 Install on a CF witho modification to the CFexcepting the remote server.oFinstance:
0 ORCA only requiresMSS sdpts and configuration file adjustmentusing commonly
installed software, such as Apache, MySQL, and PHP

4.3 Extensibility
The System shall:

9 Easily add childodesand resources, for instance:
o !y FTRYAYAAGNI 42N F RRa | (bK, ericigptidn ey, dréothér y & S NIi A
identity information into a file.

4.4 Portability
The System shall:

1 (Version 1.0 and 2.@perate onLinux
1 (Version 2.0) Operate on Uniand Windows OS
1 Operate on servers

4.5 Usability
The System shall:

1 Be geared towardssers in a no#technical field, such as clerical.
1 Be geared towards administrators in a nthnical field, for instance:
o MSSwill offer helpful instructions without technical jargon.
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4.6 Securability
The System shall:

1 (Version 1.0 and 2.3%t a minimum require a Unigue user name and password for login
1 (Version 2.0Provide an option for elevating secure access for different user groups, for
instance:
0 Userg Unique user name and password for login
0 Service Manager add Captcha login
o Owner/Administrator¢ add Common Access Card login
0 This option may itself be a service

4.7 Credibility
The System shall:

1 Provide a means to verify the service as a MSS service, for instance:
o lista MD5 hash value
o Provide a MSS signature

1 Easily connect to a paresponsor or change to a new parergponsor

4.8 Interoperability
The System shall:

1 Easily exchange information between parent and céildnsors for instance:
0 MSS parent services are queriable and downloadable through a web browser
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5. Architectural Plan

MSS relies mthe notion that experimenters use the GENI architecture to develop at least some unique
services that other organizations cannot offer. In fact, other experimenters, developers, and users find
these services valuable enough to donate their resourceébaa@xperimenters in exchange for these
services. With more resources available, more experimenters can create more services, and the
mutualistic cycle continues.

Versionl.0 providesa skeletorarchitecturein preparation for Version 2.0 by creatingervice
advertisement and delivery system betwetvw MSSAFFILIATERat administrators can use to
download entire subsets of services, and that resource usersigamoquery and download individual
services.MSS checks for the heartbeats sent to MESORIGINbefore allowing administrators and
users to download services onto the actdme following figurelepicts thehierarchicarelationships
between the entities.

MSS ORIGIN (node 1)
N b
Heartbeats C b HVISS AFFILIATE (node 2)
A D b badministrator
Heartbeats C b EFDb b b b BMSHAFFILIATE (node 3)

b D b badministrator
b Tb bMSS RESOURCE (physical)
b b C b buser
b Cb bMSS RESOURCE (virtual)
b C b buser
Tb bMSS RESOURCE (physical)
b C b buser
C b BVSS RESOURCE (virtual)
C b buser

In Versior.0, tis architecture combines MS&rsion 1 & Zoftware requirements It providesa

means br the MSSORIGIN® plug into theMSSCENTERNdreceive the services that MSS

DEVELOPERS upload and maintainMSSORIGIN (hode 1hen advertises the applicable subset of
servicesandMSSAFFILIATES (nodes 2 & 3) may choose all, or a subsdtbf 85 y (i Q.aAteadhNIIA OS &
node, users can download individual services on to authorized RESODURCES.

In order to receive the servicés Version 1.0 and 2,@onors simply host @Fanddedicatea portion of
their resources for GENI experimentatioffter donors advertise their resources as available by sending
heartbeats to itdMSSORIGINit may download services from iparentMSSAFFILIATE

The hardware footprint of the system depends entirely on how many child CFs the parent l\8(Ss.
Version2.0 may look like this

1 MSSCENTER will require a separate server or servers for each MSS component
1 MSSORIGIN/AFFILIAT®ES require several servers: one to hdWSS one to hold services, and
several for its GENI CF
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1 MSSAFFILIATESt the lowest levelwill only require a portion of one server, workstation, or
laptop and serve as its own resource.

1 MSSRESOURCE, at the lowest level, will only require a portion of one server, workstation, or
laptop.

& a {AFFILIATESt the lowest levélé 6 | 6 2 @ SpeciafcasBdv which all &oftware components
reside on one server. To meet this goal, the following section describes an architecture that resides on
one server, and that conforms to MEHILD requirements.

5.1 Remote Server Model
According tdSoftwareRequirements Specificatidor Mutualistic Software Servicggrsion 1.0a MSS
AFFILIATEust:

1 [Maintain a] Constant connection to the Internet, through a Cable Modem, Direct Service Line,
or other network connection
1 [Be a] A computer resource, provisemhaccording taCFstandards.

This means that MSSAFFILIATEay only have a single internet connection andstreside on a single
computer, which is not how one sets up a typical CF.

Normally, a CF resides on several computers, with one head node as@iseorker nodes. The CF

may have several IP addresses, or it might have only one IP address and use a degtau@te Address
Translation NAT) server to shuffle traffic between the public address space and a private address space
where the CF residedn a canonical ORCA installation, ax@ist have at least two computers or several

IP addresses to run all of the required software compongtds which violates the SRS minimum
hardware interface requirements.

This is not an easy problem to solvechuse the virtualization software (e.g., Xen) requires direct access
to the computer kernel to run a hypervisor, and the virtualization management software (e.g.,
Eucalyptus) requires direct access to the networking tables (e.g., iptables) to alloctitegoyiseude

public IP addressassing Dynamic Host Control Protocol (DHCR)erefore, one cannot us¢ATon the
hypervisor, and one cannot riBucalyptusn a virtual machinbéecause the Eucalyptus DHCP server
would hand out addresses to other compugewn its network that are not Eucalyptus Instances

¢KS NBY23S aSNWSNI Y2RSf ONBI(iSa Fy dzySELX 2A03SR
virtual NAT servetio control the network connectionshields the outside network from the Euqatlys

DHCP serveand leaves th&ucalyptusoftware to controlvirtualization onthe hypervisor.AppendixB
contains a component diagram that illustrates how one migiglementa remote server to actsaa

MSSAFFILIATE
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5.2 Context Diagrams and Data Model

AppendixB contains two context diagrams and one data model. The context diagramsa@® CE2
represent the external connections, and the ddkow model DML represents the generation and flow
of data for each MSS entity in version 1.0.

5.2.1 MSSCENTER
1 (Version 2.0Hosts all GENI CFs to utilize their heartbeat functionalities
1 (Version 2.0Receives heartbeats, service information requeats service requests from its
child CFs
1 (Version 2.0pelivers service information and service requests to its child CFs
1 (Version 2.0Pelivers service content to resource users and administrators

5.2.2 MSSORIGIN
91 Develops and maintairss GENI CF
I Hasoneor moreMSSAFFILIATES
I Receives heartbeafsom its MSSAFFILIATES
1 (Version 2.0) Receivasrvice information requests and service requests fronMigS
AFFILIATES
1 (Version 2.0pelivers service information and service requests tMiB&SAFFILIATES

5.2.3 MSSAFFILIATE
1 Hosts a GENI CF and maintains resources
91 Deliversheartbeatsto its MSSORIGIN
1 Receiveservice information requests, and service requests from its Sh8SAFFILIATES
1 Delivers service information and service requests to its MBEEAFFILIAES

5.2.4 MSSRESOURCE
1 Authorized by an MSENTITYo receive services, make service information requests, and
receive service information
1 Has authorized MSSSERS

5.2.5 MSSUSER
9 Authorized to useat least oneVISSRESOURCE

1 Requests service information asdrvices from his or halSSRESOURCE to his or her MSS
ENTITY

1 Receives service information and services from his or herREEBDURCE to his or her MSS
ENTITY

1 (Version 2.0Requests service content from MEENTER
1 (Version 2.0Receives service contenbfin MSSCENTER

5.2.5 MSSDEVELOPER
1 Usually a GENI experimenter
1 Creates MSS services
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1 (Version 2.0Pelivers service information, service content, and services toGE$TER
1 Requests resources from MBEFILIATHSr experimentation

5.3 Component Model

AppendixB contains one component diagram. The component diagrarilG&presents the external
connections, and the data flow model DMrepresents the generation and flow of data for each MSS
ENTITY

5.3.1 Databases

5.3.1.1 Service Data
I Holds thesubset ofservice attribute data of its MEENTITY

5.3.1.2 CFData
i Holds the MSENTITY data for itselfor instance, ORCA uses datalmasa

5.3.13 User Data
T 12t Ra GKS I dzli K2 NAT S RchidMSSEFAIATESG I F2NJ AGASET |y

5.3.2 Components

5.3.21CF
1 MSSORIGIN gesents an interface to its children to receive heartbeats
1 MSSAFFILIATES delivezartbeats to itdMSSORIGIN
1 Providesa CRnterface with a list of current donorsFor instance, ORCA provddee ORCA
Actor Registry14]
1 Provides a list of available resources to GENI experimenters and users
1 Enables GENI experimenters and users to request resources

5.3.2.2 User Interface

1 Uses the Authentication process to verdfgtorand user requests
Receivs a list of MSENTITY resources from the CF
Receives user service information and service requests
Provides service delivery information to the Service Interface
Triggers the Service Interface to deliver services
Checks for heartbeats on theF interface
9 Triggers the Service Interface to download services

= =4 =4 4 =4

5.3.2.3 Service Interface
1 Receives a servigeformationrequest from theUserlInterface
1 Receives a service download request from theerinterface
1 Uses the Encryption process to encrypt services
1 Uses tle Decryption process to decrypt services
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9 Uses the Validation process to validate services
1 Receives services from pareiSSENTITY
91 Delivers services to chidSSAFFILIATES

5.3.2.4 User Web Site
1 (Version 2.0Pelivers service content to service users
1 (Verson 2.0)Enables MSEENTER/MI3EVELOPERS to add service content
1 (Version 2.0pelivers GENI information as required by MCEINTER
1 (Version 2.0Enables users to email MEENTER/MSSEVELOPERS

5.3.2.5 Administrator Web Site
1 (Version 2.0pelivers adminigative content to MSS administrators
1 (Version 2.0Allows MSSCENTER/ME3EVELOPERS to add administrative content
1 (Version 2.0pelivers GENI information as required by MENTER
1 (Version 2.0Enables users to email MEENTER/MSSEVELOPERS

5.3.2.6 Devdoper Uploads
1 (Version 2.0Allows enrolled MS®EVELOPERS to add services
1 (Version 2.0Allows enrolled MS®EVELOPERS to add service descriptions
1 (Version 2.0Enables MSEENTER to approve services
1 (Version 2.0enables MSEENTER to approve serviceatggions

5.3.3 Service Repository

5.3.3.1 File System
9 Holds MSS services
1 (Version 2.0) Holds all MSS services for&dENTER
9 Holds a subset of parent services, to include the entire subset, for itsARBRIATES
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6. Architecture Trade -off Analysis Metho d (ATAM)

6.1 Purpose

Software Architecture in PractieeH nno 0 SELX FAya GKIFIG GKS !¢l a aX NB¢
satisfies particular quality goals, and (because it recognizes that architectural decisions tend to affect

more than one quality attribte) it provides insight into how quality goals interadhat is, how they

i NJ R Sl1]. F6rtAistendgthis section evaluates MSS in order to verify the architectural decisions that

make up the MSS architecture.

6.2 Main Architectural Drivers
From2.3 Nonfunctional Attributes

The System shall have:

Portability
Autonomy
Securability
Credibility
Integrability
Extensibility
Interoperability
Usability

=A =4 =4 =4 -4 4 A 4

6.3 Business Goals

MSSDEVELOPERS ealvertise services

DO9bL /C& Oly SEOKIy3S aSNOBAOSaE F2NJ I LENIAzZzYy 2
An individual member of the public can donate his or her resources in exchange for services

GENI CFs grow as a result of exchanging services for resources

A breakin heartbeatswill not affect the operation of current services

Decentralizd management to reduce MSSENTER operational costs

=A =4 =4 =4 -8 4

6.4 Major Stakeholders
Mutualistic Software Services Software Requirements Specification, Verslists1.0

1 2.2 User Clags and Characteristics
Favored User Classes:

Resource donors

CFs

Developers

GENI Project Office (GPO)

=A =4 =4 =
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6.5 Architectural Approaches
MSS:

1 separates databases according to the data held
1 requiresthat a MSSAFFILIATE send MORIGIN heartbeats to download neervices
91 requires thatonly authorized users on authorized MBBFILIATES and MSISSOURCES can
download new services
1 CF Interface:
o0 provides theCHnterface witha list of donors [4]
o provides theUserinterface with a list of currently connected MESITITIES
I Userlnterface:
0 authenticates MSENTITIES and users, and validates service requests
0 requests service information and services from its parent
o validatesdonation statugrom its MSSAFFILIATE and @hkildren
0 delivers service information to its dtiien
0 triggers the Service Interface service transmission and reception
1 Service Interface:
0 transmits and receives services
0 encrypts and decrypts services for transmission
o validateswhether services are successfully delivered or received

6.6 Utility Tree
Tablel1l. Utility Tree

Quality Attribute Case Scenario Rating
Attribute  Refinement ooy
Portability =~ OS Change 1. A donor installs MSS on a new Linux OS distributi (H,M)

with the ORCA control framewk This OS has a
newer kernel than the old OS.

Best: MSS works with the new OS
Worst: MSS requires older libraries than the OS supports
CF Change 2. A donor installs MSS on a Unix OS with the H M
protoGENI control framework. Th& @& compatible
with Unix, but the CF does not uB&P on which

the MSSinterface relies.

Best: PHRnterpreter and libraries are available from the
Unix package manager, such as aptitude.

Worst: The administrator must install theHPFinterpreter
andappropriate libraries from th&HPrepository.
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Autonomy

Resource

Sevwice
Delivery

MSSENTITY
Rules

3.

Best:

Worst:

Best:

Worst:

Best:

Worst:

Best:

Worst:

Best:

Worst:

A donor installs MSS resources ovirdual machine. (H,L)
MSS services work on the virtual machine.
MSS services will not work on the virtual machine.

A user requests aewservice from its parerlf1SS  (H,H)
ENTIT Ybut theMSSENTITYs notsending
heartbeatsto MSSORIGIN

TheMSSENTITYoes notdeliver thenewservice.
The MSENTITYoesdeliver thenewservice

A user requests a currently owned service from its (H,H)
parentMSSENTITY that is sending heartbeats

The parent CHoesdeliverthe setrvice.

The parent CHoes notallow the service download.

AMSSRESOURGEquests a servickom its parent  (H,H)
MSSENTITyYbut the MSEENTITY is not sending
heartbeats

The Ckeloes notdeliver the service to the resource.
The CFloesdeliver the service to the resource.

A MSEENTITY has more stringent donor rules tha (H,M)
its parent. Its MSSAFFILIATESe unhappy with the
strict rules.

Another MSSENTIT¥dvertises donor rules that are
in keeping with this MSBFFILIATEThe child
switchesparents by contacting another MENTITY
providing MSENTITYMSSRESOURCE)dMSS
USERIata, and sending heartbeats to MERIGIN

The children of the MSBNITITWith strict donor
rules remove their resources permanently from
GENI.

A MSSENTITY has less stringent donor rules than (M,L)
parent.
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Securability Service
Encryption

Service Frauc

Donation
Fraud

Best:

Worst:

Best:

Worst:

Best:

Worst:

11.

Best:

The resource donors enjoy the less stringent rules
and the MSENTITY maintains the hardware
necessary to support the increase in donors.

This attracts more donors thahe MSSENTITY can
adequately serve. The donors permanently remo
their resources from GENI

A MSSENTITY stops using service encryptionto  (H,L)
RSt ADSNI aSNBAOSa® ¢ KA
sewices from the Internet during transmission.

The parent of the MSENTITY starts using
encryption keys, and once again starts encrypting
service transmissions.

Several MSENTITIES stop encrypting services, ai
the services are available & large number of nen
donating resource owners, which devalues resour
donation in exchange for services because most ¢
these services are now free. Donations dwindle t
point where MSS loses usefulness.

A danor connects to a CF and obeys all rules, exct (H,H)
he or she gives GENI services away to others wh
are not donating.

The parent notices a large number of downloads
the donor, and enforces MSS rules that require
service donations for services.

The parent does not notice the increased downloz
from the offending donor, and the services are
available to a large number of natonating
resource owners, which devalues resource donati
in exchange for services because most of these
services a& now free. Donations dwindle to a poin
where MSS loses usefulness.

A donor connects to a CF only long enough to (H,H)
download services and then intentionally stops

sharing resources with the CF. Once a week, thi

same donor connects again, downloads new

services, and disconnects from the parent CF.

The MSSARENT keeps a history of donor
connection times. The MSBARENT rules are strict
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Credibility

MSSENTITY
Encryption

CF Fraud

Poor Service
Operation

Poor Service
Descriptions

Worst:

Best:

Worst:

13.

Best:

Worst:

Best:

Worst:

Best:

Worst:

enough that the donor cannot download more new
services until thelonor meets the resource
donation threshold.

The parent does not notice the connection history
the offending donor, and too few resources are
available to experimenters than MSS maintenance
worth.

A branch of MSENTITIES uses the same encrypti (H,L)
keys forits MSSAFFILIATES

The parent at the highest point in the branch start:
changing encryption keys after a specified time,
which requires its children down the chain to follov
suit ou of necessity.

One MSENTITY is hacked, which leaves all of the
CFs in the branch vulnerable to attack.

A donor connects to a disreputable parent CF, anc (H,M)
user identities, encryption keys, and other
information are stolen.

Encryption keys are replaced.

User identity information containing sensitive
personally identifiable information is in criminal
hands.

The service does not perform as tteveloper (M,M)
described.

Users voice their displeasure on the User Web Sit
and the developer responds by enhancing the
service operation or describing it more accurately.

Poor service operation is common throughout MS
which drives usersveay from donating resources.

The service does not have the functionality that th (M,M)
service description provides

Users voice their displeasure on the User Web Sit
and the developer responds f@nhancing the
service operation or describing it more accurately.

Poor service descriptions are common throughout
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Poor Service
Instructions

Integrability CF Versions

Database
type

CHnterface
Compatibility

Service
Interface

Best:

Worst:

Best:

Worst:

18.

Best:

Worst:

19.

Best:

Worst:

20.

MSS, which drives users away from donating
resources.

The service does not have cteaccurate directions (M,M)
for service use, or is missing directions.

Users voice their displeasure on the User Web Sit
and the developer responds by enhancing the
service operation or describing it more accurately.

Poor service instructiorsre common throughout
MSS, which drives users away from donating
resources.

A new CF version comes out, ai®Smust work (H,H)
with both versions.

MSSrequires no change to work with the new
verson, or the changes are minimal because MSS
developed with integrability in mind.

MSSrequires significant changes to work with eacl
GSNEAZ2Y 2F SOSNE -ALO5| & ¢
functionality overburdens MSS developers

CFs choose to use a different database than the (L,M)
design prescribes. Some database queries do no
work.

The database uses similar statements to the
intended database, and so requires little work to
integrate.

Each CF deciddo use different databases with
dissimilar statements, and so developers must tail
software commands to each database type.

A donor decides to change CFs without changing (H,M)
MSS.

TheCHnterface requires no change to work with
the new CF.

TheCHnterface has significant compatibility
problems.

Database version changes format of its query (L,L)
structure.
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Compatibility Best:

Worst:

Extensibility Parent Nodes 21.

Tree
Balancing

Best:

Worst:

22.

Best:

Worst:

The Service Intéace requires little work to revrite
database queries.

The Service Interface database queries require
complete rework.

MSSENTITY has poor service because it does no' (H,L)
have the hardware to supportleof its children.

Resource donors easily switch to a new NEBFITY
that perhaps the current MSENTITY recommends

MSSENTITY does not acquire the hardware, nor
does the donor switch. Service is so poor that
donors leave MSS.

Too many child nodes create a long tree branch  (H,M)
from MSSCENTER, which slows down cascading
service delivery.

This MSS branch4aks itself to balance the sub
tree, and services flow quickly.

MSSENTITIE&ntinue to ignore suliree lengths,

and service delivery slows to a point that donors
stop donating resources.
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7. Cost Benefit Analysis Method (CBAM)
Len Bass et al., summarize the purpose of the CBAdfiware Architecture in Practi¢2003):

The BAM is an iterative elicitation process combined with a decision analysis framework. It

incorporates scenarios to represent the various quality attributes. The stakeholders explore the

decision space by eliciting utilitesponse curves to understand hawK S

aeadsyQa

dzii A £ A

with changing attributes. The consensus basis of the method allows for active discussion and
clarification amongst the stakeholders. The traceability of the design decision permits updating
and continuous improvement of theedign process over timé][

The MSS CBAM meets this goal by creating a utility response curve for each case in the Utility Tree rated
(H, H), (H, M), or (M, H). These cases are ordered according to their:

= =4 =4 =

Utility response curves and ratings
The architeatiral strategy to combat the negative effects of the wetase scenarios
The cost of implementing the strategy

List potential risks that the strategy may not mitigate

7.1 Utility Response Curves

7.1.1 Autonomy vs. Service Delivery
Table12. Autonomyvs. Service Delivery

Service
Delivery

(H.H)

4.

Best:

Worst:

Best:

Worst:

Best:

A user requests aewservice from its parelmSS
ENTITYbut the parent CF isot sending heartbeats
to MSSORIGIN

TheMSSENTITYdoes na deliver thenewservice.

The usercan download thenewservice, even
though the MSENTITY is not sending heartbeats

A user requests a currently owned service from it
parentMSSENTITYbut its parentMSSENTITY
does not fave a parensponsor

The parenftMSSENTIT \delivers the service
because it is sending heartbeats

The parent CF does not allow the service downjo
even though it is sending heartbeats

A user requests a currently ownedrvice from its
parentMSSENTIT Ybut theMSSENTITYs not
sending heartbeats tMSSORIGIN

TheMSSENTITYoes not deliver the service to the
~ 69 ~
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resource.
Worst: The CF does deliver the service to the resource.

Strategy / 1. Strictly adhered the MSS architecture, in which  LOW, Ensure developers
Cost heartbeats musgo to MSSORIGIN adhere to the MSS

Architecture

2. Strictly adhere to the MSS architecture ,in which LOW, Ensure developers
the MSSENTITY must be enrolled in the ENTITY adhere to the MSS
database Architecture

3. Strictly adhere to the MSS architecture, in which LOW, Ensure developers
the user must be enrolled in User database adhere to the MSS

Architecture

7.1.2 Integrability vs. User Interface Compatibility
Tablel3. Integrability vs. UserInterface Compatibility

User 19. A donor decides to change CFs without chang
Interface MSS.
Compatibility

Best:  TheMSSnterface requires no change to work
with the new CF.

Integrability—»

(H,M) Worst: TheMSSinterface has significant compatibility —ADS Interface Comapatability—»
problems.
Strategy / 1. Use the same software as the CF, which is LOW, This approach fits with
Cost generallyMySQLPHR and BASH scripts. the architectural model
2. Use the same softare libraries as the CF. The LOW, This approach fits with

CFs already have authentication, decryption, ¢ the architectural model
validation processes in place, and so using the

causes as few compatibility problems as

possible.

7.1.3 Credibility vs . CF Fraud
Tablel4. Credibilityvs.CF Fraud

CF Fraud 13. A donor connects to a disreputable parent CF, ar
user identities, encryption keys, and other
information are stolen.

Credibility—»

(H,M) Best: Encryption keys are replaced.
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Strategy /
Cost

Worst:

1.

User identity information containing sensitive
personally identifiable information is in criminal
hands.

Trust Campaigg begin a realvorld campaign, MEDIUM; MSSCENTER can
such as on the NSF, GEN', CF, andGEPT ER add this contento which
websites, explaining that a donor should only
attach to a reputable organization. Avoid unknov
parents.

other agencies link, but it add
additional development and
maintenance costs.

MSS Instructionbave notices and warnings MEDIUM; MSSCENTER can
prominently displayed that warn the donor to only gdd this contento which
join a trustworthy MSS parent, such as a universi

] other agencies link, but it add
or respected business.

additional developmenand
maintenance costs.

7.1.4 Extensibility vs. Tree Balancing
Table15. Extensibilityvs. Tree Balancing

Tree
Balancing

(H.M)

Strategy /
Cost

22.

Best:

Worst:

1.

Too many child nodes create a long tree branch
from MSSCENTER, which slowsanocascading
service delivery.

Extensibility—»

This MSS branchinks itself to balance the sub
tree, and services flow quickly.

Tree Balancing——»

MSSENTITIE&ntinues to ignore sufree lengths,
and service delivery slows to a point that donors
stop donating resources.

Selfbalancing binary search tregln computer
science, a selbalancing (or heighbalanced) binary requir to kno\
search tree is any node based binary search tree 4| of its no
that automatically keeps its height (number of ENTIT
levels belowthe root) small in the face of arbitrary
item insertions and deletiond 2].

Recommendo MSSENTITIE&n the Administrator MEDIUM; MSSCENTER can
Web Site to keepddanced branches to the greate: add this content, to which

extent possible to speed service delivery. other agencies link, but it add

additional development and
maintenance costs.

~ 71~



Volume 1I: Software Architecture for Mutualistic Software Services (MSS) Version 1.0

7.1.5 Integrability vs. CF Versions
Tablel6. Integrability vs.CF Versions

CF
Versions

(H.H)

Strategy /
Cost

17.

Best:

Worst:

1.

2.

A new CF version comes out, ad&Smust work
with both versions.

MSSequires no change to work with the new
version, or the chages are minimal because MSS
developed with integrability in mind.

Integrability—»

CF Versions———»
MSSrequires significant changes to work with eac

GSNEAZ2Y 2F SOSNE -AlOfZF &

functionality overburdens MSS developers

Use the same saoftare ass loaded orthe CF, LOW, This approach fits with
which is generalliMySQL.PHR and BASH scripts. the architectural model

Use the same software libraries as the CF. The ( LOW This approach fits with
already have authentication, decryption, and the architectural model
validation processeis place, and so using these

causes as few compatibility problems as possible

7.1.6 Securability vs. Service Fraud
Tablel17. Securabilityvs. Service Fraud

Service
Fraud

(HH)

Strategy /
Cost

10.

Best:

Worst:

1.

A donor connects to a CF and obeys all rules, ex
he or she gives GENI services away to others wk
are not donating.

Securability—»

The parent notices a large number of downloads
the donor, and enforces MS8les that require
service donations for services.

Service Fraud———»

The parent does not notice the increased
downloads from the offending donor, and the
services are available to a large number of non
donating resource owners, which devalues
resource donation in exclnge for services becaus
most of these services are now free. Donations
dwindle to a point where MSS loses usefulness.

Management include color coding and other RI SK¢ This strategy may not
means to highlight children that download more  mijtigate the worstcase

than a given amount. scenario

MEDIUM, The parent CF
needs aneedsto know how
many downloads a child has,
to recognize each child (by its
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2. Add MACaddress to MSENTITY database

7.1.7 Portability vs. OS Change

Table18. Portability vs.OS Change

OS Change 1. A donor installs MSS on a new Linux OS distribu
with the ORCA control framework. This OS has

newer kernel than the old OS.

(H.M) Best: MSS works with the new OS

Worst: MSS requires older libraries than the OS support

Strategy / 1. MSS Instructions stress using LTS OS distributio
Cost to avoid this problem altogether.

.....73....

MAC address, for instance)
and to permanently exclude
the offending child.

MEDIUM; Adding a MAC
address is not difficult, but
GENI CFs do not currently
require donors to provide a
MAC addressGENI must
approve this unilaterally

Portability—»

OS Change——p»

MEDIUM; MSSCENTER can
add this contento which
other agencies link, but it
adds additional deelopment
and maintenance costPHP
BASH, aniflySQLlare widely
supported by all Linux
distributions. The best
strategy to combat this is to
I 2AR Gof SSRA
distributions, such as beta an
daily build distributions,
which are generally used for
testing and not for enterprise
level deployments.
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7.1.8 Portability vs. CF Change
Table19. Portability vs. CF Change

CF Change 2. A donor installs MSS on a Unix OS with the
protoGENI control frameworkThe CF is
compatible with Unix, but the CF does not i&dR
on which theMSSnterface relies.

Portability—»

(H.M)

Best: PHPinterpreter and libraries are available from thi
Unix package manager, suchpasts.

CF Changeg——»

Worst: The administrator must instalhe PHRnterpreter
and appropriate libraries from thEHPrepository.

Strategy / 1. MSS Instructions stress using LTS OS distributio MEDIUM; MSSCENTER can

Cost to avoid this problem altogether. add this contento which
other agencies link, but itdals
additional development and
maintenance costsPHP
BASH, aniflySQLlare widely
supported by alUnix
distributions. The best
strategy to combat this is to
I 2AR Gof SSRA
distributions, such as beta an
daily build distributions, whick
are geneally used for testing
and not for enterprise level
deployments.
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7.1.9 Autonomy vs. MSSENTITY Rules
Table20. Portability vs. CF Change

MSS 7.
ENTITY
Rules
Best:
(H,M)
Worst:

Strategy / 1.
Cost

A MSE&ENTITY has more stringent donor ruttesn
its parent. The children of the MENTITY are
unhappy with the strict rules.

Autonomy——>»

Another MSEENTITdvertises donor rules that
are in keeping with this MS&FFILIATEThe child
switches parents by contacting another BI1S
ENTIT)Yproviding MSENTITY data and User date
and sending heartbeats to thHdSSORIGIN

ENTITY Rules———»

The children of the MSBENTITWith strict donor
rules remove their resources permanently from
GENIL.

MSSAFFILIATESN choose whichevdMSSENTITY NONE; This scenario is in
meets their needs or can switch to a different keeping with MSS.

parent. An MSAFFILIATE&nN also becoma

parent MSSEENTITY However, it still must obey the

minimum connection, service distribution, and

service delivery requirements of the ultimate

parent, MSSCENTER.

7.1.10 Securability vs. Donation Fraud
Table21. Securabilityvs. Donation Fraud

Donation 11.
Fraud

(H.H)
Best:

Worst:

A donor connects to a CF only long egbtio
download services and then intentionally stops
sharing resources with the CF. Once a week, thi
same donor connects again, downloads new
services, and disconnects from the parent CF.

Securability—»

The MS®RIGINeeps a history aflonor
connection times. The MSESNTITYules are strict
enough that the donor cannot download more ne
services until the donor meets the resource
donation threshold.

Donation Fraud——»

The parent does not notice the connection histon
of the offending donor, and totew resources are
available to experimenters than MSS maintenanc
is worth.
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Strategy / 1. Management; Each parenMSSENTITYecides NONKE; In the MSS
Cost the required connection criteria for each child, su Architecture the parent MSS

as how many hours of the day the child is activel
donatingresources.

ENTITY can enforce its own
connection rules Each parent
in the chain has this ability,
and so an entire branch may
be cut off from new services
until it meets the higher
parent's connection criria.

7.2 Architectural Strategies
The following strategies are ranked according to its Utility rating

T
T
1

Adhere to architecture requirement fdreartbeats, andMSSENTIT¥nd user data

Use the same software and librarigsat are onthe CFs

(Version 20) Add to the MSS web sites:

0 Trust Campaign Reputable parenand childinformation

o The importance of balancing child nodes

o Define service fraud and how to prevent it.

0 Using LTS OS distributions

(Version 2.0ProvideMSSENTITIE®ith MSSAFFILIATEEformation highlighting high downloads or
low donation times.

(Version 2.0Add MAC address to the ENTITY database.
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Appendix A

Data Dictionary
Aggregate; a collection of components that usually comprise a system

Bandwidth- a bitrate measure of available or consumed data communication resources expressed in
Gigabits/second.

CK¢ Control Framework

Component; a physical computer resource, such as a router, switch, computer, phone, or copy machine
Communityg MSS users identifiedyta GENI control framework

Contributorg an entity that donates a portion of its resources to GENI

Control frameworlg one of four GENI architectures used to federate computer resources

Donationg Donations include nearly all types of network resourcashsas computers, network routers
and switches, cell phones, computer tablets, copy machines, and so on. However, MSS is only
available for computers as of this writing.

Experimenterg one who conducts network research on GENI

Federatec A y O 2 N1.J2 S\cbnip6ter feso& € into a GENI control framework

File list¢ hierarchical locations of files on a resource

GENL, Global Environment for Network Innovation

GUIg Graphical User Interface

Hard Dislc Nonvolatile storage device for digital media

ISP¢ Internet Service Provider

Kbps¢ Kilobytes per second

LAMPC (Linux, Apache, MySQL, and P&tjs is a common configuration for a database server
LSN; LargeScale Network. GENI is an example of a lacgée network.

LTS refers to a Long erm Service agement provided by many operating system developers, such as
Ubuntu.

Mbps¢ Megabytes per second

MSS; Mutualistic Software Services

.....78....



Volume 1I: Software Architecture for Mutualistic Software Services (MSS) Version 1.0

MSSCENTERTrefers to the main MSS office, where MSS is developed and distributed to participating
control frameworks.

MSSAFFILIATErefers to a control frameworks child relationship with its MSBIGIN control
framework. At a minimum, MSSFFILIATE will contain its MGRIGIN control framework and a
subset of its services.

MSSDEVELOPERefers to a member of academ@a business who submits a service to MSS.

MSSORIGIN, refers the control framework developer and maintainer. MFSIGIN falls directly
beneath MSEENTER in the hierarchy.

MSSRESOURCE resource without a control framework, such as a physical computeirtual
machine.

MSSUSER refers to an authorized user of a MBESOURCE due to his or her working relationship with
a resource owner.

Nodec a computer

NSF¢ National Science Foundation

OS¢ Operating System

Programmable componemgta network resoute with a modifiable operational instruction set

RAMcwl yR2Y | O0Saa aSY2NERO® C2NJ a{{=xX GKA& N
Dynamic RAM (DRAM).

Realworld userg a private citizen
RENCt Rennaissance Computing Institute

Resource; a portion or an entire physical computer hardware component. MSS is only concerned with
resources such as laptops, desktops, and computer tablets (such as iPad).

Resource Owner one who is authorized to donate all or a portion of a resource to GENI
Sliceg a wllection of one or more aggregates and components

Standardg the minimum hardware and software configuration required to federate into GENI
Traffic¢ the movement of information across the Internet

Ul ¢ User Interface

USBc universal serial bus
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Appendix B

Context Diagrams
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System Overview
SO-1
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Component Models
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Remote Server Model
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Appendix C

GENI News and Events(2011)

With the GENI project advancing smoothly into Spiral 4, many key projects were highlighted at GEC 12 during the
Experiments Plenary at the twelfth GENI Engineering Conference (GEC12) in Kansas City on November 3, 2011.

Leading researchers presenttide demonstrations of their experiments to two hundred ninety five attendees

Experiments built on the unique capabilities of the GENI mesoscale deployment, a prototype distributed virtual

laboratory for exploring future internets, currently spanning paedozen university campuses and backbone

LI2Ayda 2F LINBaSyOS IONr&aa (GKS !'{o !aArAy3d DO9bLQa& OF LI O6AT.
were able to deploy and validate novel services and applications, many of which are not realifaBleRit & Q &

internet.

One group of experiments focused on taking advantage of server and cloud resources to provide new and more

efficient capabilities to end users of home networks and mobile devices. Researchers from Georgia Institute of
Technology demonsttad uCap, a tool that works with a specialized home router to permit home users to manage

network usage allocations across family members, applications (browsmgilgvideo streaming), and devices.

The University of Wisconsin used a suite of ch@aging smart phones to show how computationally intensive

Grala Oly 0S8 2FFt2FRSR (2 KSGiSNR3ISyS2dza Of 2dzR NB &2 dzNDOS.
efficiency. The Infinity project at the University of Michigan integrates eneffigient wirdess communication

techniques and predictive caching to optimize performance of smart phone applications such as Facebook photo

sharing.

In a collaborative effort with the SC11 SCinet Research Sandbox (SRS), another group of experiment teams

highlighted neeliny Sti 62N OF LIr 6 Af AGASE GKIFG o0dzif R dzll2y D9bLQa RS
Researchers from Northwestern University showed how advanced programmable networks can shortcut years of

custom engineering to bring ad hoc specialized networksdividuals and organizations. Indiana University gave

attendees a live view of their FlowScale system, which balances®altBF 6 A G ySGig2N] 21+ Ra I ONR
Ydzf GALX S AYyGNHzaA2Y RSGSOGA2Yy &aeadSy ookbdeatiods ANDSNES |y .
combined team from Indiana University and the University of Delaware used their eXtensible Session Protocol

(XSP) to boost performance by seamlessly connecting-&talled resources at the network edge to core routers

running a higkperformance transfer protocol. Clemson University researchers showed off their Steroid OpenFlow

Service, transparently tuning network performance to increasetenrend TCP transfer rates by two orders of

magnitude.

Finally, a team led by Rutgers WINLAB shol@tl they are using the GENI mesoscale deployment to deploy, test,
and validate their MobilityFirst architecture. MobilityFirst is sponsored by the National Science Foundation under
its Future Internet Architecture program. Using new protocols and desagadigms, MobilityFirst is developing a
novel architecture for a future internet where mobility is the norm, with dynamic host and network mobility at
scale. Two key MobilityFirst capabilities, Storage Aware Routing and the Global Name Resolutiornw®eevice,
demonstrated with wired and two different wireless connectivity modalities across a nationwide GENI slice
covering eight campuses, two national network backbones, and nine backbone points of presence.

Watch GEC2 Demonstration Videos

Calendar of upcoming GECs
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1. Introduction

The software design for Mutualistic Software Servioesiiporates key features identified in the

Software Requirements Specification for Mutualistic Software Services (MSS) Versnuhthed

Software Architecture for Mutualistic Software Services (MSS) Versiofihk@rimary goal addressed

by these docurants is to create a means by which the GENI Open Resource Control Architecture (ORCA)
control framework (CF) users, such as developers, experimenters, and researchers, can share and track
software services for use within ORCA.

The concept of sharing séces in exchange for resources is hardly new. For example, Amazon and the
Apple App Store have a centralized delivery system in which customers exchange resources (money) for
services (applications and products). In addition, gegpeer networks suchsaLimeWire and Kazaa

use a decentralized delivery system in which members exchange resources (videos and music) for
resources (other videos and music). MSS is different from both of these systems in several ways.

First, MSS uses a hierarchical tide distribution,which flows centrally from the root at the GENI

Maintenance Operations Center (GMOC), then branches through each CF origin to its affiliates, and

finally flows to theresourced & t S| ¢S a o ¢tKS aSO02yR RmdeSNBEHEOS NBf
FYR WAt &§& 27F aSNIIA OS-mikSehch @b8eN®the treelis i cliénKdbits pakeR Rt S

server, and so a server is a client of a server, is a client of a server, and so on. This means that each

server must authenticate witthe originating CF, and eacbsource andiser must authenticate with his

or her parent CF in order to receive services. In thertdlg, the required number of servers at each

node decreases like the diameter of a tree branch from many servers atitfia tw a CF residing on a

single server (e.g., laptop and desktop computers) that a single individual can donate. This single server
model on which all ORCA and MSS systems must reside did not exist before this project. Finally yet
importantly, GENIeX NA YSY 0 SNAR alLJ &8¢ o6& Kz2adAy3a | /C FYyR &akKkt
YI OKAySas gKAOK YSIFya D9bLQa o6FaAl dzyAld 2F OdzZNNBy
products of these experiments to be services, then offering services to thiecpa exchange for

donated resources provides the payment GENI requires to grow.

This first version of MSS incorporates a lightweight Linux, Apache, MySQL, and PHP (LAMP)

infrastructure that ORCA owners can use to advertise and deliver servicesindrsd, it addresses the

fundamental, mutual need between owners and users: owners require vast amounts of resources to

meet their goal of conducting &cale Internet experiments, and users, experimenters, and researches

require software services to cdact experiments and business. MSS leverages the hierarchical GENI

structure to establish a distributed service delivery system. When a business or university donates a

portion of its resources to GENI as an affiliate, it receives all or part of it§ispada & SNIIA OSa sz 4 ¢
organizational members can then access.
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2. Document Outline

This document incorporates the design features in$udtware Requirements Specification for
Mutualistic Software Services (MSS) VersiomaditheSoftware Architecturéor Mutualistic Software
Services (MSS) Version.1The reader should be thoroughly familiar with these because this document
refers to them often.

This document follows this outline:

1. Introduction
2. Document Outline
3. System Overview
3.1Functional Attribues
3.2NonHfunctional Attributes
3.3 Components
4. System Architecture
4.1 Databases
4.1.1 Services Data
4.1.2 CF Data
4.1.3 Users Data
4.2 Components
4.2.1 CF Interface
4.2.2 User Interface
4.2.3 Services Interface
4.3 Service Repository
4.3.1 File Sysim
4.4 Remote Server
5. Detailed System Design
6. References

Appendix ASQL Code
Appendix BPHP and BASH code
Appendix CRemote Server Configuration
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3. System Overview

MSSVersion 1.thasthree main components: MSORIGIN, MSSFFILIATE, and MBESOURCEheT
actual hardware an@©Susedon the origin and affiliatesary, andeach must support service delivery to
its childresources As of this writing, MS&ill only support the remote server as a singkerver MSS/CF
installation, as described in th&oftwae Architecture for Mutualistic Software Services (MSS) Version
1.0section5.1 Remote Server Model

MSSAFFILIATE does rfatly support a typical computer in the personal computer donthiat a

member of the public might own, or that an employee of a resource owner mighbesause of IP

address and network interface card requirementdowever, later versions of M8l support trese

systems MSSAFFILIAT@oesfully support the currehstate of CF server clusters and its virtual

machines, to include the remote server. In addition, later versions of MSS will support the Windows OS;
therefore, one must design MSS with common workstation and laptop computers in mind.

3.1 Functional Att ributes
The System must:

Deliver services over an Internet connection

Provide a management interface for MSS administrators
Allow the administrator to choose a subset of parent services
Allow the user to choose a service from the parspbnsor
Check for bartbeats on MS®RIGIN

= =4 =4 4 =4

3.2 Non-functional Attributes
The System shall have:

Portability
Autonomy
Securability
Credibility
Integrability
Extensibility
Interoperability
Usability

= =4 =4 4 -4 -4 A -9

3.3 Components
Refer to theSoftware Architecture for Mutualistic Software #Hees (MSS) Version kéction5.3
Component Modefor a complete listing of MSS components.
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4. System Architecture

The System Architecture is based on 8uaftware Architecture for Mutuatis Software Services (MSS)
Version 1.&ection5.3 Component ModéVersion 1.0 components. The following sections link the
architectural requirement with the function or interfacequiredto demonstrateadherence to the
architectural strategy.Components ardéistedin font Courier New , with functions or classes listéal
lower case and with parentheséke sq courier_new() . @mponents functions, or classér green
already exist, such asca.sql

4.1 Databases

4.1.1 Services Data
I Holds the subset of service attribute data of its MEITY
0 connect_Services
0 Services.sql [ Diagram DB in Appendix Adepicts Services.sql]
A Attributes
1 attribute  _ID

i attribute
9 description
1 parent_ID

A Attributes_have_Services
9 Attributes_attribute_ID
1 Services_service _ID
A Services
1 service  ID
name
filename
description
shasum
developer
publisher

= =4 =4 -4 -4 -9

4.1.2 CFData
9 Holds he MSEENTITY data for itself.
0 connect_orca
0 orca.sql
A Acto rs

4.1.3 Users Data
T 12t Ra GKS | dziK2NAT SR dza SEFHLIAFES (RttorsF 2 NJ A GaSt T Iy
0 connect_Users
0 Users.sql [ Diagram DR in Appendix Adepicts Users.sql]
A Actor
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1 guid
 name
T ip
1 port
1 private _key loc
T mss_user
1 sponsor
A Actor_has_User
i actor_guid
1 user_user_ ID
A Services
1 service_ID
1 totals
A User
1 wuser ID
1 name
1 password
1 guid

9 administrator
A User_has_Services
1 User_user_ID
1 Services_service ID

4.2 Components

4.2.1 CFlinterface

1 MSSORIGIN presents an interfateits children to receive heartbeats
0 The ORCA Actor Registry

1 MSSAFFILIATES deliver heartbeats to its {d88GIN
0 The ORCA Actor Registry

9 Provides a CF interface with a list of current donors.
0 The ORCA Actor Registry
o authorized_sponsor()

9 Provides a lisbf available resources to GENI experimenters and users
0 The ORCA Actor Registry

1 Enables GENI experimenters and users to request resources
o The ORCA Web Portal on each CF

4.2.2 User Interface
1 Uses the Authentication process to verify actor and user requests
0 System Specific Constants  [constants.php]
o auth orized_user () [Index.php ]
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1 Receives a list of MEENTITY resources from the CF
0 List Sponsor
1 Receives user service information and service requests
o List Users
0 List Actors
0 Delete Users
o0 Delete Actors
91 Provides serviz delivery information to the Service Interface
0 Add Client
o0 Add Sponsor
0 Add User
9 Triggers the Service Interface to deliver services
o0 Choose Category [for administrators]
0o Choose Service
I Checks for heartbeats on the CF interface
0 check heartbeats ()
9 Triggers theService Interface to download services
0 Assign Users [ 8 to authorized clients]
o authorized_actor()

4.2.3 Service Interface
1 Receives a service information request from the User Interface
o List Services
0 Delete Services
1 Receives a service download request fritva User Interface
o Download Services
1 Uses the Encryption process to encrypt services
0 Secure Shell ( SSH
A ssh_command()
A rsync_command ()
1 Uses the Decryption process to decrypt services
0 Secure Shell (SSH)
A ssh_command()
A rsync_command ()
9 Uses the Validation proes to validate services
0o compare _shasum/()
1 Receives services from parent MESTITY
0 Secure Shell (SSH)
A ssh_command()
A rsync_command()
9 Delivers services to child M@EFILIATES
0 Secure Shell (SSH)
A ssh_command()
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A rsync_command()

4.3 Service Repository

4.3.1 File System
i Holds MSS services
0 service_tree()
0 match_attributes() ORANBOG2NE adNHZOGdzZNE Ydzad YI GOK
structure]
9 Holds a subset of parent services, to include the entire subset, for itsHNSE'Y
o Clear the Services DB for a potentially totdifferent subset of services
A DELETE FROM Attributes
A DELETE FROM Attributes_have_Services
A DELETE FROM Services
0 Make sure there is an administrator or no one can log in
A INSERTINTOUser oXGKS Of ASyidiQad FRYAYAAGNI (G2 NB
0 Add the new Services data
A INSERT INTO Att  ributes
A INSERT INTO Attributes_have_Services
A INSERT INTO Services

Sectionb. Detailed System Desigrlowexpands the requirements above

4.4 Remote Server

The documenBoftware Architecture for Mutualistic Software Services (MSS) Versjanllfemote
Server Modelidentifies the remote server as an essential elem®sntSS success. This is because it
enables individual members of the public to donate their resources to GENI in exchasgevfoes.
Furthermore, some key componerts the remote server are:

1 It must reside on a single server
9 It must contain all CF programs
9 It must incorporate a firewall

In contrast,canonical ORCA [1] installatibas at several physicabmputers It ha one Eucalyptus [2]

head nodewith the program ImageProxy [3] that hosts virtual machine (VM) imagmeeral Eucalyptus

worker nodes, and an additional computer tleaits as a router to contraptablesby using Shorewall

[4]. The ORCA cluster admingstior uses Shorewall to maipe public IP and ataticport number to the

hw/ ! Of dza G S tIhé Eugafyiius wab Nditdl, B to ImageProagd Shorewall dynamically

maps the public IP and one of an assigned block of port numbers to a Eucéiystasceé Eucalyptus

typically uses a Xen or KVM imdggesed VM as amstance.¢ KS hw/ ! &G Of 2dzRé¢ OSy i SN&
Duke UniversityDRCAlusterand includes all other geographically separated ORCA clusters, such as the

one at the University of Fairb&s, AlaskaThe following describes a typical ORCA experimenter request

for one instance
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An experimenter opens the ORCA web portal and requests one orViMsewhich are Eucalyptus
AyaidlyoSa Ay GKAa Ol & SmminfdsRrORCHuSter tith AvilaieO f 2 dzR ® £ h
resources in the ORCA Actor Registry, @hdrewall performs Name Address Translation (NAT) between
GKFG hw/ ! puSiolP addrésdndpbrinamber ThenORCA requests one instance frem
Eucalyptusread node, which comnmals a worker node to instantiate anstance. Upon success, the

worker node assigns a private IP addrésd (0 KS Ay adl yOS Qa&a0.1@7080ifatz £ Ay (G SNF |
example, and requests an IP address from DHCP installed on the Eucalyptus head nddad Tioele

assigns an address, 192.168.1.11 for example, from-agfiaed block of IP addresses, and performs

NAT between 10.10.10.1 and 192.168.1.11. Eucalyptus reports the address 192.168.1.11 to ORCA,

which requests Shorewall perform NAT betwd&?.168.1.11, the public IP address)d a port number

Shorewall dynamically assign@RCA delivers the pubic IP address and port number to the
SELINAYSYGiSNDRE hw/ ! novboan acd2ssdhé ifistancd ugimy Sécbre Shall(SBIH)S

from his or her emote location. In addition ORCA usesprogrammable switch to interconnect any

second and subsequent VIFs that the experimenter requests so that the instances may communicate

with each other acrosgirtual local area network@/LAN) The figure below epicts the canonical ORCA

cluster.

Public.IP.Address

192.168.1.1 Internet

Eucalyptus - > iptables

DNAT V4
192.168.N.X -> 10.10.N.X (\ e
SNAT ?}
10.10.N.X <- 192.168.N.X Dumb Switch
\\
Q
NS
Eucalyptus Head Node Eucalyptus Worker Node 1 Eucalyptus Worker Node N
192.168.1.10 Hypervisor (Domain 0) Hypervisor (Domain 0)
ORCA 11080 192.168.2.10 192.168.N.10
canonical-vm-site ' D l ' - l ' — l ' - l
canonical-broker ' @ ' @ ' H NN ' ' @ '
Public.IP.Address | |
Image Proxy 11081 Domain 1 I ‘Domain s Domaind I ‘Domain s
Eucalyptus 8443 ' 10.10.2.130 ' 10.10.2.131 ' 10.10.N.130| 10.10.N.131
Eucalyptus DHCP Qloziee21n, g (021662.12) Qo2 ISBNI (192.168N.12)
MSS 12080 v v
Instance 3 ' ' Instance N Instance 3 ' i Instance N
Domain 3 Domain N Domain 3 Domain N
' 10.10.2.132 ' 10.10.2.M ' ' 10.10.N.132 '( 10.10.N.M )'
(192.168.2.13) (192.168.2.M) (192.168.N.13) 192.168.N.M;
Physical A
- e o ‘%}
' Virtual ' Programmable Switch
- aos e J for VLANs

Figurel. Canonical ORCA cluster
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The remote server combines all of the canonical ORCA elements into one conlpgyuaéiocating a
small portion of the hard drive usirige Logical Volume Manager. For instance, hyperwisestwo
logical volumes, hypeoot and hyperswap, and Domain dsestwo logical volumes, routeroot and
router-swap, while the Eucalyptus instances use imbggsed VMs Furthermore, Xen and KVMaal
one to create VIF8 & 1as an extension of the physical Network Interface €AXIC)0 & 1, and Linux

AyOf dzZRS&a | &GRdzYYeéé Y2Rdz S  2Therpicfurs below extibyfsitteded/ I £ R dzY
components
\.\:
§ "
Internet
Legend
1 Virua !

- e -

Figure2. ORCA Remote Server

One important note is that this setup requires two NIBst some computerswned by individualsnly

have one.The Dell Inspiron 570 miwwer computer serves as an example, which one can purchase for
$300 a%f this writing p]. Dell includes an option to add a wireless LAN PCle card, and this computer
has expansion slots to add additional caréls Moreover,manycomputershavetwo NICdnstalled

from the factory For instance, laptops often have one éitiet cardand one wireless LAdard

Furthermore suitableNICs are relatively inexpensive, with prices ranging fems than $10 for a

10/100 Mbpsto less than $30 for a 10/100/1000 Mbps Ethernet card at NewEgd.¢priowever, |

believe one could admge the configuration tose onlyone Ethernet card with a little more
experimentation with the configuration filesAppendix @ontains all the configuration file changes
necessary to create the remoserver set up.
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5. Detailed System Design

The detailed system design lists thab-interfaceidentified in4. System Architecturabove, with
pseudccode written for the requirementsin addtion, the MSS System only maintains essential files in
the webfacingMSSdirectory, and so the MSS Systenpastitioned like sa

[web server root directory]
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Appendix Acontains the SQL Entifgelationship model for the Servicasd Users databases and the full
SQL code. Diagram &vin Appendix Rlepicts the higHevel system design for one MESBITITY, which
is a stretched and expanded version of diagram LM the Software Achitecture for Mutualistic
Software Services (MSS) Version 1rDaddition, Appendix B includes the full PHP dod&1SS.

Sublnterface Function
ALL All interfaces must ensure that the user is valid and that a session has begun.
INTERFACES

Start a new session
The session expires after 20 minutes of inactivity
Destroy the session upon exit or expiry

Ensure the user is valid for every page or display an error
Display a menur el evant to the usero6s permission
add_client Adda new client actgronto which its LOCAL Administrator may download

services from its sponsor.
If the user is valid and an administrator, then
If Submit is pressed, then
If the variables are not empty , then
Check the IP format
Check the Port format

Check Actort  able to see if the Name already
exists

Else print an error message

Set Sponsor to fAcliento

Give the Client a new GUID
INSERT name, ip, port, guid, private_key_loc, mss_user,
sponsor into Actor
Else
Display Name IP PORT Private_Key_Location MSS_ User_Name
from Actor as textboxes
Else print an error message and go to user_logout

add_sponsor Add a new sponsor actor, if the user is valid and an administrator. Sponsors |
CF

If the user is valid and an administrator, then
If Submit is pres sed, then
If the variables are not empty, then
Check the Actor table for the GUID
Check the Actor table for the Name
Check the IP format
Check the Port format
Else print an error message
INSERT guid, name, ip, port, private_key_loc, mss_user,
sponsor into Actor
Else
Display  guid, name, ip, port, private_key loc, mss_user
from Actor as textboxes
Else print an error message and go to user_logout

add_user Add a new user if the adding user is valid and an administrator. Users can be
Locd Admin, Client Admin, or user
If the user is valid and an administrator, then
If Submit is pressed, then
If variables are not empty, then

Check the Actor table to see if the name already
exists

Compare passwordl to p assword?2 to check for

typos

Set the new user to Admin, client, or user
Else print an error message
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INSERT name, password, guid, administrator into Actor
Else
Display Name Password1 Password2 Local_Administrator
Client_Administrator from User as textboxes
Else print an erro r message and go to user_logout

assign_users Administrators carassign a user to an actor. This allows Local or Client
Administrators to add new services to their sponsor actor, and users to downl

services from their sponsor onto the approved actor
If the user is valid and an administrator, then
If Submit is pressed, then
For each Actor
INSERT the checked user into Actor_has_User
Display a confirmation message
Else
For each Actor
Display GUID Name IP Port Sponsor from Actor as
textboxes
For each User
Display Name Administrator from User as
checkboxes
Else print an error message and go to user_logout

choose category This is the only way that a Client Administrator can add new services to his or
Client Sponsor. The user mustd€lient Administrator on the parent and a Loc

Administrator on the child

If the user is valid and on an authorized sponsor , then
If the user is a local or client administrator and sending
heartbeats to MSS - ORIGIN, then ~ ON THE CLIENT

If Submit is pressed, then
If the user does not exist [special case: first install]
INSERT user_ID, name, password, guid,
administrator into User

Clear the Attributes Attributes_have_Services

and Services tables

INSERT all Attributes into Attributes

For each  checked Attribute
Make directories on the client that match
the attribute tree in the System
Constants location
Rsync the entire directory named
[Attribute]
INSERT the matching Service
INSERT the matching
Attributes_have_Services

Else

For each  Attribute

Display the Attribute indented by its level

For each Attributes_have_Services
Display a checkbox

Else print an error message
Else print an error message and go to user_logout

choose_service All users can choose services if they argduwasers on an authorized computer
If the user is valid and on an authorized client, then
If the Service_ID button is pressed
If sending MSS - ORIGIN heartbeats
Display alert for download size
Go to download_service
Else
Display the attribute t ree by its level
For each Attribute
Display Service_ID as Submit button
Display the list of matching Services
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Else print an error message and go to user_logout
constants Allow the administrator to tailor the installation by providing definable §ants.

Separate database names, passwords, and file locations from the PHP web p
MSS_SERVICES directory
GENI_HEARTBEATS webpage
GENI_DB for GENI database name
GENI_DB_USER for GENI database access
GENI_DB_PASS for GENI database password
USERS_DB for Users database name
USERS_DB_USER for Users database access
USERS_DB_PASS for Users database password
SERVICES_DB for Services database name
SERVICES_DB_USER for Services database access
SERVICES_DB_PASS for Services database passwor d
MSS_USER that conducts MSS activities on the host only
MSS_HOME the directory that contains MSS webpages
MSS_SCRIPTS the directory that contains MSS scripts

del_actors Administrators can delete a client from the sponsor

If the user is valid and a local administrator , then

If the Submit button is pressed, then
DELETE the Actor from Actor_has_User where the checkbox

is checked
DELETE the Actor from Actor where the checkbox is
checked
Else
Display fidel et e a cheathox, name, guid, ip, p ort,
private_key loc, mss_user, sponsor from Actor
Else print an error message and go to user_logout
del_services Administrators can choose to delete services from the sponsor immediately. |

everyone, only delete the service after every user delétesservice to save

bandwidth and download time.
If the user is valid , then
If the Submit button is pressed, then
DELETE the service from User_has_Services where the
fdel et e my s eheckhboxiechecked
Decrement Services Totals
If this is the last user to own the service, then
DELETE the service from Services where the
fdel et e my s eheckhboxiechecked
Del ete the service from the cl
If the user is a local administrator, then

DELETE the service from User_has_Serv ices where
the Adel ete all serviceod check
DELETE the service from Services where the
fdel ete all servicedo checkbox
Del ete the service from the cl
Else
Display fdel ete my serviceo checkbox
If the user is a local administrator, then
Di splay fAdelete all serviceo c

Display = Name, Attribute, Filename, description from
view_Attributes_Services
Else print an error message and go to user_logout

del_users Administrators can delete a user from the sisor
If the user is valid and a local administrator, then
If the Submit button is pressed, then
DELETE the user from User_has_Services where the
checkbox is checked
DELETE the user from Actor_has User where the checkbox
is checked
DELETE the user from User where the checkbox is checked
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download_service

index

list_actors

list_services

list_sponsor

list_users

Else
Display fdel et e wheekbox ,user_ID, name, guid,
il ocal or clientd administrator fr
Else print an error message and go to user_logout

Download the service if all of the chooservice requirements are met, and if thi

client and host IP addresses match an authorized actor.
If the user is valid and on an authorized client, then
If the host IP exists and the client IP exists in Actors
Send the service to the client
Compare the SHA sums of the original to the downloaded
service
If the shasums do not match
Delete the downloaded service from the client
Print an error message
Else print an error message
Else print an error message and go to user_logout
This ighe home page for MSS, where authorized users on authorized clients |
inn! RYAYAaidNXG2NER Oly 23 Ay FTNRY |y
AyaibltftlraArAz2yé LINRPOESY oKSNB y2 dzAS|
If username and password are blank, then
If Submit button is pressed, then
If username and password match a user in Users
valid_user == true
If the user is a local administrator, then
authorized_user == true
Load a list of services into the session
Display administrator instruc tions
If Actor_has_User where Actor.ip == client ip
authorized_user == true
Load a list of services into the session
If user is a client administrator
Display client administrator instructions
If user is a ordinary user
Display user instructi ons
Else print an error message and deny access
Else
Display username and password as textboxes
Else print an error message and go to user_logout

Valid and authorized users may view a list of actors authorized to download fr

the sporsor.
If the user is valid and authorized, then
Display name, guid, ip, port, private_key_loc, mss_user from
User
Di splay Al ocal or clientodo sponsor base
Else print an error message and go to user_logout
Valid and authorize users may view a list of services available on the sponsor
If the user is valid and authorized, then
Display service_ID, name, filename, description, shasum,
developer, publisher from Services
Else print an error message and go to user_logout
Valid and authorized users may view a list of sponsors, such as the ORCA ac

Service Manager, Broker, and Site, that are registered in the GENI database
If the user is valid and is authorized, then

Display act_id, act_name, act_guid from GE NI_DB.Actors
Else print an error message and go to user_logout

Valid users and administrators may view a list of users that are registered on-

sponsor
If the user is valid and an administrator, then
Display user_ID, name, guid, adminis trator from User
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menu

user_logout

Di splay fAlocal or cliento administrato
Else print an error message and go to user_logout

Display a menu ribbon that changes based on the user type: administrator, cli

administrator, user
If the user is valid and authorized, then
Display index, list_sponsor, list_services, choose_services
If the user is a local or client administrator, then
If the actor is an authorized sponsor, then
Display choose_category
If the actor is an administrator, then

Display list_users , list_actors, add_user,
add_client, add_sponsor
If the web browser is no t text -based

Display assign_users
Display del_actors, del_users
Display del_services, user_logout
Else print an error message and go to user_logout

Logtheusee dzi 2F GKS aSaaizy 6KSy (KS f
the user is not valid.
Close the session write

Unset the session
Destroy the cookie
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Appendix A

Services Database

Overview

DB1

_] Services v

senvice_ID INT(11)

2 name VARCHAR(100)

2> filename WARCHAR(100)

_» description VARCHAR| 1000)
2> shasum VARCHAR|40)

L developer VARCHAR(100)
25 publisher VARCHAR[100)

_| Attributes_have_Services ¥

Aftributes_attibute DV INT(11)

Services service D INT(11)

b 4

| Service_ID_UNIQUE |

SQL
1
2
3
4

Code

SET @OLD_UNIQUE_CHECK® @UNIQUE_CHECK®NIQUE_CHECKSD;

FRIMARY

= view_Attributes_Services

¥

fk_Attributes_have_Services Services1

| Attributes v
» attribute 1D INT(11)

» attribute VARCHAR(100)

J» description VARCHAR(1000)
< parant_ID INT(11)

attribute_1D_UNIQUE
parent_|D

SET @OLD_FOREIGN_KEY_CHEG@®@FOREIGN_KEY_CHECKBOREIGN_KEY_CHECKS);
SET @OLD_SQL_MOB®@SQL_MODEQL_MODETRADITIONAL'

5 DROPSCHEMAIF EXISTS "Services’ ;

6 CREATESCHEMAIF NOT EXISTS ‘Services®
utf8_general_ci ;

7 USE "Services’ ;

8

9 e -

10 -- Table "Services'."Services’

11 -

12 DROPTABLE IF EXISTS 'Services® . Services ;
13

14 CREATE TABLE IF NOT EXISTS "Services' . Services’
15  ‘service ID’ INT(11) NOT NULL ,

16 ‘name’ VARCHARO00) NULL DEFAULT NULL ,

17 “filename’ VARCHAROOO) NULL DEFAULT NULL ,
18 “description’ VARCHARO000) NULL DEFAULT NULL ,
19 ‘shasum™ VARCHARIO) NULL DEFAULT NULL ,

20 “developer VARCHAROOO) NULL DEFAULT NULL ,
21 “publisher’ VARCHAROO) NULL DEFAULT NULL ,
22 UNIQUE INDEX "Service ID_UNIQUE" (“service_ID"
23 ENGINE = InnoDB

24 AUTO_INCREMENT= 2

25 DEFAULT CHARACTERSET = utf8

COLLATE = utf8 general_ci

COMMENT 'This table holds

(

ASQ)

the MSS Service Repository.'

CREATE TABLE IF NOT EXISTS Services’

. “Attributes” ;

. “Attributes’
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36  Cattribute_ID INT(11) NOT NULL ,

37 “attribute” VARCHAR00) NOT NULL ,

38 “description’ VARCHAR000) NOT NULL ,

39  ‘parent ID°  INT(11) NULL,

40  UNIQUE INDEX ‘attribute ID_UNIQU E* (attribute_ID ASQ,

41 INDEX “parent_ID" ( “parent_ID ASQ,
42 CONSTRAINT “parent_ID"

43 FOREIGN KEY ( “parent_ID" )

44 REFERENCES Services™ . "Attributes’ (attribute_ID" )
45 ON DELETE CASCADE

46 ON UPDATE CASCADE

47 ENGINE = InnoDB

48 AUTO_INCREMENT 10

49 DEFAULT CHARACTERSET = utf8

50 COLLATE = utf8 general_ci

51 COMMENTE 'This table holds the MSS Attribute Repository.' ;

52

53

54 --

55 -- Table ‘Services *.Attributes_have_Services®

56 --

57 DROPTABLE IF EXISTS 'Services® . ‘Attributes_have_ Services’ ;

58

59 CREATE TABLE IF NOT EXISTS ‘Services™ . "Attributes_have_Services’ (
60 “Attributes_attrib ute_ID"  INT(11) NOT NULL ,

61 “Services_service_ID” INT (11) NOT NULL ,

62 PRIMARY KEY ( "Attributes_attribute_ID" , Services_service_|D ),
63 INDEX ‘“fk_Attributes_have_Services_Servicesl’ ( "Services_service_ID’ ASQ,
64 CONSTRAINT “fk_Attribut es_have_Services_Adsl’

65 FOREIGN KEY ( “Attributes_attribute_ID"

66 REFERENCES Services™ . "Attributes’ (attribute_ID" )

67 ON DELETE NO ACTION

68 ON UPDATENO ACTION

69 CONSTRAINT ‘fk_Attributes_have Services_Servicesl’

70 FOREIGN KEY ( "Services_service_ID" )

71 REFERENCES Services™ . "Services’ (“service_ID" )

72 ON DELETE NO ACTION

73 ON UPDATENO ACTION)

74 ENGINE = InnoDB
75 DEFAULT CHARACTERSET = utf8
76 COLLATE = utf8 general_ci ;

77

78

79 -- -

80 -- Placeholder table for view "Services’. view_Attributes_Services’

81 --

82 CREATETABLE IF NOT EXISTS “Services™ . view_ Attributes Services’ (“ser vice_ID"
INT, ‘name’ INT, ‘filename’ INT, “description INT, ‘shasum™ INT, ‘developer INT,
“publisher’ INT, ‘attribute_ID” INT, ‘attribute’ INT);

83

84 --

85 -- View 'Services . view_Attributes_Ser vices’

86 --

87 DROPVIEW IF EXISTS “Services” . view_Attributes_Services’ ;

88 DROPTABLE IF EXISTS 'Services® . ‘view_Attributes_Services’ ;

89 USE Services

90 CREATE OR REPLACEVIEW 'Services™ . view Attributes Services’ AS

91 SELECT 'Services® . ‘service_ID’ , Services’ .'name’ , "Services . ‘filename® ,
‘Services® . “description , Services® . ’'shasum® , ‘Services" . ‘developer

“Services™ . “publisher’ , Attributes’ . “attribute_ID" , Attributes’ . “attribute’

92 FROM Services®
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93 INNER JOIN ( “Attributes’ INNER JOIN ‘“Attributes_have_Services’ ON
“Attributes’ . “attribute_ID" ="Attributes_have_Services’ . “Attributes_attribute_ID" ) ON
“Services™ . “service_ID’ ="Attributes_have_Services’ . ‘Services_service_ID" ;

94 ;

95

96

97 SET SQL_MODE@OLD_SQL_MOPE
98 SET FOREIGN_KEY CHECKS®OLD FOREIGN_KEY_ CHECKS
99 SET UNIQUE_CHECKS@OLD_UNIQUE_CHECKS
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Users Database

Overview
DB2
_| User_has_Services v
| Actor v _| services v User_user_ID INT
guid VARCHAR45) sanvice_|D INT |" . ‘ Services_service_ID INT ‘
% name VARCHAR(45) > totals INT [ ' v
ip VARCHAR(15) > ‘ PRIMARY
5 port INT fk_User_has_Services Services]

< private_key_loc VARCHAR(500) h &
> mss_user VARCHAR(S0)
2» sponsor BOOLEAN

| 2
| user v
user |0 INT
_| Actor_has_User ¥ & name VARCHAR{50)
Actor_guid VARCHAR(45) » password VARCHAR(10)
User user IDINT ‘ . 1, | < guid VARCHARI45)
¥ i 2 administrator BOOLEAN
PRIMARY ‘ v
fk_sMctor_has User Userd PRIMARY
user_ID_UNIQUE
guid_UNIQUE

SQL Code
1 SET @OLD_UNIQUE_CHECX® @UNIQUE_CHEGK$NIQUE_CHECKSD;
2 SET @OLD_FREIGN_KEY_ CHECKS@@FOREIGN_KEY_CHECKBOREIGN_KEY_CHECK®;
3 SET @OLD_SQL_MOB®@SQL_MODEQL_MODETRADITIONAL' ;
4
5 DROPSCHEMAIF EXISTS ‘Users’ ;
6 CREATESCHEMAIF NOT EXISTS ‘Users® DEFAULT CHARACTERSET utf8 COLLATE
utf8_general_ci ;
7 USE "Users® ;
8
9 O,
10 -- Table "Users'."User’
1] -
12 DROPTABLE IF EXISTS ‘Users' . User ;
13

14 CREATE TABLE IF NOT EXISTS ‘Users® . User (

15 ‘user_ID® INT NOT NULL AUTO_INCREMENT,

16  ‘name’ VARCHAEBO0) NOT NULL ,

17 ‘password” VARCHARO) NOT NULL ,

18  ‘guid’ VARCHARI5) NOT NULL ,

19 “administrator” TINYINT (1) NOT NULL DEFAULT O,
20  PRIMARY KEY (‘user ID" ),

21 UNIQUE INDEX ‘user_ID_UNIQUE' (‘user ID° ASQ,
22 UNIQUE INDEX ‘guid UNIQUE' (‘guid® ASQ)
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ENGINE = InnoDB

DEFAULT CHARACTERSET = utf8

COLLATE = utf8 general_ci

COMMENE 'Contains the user GUID, password, name, and ssh_key locat

DROPTABLE IF EXISTS ‘Users® . Actor ;

CREATE TABLE IF NOT EXISTS ‘Users™ . Actor (
‘guid®  VARCHARI5) NOT NULL ,
‘name’ VARCHARI5) NOT NULL ,
‘ip’ VARCHAR5) NOT NULL ,
“port’ INT NOT NULL DEFAULT 22,
“private_key_loc VARCHA00) NOT NULL ,
‘mss_userr VARCHABO) NOT NULL ,
‘sponsor © TINYINT (1)  NOT NULL DEFAULTO,
PRIMARY KEY ( "guid™ ),
UNIQUE INDEX “guid_UNIQUE"™ ("guid” ASQ)
ENGINE = InnoDB

DEFAULT CHARACTERSET = utf8
COLLATE = utf8 general_ci
COMMENE 'The GENI actor that owns the resource the user
-- Table "Users’."Services’
DROPTABLE IF EXISTS ‘Users' . Services ;
CREATE TABLE IF NOT EXISTS 'Users® . Services (
“service_ID’ INT NOT NULL ,
“totals’ INT NULL DEFAULTO,
PRIMARY KEY ( ‘service_ID" ))
ENGINE = InnoDB ;
-- Table 'Users'."User_has_Ser vices
DROPTABLE IF EXISTS ‘Users™ . User_has Services ;
CREATE TABLE IF NOT EXISTS ‘Users’ . 'User_has_Services (
“User_user_ID" INT NOT NULL ,
“Services_service_ID’ INT NOT NULL ,
PRIMARY KEY ( "User_user_ID" , “Services_service_|ID" ),
INDEX ‘fk_User_has_Services_Servicesl’ ("Services_service_ID’
CONSTRAINT ‘fk_User_has_Services_Userl"
FOREIGN KEY ( "User_user_ID" )
REFERENCESUser s . 'User’  (‘user_ID )
ON DELETE NO ACTION
ON UPDATENO ACTION
CONSTRAINT ‘fk_User_has_Services_Servicesl’
FOREIGN KEY ( "Services_service_ID" )
REFERENCESUsers™ . "Services’ (“service_ID" )
ON DELETE NO ACTION
ON UPDATENO ACTION)
ENGINE = InnoDB

DEFAULT CHARACTERSET = utf8
COLLATE = utf8 general_ci ;
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110
111
112
113
114
115

--  Table "Users’.”Actor_has_User’
DROPTABLE IF EXISTS ‘"Users® . ‘Actor_has_User ;
CREATE TABLE IF NOT EXISTS ‘Users’ . Actor_has_User’ (
“Actor_guid® VARCHARI5) NOT NULL ,
“User_user_ID" INT NOT NULL ,
PRIMARY KEY ( "Actor_guid® , User_user_ID" ),
INDEX “fk_Actor_has_User_Userl’ ("User_user_ID® ASQ,

CONSTRAINT ‘fk_Actor_has_User_Entity1"
FOREIGN KEY ( “Actor_guid® )
REFERENCESUsers™ . "Actor’ (“guid® )
ON DELETE NO ACTION
ON UPDATENO ACTION,

CONSTRAINT ‘fk_Actor_has_User_Userl"
FOREIGN KEY ( "User_user_ID" )
REFERENCESUsers™ . User’ (‘user_ID" )
ON DELETE NO ACTION
ON UPDATENO ACTION)

ENGINE = InnoDB
DEFAULT CHARACTERSET = utf8
COLLATE = utf8 general_ci ;

SET SQL_MODE@OLD_SQL_MOPE
SET FOREIGN_KEY_CHECKZOLD_FOREIGN_KEY_CHECKS
SET UNIQUE_CHECKS@OLD_UNIQUE_CHECKS
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Appendix B

High-Level System Design

CM-3
The ORCA Actor Registry

System Speci fic Constants
check_heart beat s()

aut hori zed_actor ()

Actors

service_tree() connect _orca

aut hori zed_sponsor ()

ssh_command()
rsync_conmrand()

mat ch_attri butes() .
aut hori zed_user ()

conpar e_shasun()

Service
I NSERTS
&
DELETES connect _Users
connect _Servi ces
Attributes Act or
attribute_ID gui d
attribute nanme
description ip
parent _|I D port
Attributes_have_Services private_key_l oc
Attributes_attribute_ID nmes_user
Services_service_I D sponsor
Servi ces Act or _has_User
service_|I D actor_guid
name Choose Cat egory Li st Users Li st Sponsor user _user_ID
fil ename Choose Service Del ete Users Servi ces
description Li st Services List Actors service_ID
shasum Del ete Services Delete Actors totals
devel oper Downl oad Services Add User User
publ i sher Add Cdient user_I D
Add Sponsor nanme
Assign Users password
guid
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PH

add
1

Co~NOOhWN

10
11
12
13
14
15
16
17

26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

P Code

_client.php
<?php
/IPurpose: Add a new client actor
/IMeans: Connect to the Users database as user "workers"
/IConventions: na stands for "new actor"
/[Author: John P. Quan
/IVersion: 1.0
/[Date: 20120105
>

<? I T
/ISTANDARD SESSION LIFE AND INACTIVITY CHECK
session_cache_expire(20);

session_start();

$inactive =1200;

if (isset ($ _SESSION 'start’ 1)){
$session_life = time() - $ SESSION 'start” I;
if ($session_life > S$inactive ) {
header( "Location: user_logout.php" );

$_SESSION ‘'valid_user' ]= ‘false' ;
//ICLOSE PREVIOUS SESSION*
$_SESSION
session_destroy();
}
}

/I Set the session start time
$_SESSION 'start’ ] =time();

I START OF PAGE /TN

if ($_SESSION 'valid_user' == true
AND $_SESSION 'authorized_user' == true
AND $_SESSION 'administrator' = "1")
{
?>
<?php
include  '../scripts/connect_Users.php' ;

include  '../scripts/header.php' ;
include  ‘functions_User.php’ ;
include  'functions_php.php' ;

connect_Users();
echo "<h3><center>Add Client</center></h3>" :
/[Display the menu ribbon
include  ‘'menu.php’ ;
/ladjusts the header
echo "<BR>";
7>
<div id= "wrap" >
S
/I Check the posted variables after " Submit"
if (isset ($_POST 'na_submit" 7))

//if a new user name is entered...
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109
110
111
112
113
114
115
116
117
118
119
120
121
122

if (! empty ($_POST 'na_name' ])and
empty ($_POST 'na_ip’ ]) and
empty ($_POST 'na_port" ) and

/[l add a GUID

$na_guid = gen_uuid();

/I see if the user already exists
$query =sprintf(  "SELECT *

I'empty ($_POST 'na_private_key_loc' ]) and
empty ($_POST 'na_mss_user' 1))
FROM Actor" );
$result = mysqgl_query(  $query );
while ($row = mysql_fetch_array( $result )

/ICheck the name

if ($_POST 'na_name' ]==

echo

unset_na_va

"<BR>Actor name" .$_POST 'na_name' ]. "

already exists.<BR>"

rs();

die (mysgl_error());

else

if (! empty ($_POST 'na_name' 1)) {
$na_name = $ POST 'na_name' |;

}

else

unset_na_vars();

echo "<BR>Please enter your Client's

Name.<BR>";

die (mysql_ error());

I T T
//ICheck the IP address format and port

/I and load the pr
if (filter_var(

$na_ip = $ POST'na_ip' |
if (isset ( $_POST 'na_port'

$_POST 'na_port'’
$_POST 'na_port'

]) and

]>=0and
1< 65536) {

$na_port = $_POST 'na_port'

{
/[default port

$na_port =22;

$row [ 'name’ ])

ivate key and mss_user
$_POST na_ip' ], FILTER_VALIDATE_IP))

I

/lIndividual checks for na_private_key loc,
/[l mss_user, and name

if (! empty ($_POST 'na_private_key_loc'

}

else
}
}

else
{

$na_private_key loc

echo "<BR>Please enter your Client's

Pri vate Key.<BR>"

~ 112 ~
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123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185

unset_na_vars();
die (mysql_error());

}
if (! empty ($_POST 'na_mss_user' 1)) {
$na_mss_user = $ POST 'na_mss_use r' ];
}
else
{

echo "<BR>Please enter your Client's
MSS User.<BR>" ;
unset_na_vars();
die (mysql_error());

else

echo "<BR>The IP address for " . $ POST 'na_name'
appears to be in valid.<BR>" ;
unset_na_vars();
die (mysql_error());

//INSERT all of the values into User db
$query = mysql_query(
"INSERT INTO Actor (
guid,
name,
ip,
port,
private_key_loc,
MSS_user)
VALUES(
" $na_guid ',
" $na_name’,
"$na_ip
" $na_port ',
' $na_private_key_loc ,
"$na_mss_user ')" )
or die (mysql_error() . "\'n Queryl:" . $query );

echo "New CLIENT" . $na_name. " inserted.<HR><pre>

<b>GUID:</b> ". $na_guid . "<BR>
<b>IP and Port:</b> " .$na_ip . ™" . $na_port ."<BR>
<b>Private Key:</b>" . $na_private_key_loc . "<BR>
<b>MSS User:</b> " . $na_mss_user . "</pre>" ;

unset_na_va rs();

mysql_close(connect_Users()); }

else

echo "<BR> Please fill out the form completely." ;

unset_na_vars();
mysql_close(connect_Users());

/I Set the variables to null and close the connection
unset_na_vars();
mysql_close(connect_Users());
else

/[Display the texboxes in table form
?>
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186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248

<table style= "margin -left :25px; table -layout : auto;
border= "0"
cellspacing=  "10"
cellpadding= "1" >
Insert the new CLIENT data:
<HR>
<form method= "post" action= "add_client.php" >
<tr>
<th align= 'right" >Name</th>
<td align= "left" >
<input  type= "text"
name="na_name"
size= "40" ></td>
</tr>
<tr>
<th align= "right" >IP Address </th>
<td align= "left" >
<input  type= "text"
name="na_ip"
size= "17" ></td>
</tr>
<tr>
<th align= "right" >Port </th>
<td align= ‘left" >
<input type= "text"
name="na_port"
size ="5" >(default: 22) </td>
</tr>
<tr>
<th align= 'right" >Private Key Location </th>
<td align= "left" >
<input  type= "text"
name="na_private_key loc"
size= "50" ></td>
</tr>
<tr>
<th align= "right" >MSS User Name </th>
<td align= ‘left" >
<input  type= "text"
name="na_mss_user"
size= "20" ></td>
</tr>
<tr>
<th> <? //Placeholder ?></th>
<td align= ‘left" >
<input name="na_submit"
type= "Submit"
value= "Submit" ></td>
</tr>
</form>
<div id= "foot ">
<?
}
echo "</table>" ;
echo "</div>" ;
include ("../scripts/footer.php' );
echo "</div>"
7>
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249 <?php

250 /Il END OF PAGE /I

251}

252 else

253 {

254 /ltime expired or access denied; log in again

255 include  ("../scripts/head er.php' );

256 ?>

257  Either you are not allowed to access this page, or your session has expired.
258 Please <A href= "index.php" >login </a> again.
259

260 <?php

261} 2>
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add_sponsor.php

<?php
/IPurpose: Add a new sponsor actor
/ IMeans: Connect to the Users database as user "workers"

/IConventions: ne stands for "new actor"
/[Author: John P. Quan

/IVersion: 1.0

/[Date: 20120105

>

O©CO~NOURA~WNPE

10 <? [T T T T

11 //ISTAN DARD SESSION LIFE AND INACTIVITY CHECK
12 session_cache_expire(20);

13 session_start();

14

15 S$inactive =1200;

16 if (isset ($_SESSION 'start’ 1)) {

17 $session_life = time() - $ SESSION 'start’ 1;
18 if ($session_life > Sinactive ) {

19 header( "Location: user_logout.php" );
20

21 $_SESSION 'valid_user' 1= ‘false’ ;
22 /ICLOSE PREVIOUS SESSION*

23 $_SESSION

24 session_destroy();

25

26}

27 /ISet the session start time

28 $_SESSION 'start” ] =time();

29

30 /I START OF PAGE /I

31

32 if ($_SESSION 'valid_user == true

33 AND $_SESSION 'administrator' 1==1)
34{

35 7>

36 <?php

37 include './scripts/connect Users.php’ ;
38 include  './scripts/header. php' ;

39 include ‘functions User.php’ ;

40

41 connect_Users();

42

43 echo "<h3><center>Add Sponsor</center></h3>" ;
44

45 //Display the menu ribbon

46 include  'menu.php’ ;

47 /ladjusts the header

48 echo "<BR>";

49 ?>

50

51 <div id= "wrap">

52

53 S

54 /I Check the posted variables after "Submit"
55 if (isset ($_POST 'na_submit" 1))

56

57 //Set the actor as a sponsor

58 $na_sponsor =1;

59

60 /lif a new user name is entered...

61 if (! empty ($_POST 'na_guid" ])and
62 ! empty ($_POST 'na_name' ]) and
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63 ! empty ($_POST 'na_ip’ ])and

64 ! empty ($_POST 'na_port" ]) and

65 ! empty ($_POST 'na_private_key loc' ]) and

66 ! empty ($_POST 'na_mss_user' 1))

67 {

68 Il see if the user already exists

69 $query =sprintf(  "SELECT *

70 FROM Actor" );

71

72 $result  =mysqgl_query(  $query );

73

74 while ($row = mysql_fetch_array( $result )
75 {

76

77 //Check the GUID

78 if ($_POST 'na_guid' == S$row['guid" ])
79 {

80 echo "<BR>Actor GUID" .$ POST 'na_guid" ].
81 " already exists.<BR>" :
82 unset_na_vars();

83 die (mysql_error());

84 }

85 else

86 {

87 if (! empty ($_POST 'na_guid" 1) {

88 $na_guid = $_SESSION 'na_guid" J;
89 }

90 else

91 {

92 echo "<BR>Please enter your Sponsor's GUID.<BR>"
93 unset_na_vars();

94 die (mysql_error());

95 }

96 }

97

98 //Check the name

99 if ($_POST 'na_name' ]== $row[ 'name’ ])
100 {

101 echo "<BR>Actorname" .$_POST 'na_name' ]. "
102 already exists.<BR>" :

103 unset_na_vars();

104 die (mysql _error());

105 }

106 else

107 {

108 if (! empty ($_POST 'na_name' 1)) {
109 $na_name = $_POST 'na_name' J;
110 }

111 else

112 {

113 echo "<BR>Please enter your Sponsor's
114 Name.<BR>";

115 unset_na_vars();

116 die (mysql_error());

117 }

118 }

119

120 T T

121 /ICheck the IP address format and port

122 /I and load the private key and mss_user

123 if (filter_var( $_POST na_ip' ], FILTER_VALIDATE_IP))
124 {

125 $na_ip = $ POST'na_ip' |
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126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188

if (isset ( $_POST 'na port ])and
$_POST 'na_port’” ]>=0and
$ _POST 'na_port" ]<65536){

$na_port =

else {
$na_port =

$_POST 'na_port' |;

22;

/lIndividual checks for na_private_key_loc,
/[l mss_user, and name
if (! empty ($_POST 'na_private_key_loc' M {

$na_private_k

}

else

ey _loc = $_POST 'na_private_key_loc'

echo "<BR>Please enter your Sponsor's
Private Key.<BR>" ;

unset_na_vars();

die (mysql_error());

if (! empty ($_POST na_mss user  ]){

$na_mss_use

else

{

r = $ POST 'na_mss_user'

echo "<BR>Please enter your Sponsor's
MSS User.<BR>" ;

unset_na_vars();

}

die (mysql_error());

else

echo "<BR>The IP address for "

appears to be

unset_na_vars();

or

die (mysql_error());

invalid.<BR>" ;

//INSERT all of the values into User db

$query

echo

= mysql_query(

"INSERT INTO Actor (

guid,
name,
ip,
port,

private_key loc,
mss_user,

sponsor)
VALUES(
" $na_gu

id ',

' $na_name’,

"$na_ip

' $na_port '

" $na_pri

vate_key_loc ;

' $na_mss_user '

" $na_sp

die (mysql_error() .

<b>GUID:</b>
<b>IP and Port:</b>"
<b>Private Key:</b>"

onsor ')" )
"\ n Query2: "

"New SPONSOR ". $na_name. " inserted.<HR><pre>

. $na_guid . "<BR>
.$na_ip . ™" . $na_port
. $na_private_key loc

~ 118 ~

I

. $ POST 'na_name’

$query );

. "<BR>
. "<BR>

I



Volume llI: Software Design for Mutualistidt®are Services (MSS) Version 1.0

189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251

cellpadding= "1" >

<b>MSS User:</b> . $na_mss_user . "</pre>" ;
unset_na_vars();
mysql_close(connect_Users()); }
else
{ .
echo "<BR> Please fill out the form completely.” ;
unset_na_vars();
mysql_close(connect_Users());
/I Set the variables to null and close the connection
unset_na_vars();
mysql_close(connect_Users());
else
/[Display the texboxes in table form
7>
<table style= "margin -left :25px; table -layout :auto; "
border= "0"
cellspacing=  "10"

Insert the new SPONSOR data. The Sponsor's GUID is

<font color=
<HR>
<form method= "post"
<tr>
<th align=
<td align=
<input

</tr>
<tr>
<th align=
<td align=
<input

</tr>
<tr>
<th align=
<td align=
<input

</tr>
<tr>
<th align=
<td align=
<input

</tr>
<tr>
<th align=
<td align=
<input

</tr>

"red" >REQUIREBR/font>

action= "add_sponsor.php” >

“right"  >GUID</th>
"left" >

type= "text"
name="na_guid"
size= "50" ></td>

"right”  >Name</th>

"left* >

type= "text"

name="na_name"

size= "40" ></td>

“right"  >IP Address </th>
“leftt >

type= "text"

name="na_ip"

size= "17" ></td>

"right*  >Port </th>

"left" >

type= "text"

name="na_port"

size= "5" >(default: 22) </td>
"right”  >Private Key Location </th>
“left" >

type= "text"

name="na_private_key loc"
size= "50" ></td>
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252 <tr>

253 <th align= 'right" >MSS User Name </th>

254 <td align= "left" >
255 <input type= "text"

256 name="na_mss_user"

257 size= "20" ></td>

258 </tr>
259 <tr>

260 <th> <? //Placeholder ?></th>

261 <td align= "left" >

262 <input name="na_submit"

263 type= "Submit"

264 value= "Submit" ></td>

265 </tr>

266 </form>

267

268 <div id= "foot ">

269 <?

270 '}

271

272 echo "</table>" ;

273 echo "</div>"

274

275 include ('../scripts/footer.php' );

276 echo "</di v>";

277 ?>

278

279 <?php

280 /Il END OF PAGE /T

281}

282 else

283 {

284 /ltime expired or access denied; log in again
285 include  ("../scripts/header.php’ );
286 ?>

287  Either you are not allowed to access this page
288 Please <A href= "index.php" >login </a> again.
289

290 <?php

291} 7>
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add_user.php

<?php
/IPurpose: Add a new user or administrator
/[IMeans: Connect to the Users database as user "workers"

/IConvent ions: nu stands for "new user"
/[Author: John P. Quan

/IVersion: 1.0

/[Date: 20120105

>

O©CO~NOURA~WNPE

10 <? [T T T T

11 //STANDARD SESSION LIFE AND INACTIVITY CHECK
12 session_cache_expire(20);

13 session_start();

14

15 S$inactive =1200;

16 if (isset ($_SESSION 'start’ 1)) {

17 $session_life = time() - $ SESSION 'start’ 1;
18 if ($session_life > Sinactive ) {

19 header( "Location: user_logout.php" );
20

21 $ SESSION 'v alid_user' ]= ‘false’ ;
22 /ICLOSE PREVIOUS SESSION*

23 $_SESSION

24 session_destroy();

25

26}

27 /ISet the session start time

28 $_SESSION 'start’  ]=time();

29

30 /T START OF PAGE /TN

31

32 if ($_SESSION 'valid_user == true

33 AND $_SESSION 'administrator' 1==1)
34{

35 7>

36 <?php

37 include './scripts/connect Users.php’ ;
38 include  './scripts/header.php’ ;

39 include ‘functions User.php’ ;

40 include  ‘'functions_php.php -

41

42 connect_Users();

43

44 echo "<h3><center>Add User</center></h3>" :
45

46 //Display the menu ribbon
47 include  ‘'menu.php’ ;
48 /ladjusts the header

49 echo "<BR>";

50 ?>

51

52 <div id= "wrap">

53

54 <? M i
55 /I Check the user name and password after "Submit"
56 if (isset ($_POST 'nu_submit' 1))

57

58 /lif a new user name is entered...

59 if (! empty ($_POST 'nu_name' 1))

60 {

61 Il see if the user already exists

62 $query =sprintf(  "SELECT name
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112
113
114
115
116
117
118
119
120
121
122
123
124
125

mysql_real_escape_string(

FROM User
WHERE name='%s"",
$_SESSION 'nu_name' 1));

$result = mysqgl_query(  $query );
$row = mysql_fetch_array( $result  );

/I'if so, null all of the variables
if ($row [ 'name' ])

echo "<BR>User" .$ POST 'nu_name' ]. "already exists.<BR>"

die (mysgl_error());

$nu_name = $_SESSION 'nu_name' J;

{
null_nu_vars();
}
else
{
}

else

echo "<BR>You must include a user name.<BR>" ;

null_nu_vars();

die (mysql_error());

T M

//make sure the admin puts in the same password,

// or or do not add the user

if  ($_POST 'nu_passwordl" ]!= $_POST 'nu_password2' 1)

echo "<BR>Password entries do not match!" ;

null_nu_vars();

die (mysql_error());

else
$nu_password

/l add a GUID

= $ SESSION 'nu_passwordl' [

$nu_guid = gen_uuid();
/I set the administrator/user field

if ($_SESSION 'nu_client_administrator' = ‘'on' )
$nu_administrator =2;

elseif  ($_SESSION 'nu_local_administrator' == ‘on' )
$nu_administrator =1;

else
$nu_administrator =0;

/INSERT all of the values into User db
$query = mysql_query(
"INSERT INTO User (

name,
password,
guid,
administrator)

VALUES(

' $nu_name’,
' $nu_password ',
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126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188

" $nu_guid ',
' $nu_administrator )
or die (mysql_error() . "\ n Query3: " . $query );
/[Display upon success
if  ($nu_administrator ==1)

echo "<BR>New ADMINISTRATOR " . $nu_name. " Inserted.” ;
else
echo "<BR>New USER " . $nu_name. " Inserted." ;

/I Set the variables to null and close the connection

null_nu_vars();
mysgl_close(connect_Users());

else

/IDisplay the texboxes in table form

>

<table style= "margin -left :25px; table -layout : auto;
border= "0"
cellspacing=  "10"

cellpadding=  "1" >

Insert the new USER data:

<HR>
<form method="post® action= "add_user.php" >
<tr>
<th align= "right" >Name</th>
<td align= ‘left" >
<input type= "text"
name="nu_name"
size= "20" ></td>
</tr>
<tr>
<th align= 'right" >Password </th>
<td align= "left" >
<input type= "password"
name="nu_password1"
size= "20" ></td>
</tr>
<tr>
<th align= "right" >Enter Password Again </th>
<td align= "left" >
<input type= "password"
name="nu_password2"
size= "20" ></td>
</tr>
<tr>
<th align= "right" >Local Administrator </th>
<td align= ‘left" >
<input type= "checkbox"
name="nu_local_administrator" ></td>
</tr>
<tr>
<th align= "right" >Client Administrator </th>
<td align= ‘left" >
<input type= "checkbox"
name="nu_client_  administrator" ></td>
</tr>
<tr>
<th> <? //Placeholder ?></th>
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189 <td align= ‘left" >

190 <input name="nu_submit"
191 type= "Submit"

192 value= "Submit" ></td>
193 </tr>

194 </form>

195

196 <div id= "foot ">

197 <?

198}

199 echo "</table>"

200 echo "</div>"

201

202 include ('../scripts/footer.php' );

203 echo "</div>"

204 7>

205

206 <?php

207 /Il END OF PAGE /T

208}

209 else

210

211 /ltime expired or access denied; log in again

212 include  ("../scripts/header.php’ );

213 ?>

214 Either you are not allowed to access this page, or your session has expired.
215 Please <A href= "index.php" >login </a> again.
216

217 <?php

218} 7>
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assign_users.php

14

<?php
/IPurpose: Grant/Deny user download ability from an Actor.

/IMeans: Connect to the Actor, Actor_has_User, and User dbs.

/I tables as user "workers".

/I One must assign the user to a client and a sponsor because

/I MSS checks for both by comparing session data with the databases.

//IConventions: au stands for "assign user"
/IAuthor: John P. Quan

/IVersion: 1.0

/IDate: 20120105

?>

<? [T T
/ISTANDARD SESSION LIFE AND INACTIVITY CHECK

15 session_cache_expire(20);

16
17
18
19
20
21
22
23
24
25
26
27
28

29}

30
31
32
33
34
35
36

371

38
39
40
41
42
43

session_start();

$inactive =1200;
if (isset ($_SESSION 'start’ ]){
$session_life = time() - $ SESSION 'start'
if ($session_life > Sinactive ) {
header( "Location: user_logout.php" );
$_SESSION ‘'val id_user 1= ‘false’ ;
/ICLOSE PREVIOUS SESSION*
$_SESSION
session_destroy();
}
//Set the session start time

$_SESSION 'start’ ] =time();

i START OF PAGE /T

if ($_SESSION 'valid_user == true

AND $_SESSION 'administrator' 1==1)
7>
<?php
include  '../scripts/connect_Users.php' ;
include  '../scripts/header.php’ ;

include  'functions_User.php' ;

44 connect_Users();

echo "<h3><center>Assign Users</center></h3>"

/[Display the menu ribbon
include  'menu.php’
/ladjusts the header

echo "<BR>";
>
<div id= "wrap ">

Sl
/I Insert user assignments after "Submit"
if (isset ($_POST ‘au_submit' 1))

{
/[First, delete the current Actor/User relationships
$del = mysql_query( "DELETE FROM Actor_has_User" )
or die (mysql_e rror() . "\ n Query4: " $del );
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64 /IRelate each checked user to an actor
65 foreach ($_POST 'au_assign’ ] as $value ){

67 /l/Parse the "$Actor_guid." ".$User_user_ID" string
68 I into array $var
69 $var =explode( "" , $value );

71 /linsert the Actor_guid, user_ID into Actor_has_User

72 $ins = mysql_query(

73 "INSERT INTO Actor_has_User (

74 Actor_guid,

75 User_user_ID)

76 VALUES(

77 " $var [0]

78 "$var [1] )" )

79 or die (mysql_error() . "\ n Query5: " . $ins );

81 /Inull the au variabl es
82 unset_au_vars();

84 mysql_close(connect_Users());

86 ?>  <BR>Users assigned. <BR> <?
87 }
88 else
89 {
90 ?>
91 Assign a user to his or her respective actor.
92 <font color= "green" >Checked </font> users are authorized.
93 <font color= "red" >Unchecked </font>  users are not. <BR>
94 <HR>
95 <?
96 /[Display the textboxes in table form
97 /I of each actor with all users below
98 / I with checkboxes to relate the actor
99 /Il to a user
100 $query =sprintf(  "SELECT guid,
101 name,
102 ip,
103 port,
104 sponsor
105 FROM Actor" );

107 $result  =mysgl_query(  $query );
109 while ($row = mysql_fetch_array( $result ) {

111 ?>

112 <table style= "margin -left :2px "

113 border= "0"

114 cellspacing=  "10"

115 cellpadding=  "1" >

116 <h2>

117 <tr align= "left" >

118 <th width= "198" ><? echo $row|[ 'name' ]; ?></th>

119 <th align= "left" ><div style= "border : solid 0 #060;

120 border -color : rgbh(248, 180, 66);
121 border -left -width :2px;

122 padding -left :0.5ex ">

123 <li> <? echo $row['ip" 1. "" .$row[ 'port" ];

124 $ip_explode  =explode( """ , $ SERVER'HTTP_HOST'));
125 if ($row[ 'sponsor’ ]==1and
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126 ($ip_explode [0]== S$row['ip" 1)
127 echo "<td><b>LOCAL SPONSOR</b></td>" ;

128 elseif ($row [ 'sponsor’  ]==

129 echo " <td><b>Client Sponsor</b></td>" ?></li>

130 </div></th>

131 </tr>

132 <tr>

133 <td align= "right" >

134 <form id= "form_assign "

135 method= "POST"

136 action="assign_users.php"
137 <input name="au_submit"
138 type= "Submit"

139 value= " Submit All' >
140 </td>

141 <td>

142 <? get_user_assignments  ( $row [ ‘guid’

143 </td>

144 </tr>

145 </h2>

146 <? } ?>

147

148 <div id= "foot ">

149 </form>
150 <?

151}

152 echo "</table>" :

153 echo "</div>" ;

154

155 include ('../scripts/footer.php’ );

156 echo "</div>"

157 2>

158

159 <?php

160 ///1III END OF PAGE /Il I
161}

162 else

163 {

164 /ltime expired or access denied; log in again
165 include  ("../scripts/header.php’ );
166 ?>

167 Either you are not allowed to access this page, or your session has expired.
168 Please <A href= "index.ph p">login </a> again.
169

170 <?php

171}y 2>
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choose_category
<?php
/IPurpose: Get an entire category of services as an authorized sponsor.
I Update the Attributes, Attributes_have_Services, and Services
Il tables. Insert the administrator's info in the User table if

/IMeans: Connect to the Services and Users db as "workers", rsync the

I services in the filesystem, and ssh mysgl comma nds to the child

Il sponsor from the parent sponsor.

1
2
3
4
5/ not already inserted, such as during a fresh install.
6
7
8
9 //Conventions: *_A stands for Attributes

10 // * A_h_S stands for Attributes_have_Services
11 // * S stands for Services
12 /I * U stands for User

13 //Author: John P. Quan
14 //Version: 1.0

15 //Date: 20120105
16 ?>

18 <2 /T

19 //STANDARD SESSION LIFE AND INACTIVITY CHECK
20 session_cache_expire(20);

21 session_start();

22

23 S$inac tive =1200;

24 if (isset ($_SESSION 'start’ ]){

25 $session_life = time() - $_SESSION 'start’ ]
26 if ($session_life > S$inactive ) {

27 header( "Location: user_logout.php" );

28

29 $_SESSION 'valid_user' ]= ‘false’ ;

30 //ICLOSE PREVIOUS SESSION*

31 $ SESSION

32 session_destroy();

33 }

34}

35 //Set the session start time

36 $ SESSION 'start’ ] = time();

37

38 /Il START OF PAGE /I

39

40 if ($_SESSION 'valid user' == {r ue

41 AND $_SESSION 'authorized_user' == true )
42 {

43 ?>

44 <?php

46 include './scripts/header.php' ;
47 include  ‘functions_Shell.php’ ;

49 echo "<h3><center>Choose Categories</center></h3>" :

51 //Display the menu ribbon
52 include ‘'menu.php’ ;
53 //adjusts the header

54 echo "<BR>";

55 ?>

56

57 <div id= "wrap">

58

59 S

60 /I Choose a category to download

61 if ($_SESSION 'administrator’ ]1== OR $_SESSION 'administrator'
62 AND sending_geni_heartbeats()) {
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63
64 if (isset ($_POST 'cc_submit' ]){
65
66 include_once ‘functions_Shell.php' ;
67 include_once 'functions_Serv ices.php’ ;
68 include_once ‘functions_User.php' ;
69 include_once '../scripts/connect_Services.php' ;
70 include_once "../scripts/connect_Users.php' ;
71 include  '../scripts/constants.php' ;
72
73 /IDownload the subset of services that the administrator of the
74 /I child sponsor chooses
75 foreach ($_POST ‘cc_category' ] as $value ){
76
77 /IGet the directory tree from Services
78 connect_Services();
79 $dir_path = directory_tree( $value );
80 mysql_close(connect_Services());
81
82 /l[download_category uses send_clent_command, which requires
83 /l remote connection info in Users.Actors
84 connect_Users();
85 download_category( $dir_path );
86 mysql_close(connect_Users());
87 }
88
89 connect_Users();
90
91 /lIGet the db connection data for the child sponsor and
92 /I prepare for a one - time administrator insertion
93 $query =sprintf(  "SELECT user_ID,
94 name,
95 password,
96 guid,
97 administrator
98 FROM User
99 WHERE user_ID="%s"" ,
100 mysql_real_esc ape_string(  $_SESSION 'user_ID" 1))
101 or die (mysql_error() . "\ n Query25: " . $query );
102
103 $result  =mysqgl_query(  $query );
104
105 $user = mysql_fetch_array( $result );
106
107 /lInsert the user, who must be a client administrator on the parent
108 Il sponsor into the Users.User db on an authorized child sponsor,
109 /I if there are no other entries, such as when MSS is first
110 Il installed. Duplicate Key Update effe ctually does nothing if
111 /I the administrator already exists in the db. This also gives
112 /I the client admin the same credentials as on the parent sponsor,
113 /Il but sets the user as a local administrator with full privileges.
114 $ins_U = "\\\"INSERT INTO User
115 VALUES (NULL,
116 " . $user [ 'name' ]. ",
117 " . $user ['password" ] ",
118 " . $user ['guid ] ",
119 1"
120 ON DUPLICATE KEY UPDATE name = name; \\\"";
121
122 $command_U = "echo $ins_U
123 | mysgl - u".USERS_DB USER."
124 -p" .USERS_DB_PASS!
125 - hlocalhost "
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126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188

se

USERS_DB;

/IDeliver the insert statement for the User table
nd_client_command( ‘'ssh’ , $command_U);

/[Prepare the command to delete the Services table

S

/[ from the child sponsor so we can reload them. We must

/l delete Attributes_have_Services first
/I keys constraints.

becaues of foreign

$del = "\\\"DELETE FROM Attributes_have_Services;

DELETE FROM Attributes;

DELETE FROM Services; \\\" ;

$commard = "echo $del

mysql - u".SERVICES_DB_USER."
- p" .SERVICES_DB_PASS."

- hlocalhost "
SERVICES_DB;

//ISend the DELETE command

send_client_command( 'ssh' , $command);

/IClose Users so we can connect to services

mysql_close(connect_Users());

//INow connect to se
/I *updated* list of attributes

connect_Services();

or

//IGrab ALL of the attributes
$query =sprintf(  "SELECT *
FROM Attributes" )
die (mysql_error() . "\ n Query26: "

$result = mysqgl_query(  $query );
while ($row = mysql_fetch_array( $result

/[Prepare the ins ert statement for delive

/I the child sponsor
$ins A ="

rvices to get the parent sponsor's

$query );

NA

ry to

/[The root of the recursive table, MSS, requires

// the word NULL with no single quotes in the

Il parent_ID
if ($row [ 'parent_ID’ == NULD{
$ins_ A = "\\\"INSERT INTO Attributes
VALUES (" . $row [ ‘attribute_ID' 1
" . $row [ 'attribut e'] "
" . $row [ 'description’ 1
NULL); \\\ ™
else {

/lUse parent_ID for everything else, and get r
/I parentheses because they ruin the msql
$ins_ A = "\\\"INSERT INTO Attributes

VALUES (" . $row [ ‘attribute_ID'

" . $row [ ‘attribute’
" . addslashes(

str_replace(
str_replace(

. $row [ 'parent_ID'

$command_A = "echo $ins_A
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189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243

| mysgl  -u".SERVICES_DB_USER!
-p" .SERVICES_DB_PASS."
- hlocalhost "
SERVICES_DB;

mysql_close(connect_Services( ));

//We need the child sponsor connection data again for the
/l send_client_commands
connect_Users();
/[Deliver the insert statement for the Attribute table
send_client_command(  'ssh’ , $command_A);
mysql_close(connect_Users());

//Now we will only update the Attributes_have_Services and the

/I Services tables for the services we downloaded above, thus
/I completing the MSS "subset of services" requirement.

foreach ($_SESSION ‘cc_category’ ] as $category ){

connect_Services();

/IGrab all of the Attrib utes_have_Services
/l that match the category
$query =sprintf(  "SELECT *
FROM Attributes_have_Services
WHERE Attributes_attribute ID="%s"" ,
mysql_real_escape_string( $category ))
or die (mysqgl_error() . "\ n Query27: " . $query );

$result = mysqgl_query(  $query );
while ($row = mysql_fetch_array( $result ) {

/IGet only the chosen services
$query_S =sprintf(  "SELECT *
FROM Services
WHERE service_ID="%s"" ,
m ysql_real_escape_string( $row [ 'Services_service_ID' D)
or die (mysql_error() . "\ n Query28: " . $query_S );

$result_ S = mysgl_query(  $query S );
$row_S = mysql_fetch_array( $result_ S );

/[Prepare the insert statement for delivery to
/I the child sponsor

$ins_.S ="
/I[Remove any parentheses, as above
$ins_S = "\\\"INSERT INTO Services
VALUES (" . $row_S| 'service_ID' 1"
" . $row_S['name" ]. ",
" . $row_S['f ilename' 1. ",
' . addslashes(
str_replace( e, ",

str_replace( ) S

$row_S [ 'description’ 1))

" . $row_S['shasum' ]. ™

244
245
246
247
248
249
250

" . $row_S|['developer ] ",
" . $row_S|[ 'publisher’ 1™ A\

$command_S = "echo $ins_S
| mysgl - u".SERVICES_DB_USER.
-p" .SERVICES_DB_PASS."
- hlocalhost "
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251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313

}

SERVICES_DB;

mysql_close(connect_Services());

/[Deliver the INSERT statement for the Services table
connect_Users();
send_client_command( 'ssh' , $command_9);

mysql_close(connect_Users());

/[Prepare the insert statement for del ivery to
/I the child sponsor
$ins_A_h.S ="

$ins A h_S = "\\\"INSERT INTO Attributes_have_Services
VALUES (" . $row [ 'Attribu  tes_attribute_ID' |
" . $row [ 'Services_service_|D' | P N U U S

$command_A h S = "echo $ins_ A h S
|my sql - u".SERVICES_DB_USER."
-p" .SERVICES_DB_PASS."
- hlocalhost "

SERVICES_DB;

/[Deliver the insert statement for the

/I Attributes_have_Services table
connect_Users();
send_client_command( 'ssh’ , $command_A _h_S);
mysq| _close(connect_Users());

echo "Updated the Services database.<BR>" :
/lUnset the choose category session and post variables

unset_cc_vars();

el se

include  'functions_Services.php' ;
include  '../scripts/connect_Services.php' ;
include  '../scripts/constants.php' ;

connect_Services();

or

echo "This page allows a dministrators of authorized sponsors
to select entire categories and all of the services within.
\ "Check \ " the box next to the <i>Category</i> to download
the entire directory of services.<BR>" :

// Find the top of the recursive Attributes tree to print
/I all of the categories.
$query =sprintf(  "SELECT *
FROM Attributes
WHERE parent_ID IS NULL" )
die (mysql_error() . “\'n Query24: " . $query );

$result  =mysql_query(  $query );

$row = mysql_fetch_array( $result  );
7>
<hr>
<table style ="margin -left :2px "
border= "0"
cellspacing=  "0"

cellpadding=  "4" >
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314

315 <tr>

316 <td align= "left" >

317 <form id= "form_assign

318 method= "POST"

319 action="choose_category.php" >
320 <input name="cc_submit"

321 type= "Submit"

322 value= "Submit All" >

323 </td>

324 </tr>

325 <h2>

326 <tr align= "left" >

327 <th width= "198" >{Level} Category </th>
328 <th><align - left><div style= " border : solid 0 #060;
329 border - color :rgh(248, 180, 66);
330 border -left -width :2px;
331 padding -left :0.5ex ">
332 <li> Description  </li>

333 <falign - left></div></th>

334 </tr>

335 </h2>

336 </table>

337

338 <table style= "margin -left :3px "

339 border= "0"

340 cellspacing=  "0"

341 cellpadding=  "4" >

342

343 <tr align= "left" >

344 <td width= "197" >

345 <? /lprint attribute at the top of the tree

346 echo "{1}" .$row[1]; 7?>

347 </td>

348

349 <td align= "left" >

350 <div style= "border : solid 0 #060;
351 border - color :rgh(248, 180, 66);
352 align : 'left' ;
353 bord er - left - width :2px;
354 padding -left :0.5ex ">
355 <li> <? //print description at the top of the
356 Il tree

357 echo $row[2]; ?></li></div>

358 </td>

359 </tr>

360 <div id= "foot ">

361 <? /lthe attribute MSS is "hardwired" in at 1 because it's

362 /I parent_ID=NULL, so start recursion at 2

363 category_tree( $row [0], 2);

364

365 mysql_close(connect_Services());

366 }

367 else {

368 echo "This actor does not appear to be an authorized sponsor.

369 If this is incorrect, please add this actor as a sponsor on the

370 <i>Add Sponsor</i> page.<BR>" ;

371}

372 ?>

373

374 <?php

375 /I END OF PAGE /I

376}
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377 else

378

379 /ltime expired or access deni ed; log in again
380 include  ("../scripts/header.php’ );

381 ?>

382 Either you are not allowed to access this page, or your session has expired.
383 Please <A href= "index.php” >login </a> again.
384

385 <?php

386} 7>

387

388 <?

389 echo "</table>"

390 echo "</div>"

391

392 include ('../scripts/footer.php' );

393 echo "</div>"

394 7>
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choose_service.php

<?php

/IPurpose: Get a service as an authorized user on the local machine
//Means: Connect to the Services database as user "workers"
Il Use functions match_service_attributes()

I service_tree()

/IConventions:

/[Author: John P. Quan

/IVersion: 1.0

//[Date: 20120105

10 ?>

11

12 <2 [ M

13 //STANDARD SESSION LIFE AND INACTIVITY CHECK

14 session_cache_expire(20);

15 session_start();

O©CO~NOUPA~WNPE

16

17 S$inactive =1200;

18 if (isset ($_SESSION 'start’ M{

19 $session_life = time() - $ SESSION 'start’ 1;
20 if ($ses sion_life > Sinactive ) {

21 header( "Location: user_logout.php" );
22

23 $_SESSION 'valid_user' ]= ‘false’ ;
24 //ICLOSE PREVIOUS SESSION*

25 $ _SESSION,

26 session_destroy();

27 '}

28}

29 //Set the session start time

30 $ SESSION 'start’ ] = time();

31

32 /Il START OF PAGE /I

33

34 if ($_SESSION 'valid_user == true

35 AND $_SESSION 'authorized_user' == true )
36{

37 7>

38 <?php

39 /Ichoose the service to download and

40 // add to the user's list

41 include '../scripts/connect Services.php' ;

42 include './scripts/header.php' ;
43 include  ‘functions Services.php' ;

44 include './scripts/constants.php' ;

45

46 connect_Services();

a7

48 echo "<h3><center>Choo se Service</center></h3>" :
49

50 //Display the menu ribbon
51 include ‘'menu.php’ ;
52 /l/adjusts the header

53 echo "<BR>";

54 >

55

56 <div id= "wrap">

57

58 S

59 /I Choose a service to download

60

61 echo "This page allows users to select services.

62 \ "Click \"the <i>Service ID</i> button to download new services.<BR>"
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64 // Find the top of the recursive Attributes tree

65 $query =sprintf( "SELECT *

66 FROM Attributes

67 WHERE parent_ID IS NULL" )

68 or die (mysql_error() . "\ n Query6: " . $query );

70 $result = mysqgl_query(  $query );

72 $row = mysqgl_fetch_array( $result );

73 ?>

74 <hr>

75 <table style= "margin -left :2px " border= "0" cellspacing=  "0" cellpadding=  "4" >
76 <h2>

77 <tr align= "left" >

78 <th width= "198" >{Level} Category </th>

79 <th><align -left>< div style= "border : solid 0 #060;

80 border - color :rgh(248, 180, 66);
81 border -left -width :2px;

82 padding -left :0.5ex ">

83 <li> Description  </li>

84 </align - left></div></th>

85 </tr>

86 </h2>

87 </table>

89 <table style= "margin -left :3px " border= "0" cellspacing=  "0" cellpadding=  "4" >

91 <tr align= ‘left" >

92 <td width= "197" >

93 <? /lprint attribute at the top of the tree
94 echo "{1}" .$row[1]; ?>

95 </td>

97 <td align= ‘left" >
98 <div style= "border : solid 0 #060;
99 border - color :rgb(248, 180, 66);
100 align @ ‘left’ ;
101 border -left -width :2px;
102 padding - left :0.5ex ">
103 <li> <? //print description at the top of the tree
104 echo $row[2]; ?></li ></div>
105 </td>
106 </tr>
107 <div id= "foot ">
108 <? [lthe attribute MSS is "hardwired" in at 1 because it's parent_ID=NULL,
109 / so start recursion at 2
110 service_tree( $row [0],2 );
111 ?>
112
113 <?php
114 /I END OF PAGE /T
115}
116 else
117 {
118 /ltime expired or access denied; log in again
119 include  ('../scripts/header.php’ );
120 2>
121  Either you are not allowed to access this pa ge, or your session has expired.
122 Please <A href= "index.php” >login </a> again.
123
124 <?php
125} 2>
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126
127
128
129
130
131
132
133

<?
echo "</table>" ;
echo "</div>"

include (../scripts/footer.php’

echo "</div>"
>

connect_orca.php

[EEN

<?php

/IPurpose: Connect to the orca database as user "workers

/[Author: John P. Quan
/IVersion: 1.0
/[Date: 20120105

include  'constants.php' ;

function connect_orca()

{

$username =GENI_DB_UZER;
$password =GENI_DB_PASS;

$database =GENI_DB,;

$con = mysqgl_connect(localhost, $username , $password );

@mysql_select_db(

return  $con;

$database )or die ( "Unable to select GENI database"
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connect_Services.php

1 <?php

2 [/Purpose: Connect to the

3 //Author: John P. Quan

4 [NNVersion: 1.0

5 //Date: 20120105

6

7 include  ‘constants.php’ ;
8

Services database as user "workers"

9 function connect_Services()

10 {

11

12 $username =SERVICES_DB_USER;

13 $password =SERVICES_DB_PASS;

14 $database =SERVICES_DB;

15

16 $con = mysql_connect(localhost, $username , $password );

17 @mysql_select_db(

19 return  $con;
20 }
21 7>

connect_Users.php

1 <?php

2 //Purpose: Connect to the
3 //Author: John P. Quan
4 [INVersion: 1.0

5 //Date: 20120105
6

7

8

9

include  'constants.php' ;

$database )or die ( "Unable to select database Services

Users database as user "workers"

functio n connect_Users()

10 {

11

12 $username =USERS_DB_USER,;

13 $password =USERS_DB_PASS;

14 $database =USERS_DB;

15

16 $con = mysql_connect(localhost, $username , $password )

17 @mysql_select_db(

19 return  $con;
20 }
21 7>

$database )or die ( "Unable to
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constants.php

1 <?php
2 //Purpose: Define Global variables for this sponsor
3 /IMeans: One can put MSS files in /var/www/ , or one can put them elsewhere
4 // in the filesystem , such as in the MSS_USER's home directory. Then,
5/ create a soft link to the MSS/ directory. For example:
6 // In - s /home/work/MSS /varlwww/MSS
7 //IConventions:
8 //Author: John P. Quan
9 //Version: 1.0
10 //Date: 20120105
11 7>
12
13 <?

14 //Where to store MSS services in the filesystem

15 define( 'MSS_SERVICES', '/usr/share' );
16

17 //The location of the ORCA Actor Registry

18 define( 'GENI_HEARTBEATS', ‘https://geni.renci.org:12443/registry/actors.jsp'
19

20 /IThe mysq | db for the GENI control framework
21 define( 'GENI_DB' , ‘orca' );

22

23 /IThe mysql db user for the GENI control framework
24 define(  'GENI_DB_USER', ‘workers' );

25

26 //The mysql password for the GENI control framework

27 define( 'GENI_DB_PASS', 'InsertPa sswordHere ');
28

29 //The mysql db for the MSS Users db

30 define( 'USERS DB', 'Users');

31

32 //The mysql db user for the MSS Users db

33 define( 'USERS DB USER, ‘'workers' );

34

35 //The mysqgl password for the MSS Users db

36 define( 'USERS DB _PASS', 'lIns ertPasswordHere ');

37

38 //The mysqgl db for the MSS Services

39 define( 'SERVICES DB', ' Services ");

40

41 //The mysqgl db user for the MSS Services

42 define( 'SERVICES_DB_USER', ‘'workers' );

43

44 /[The mysqgl password for the MSS Services

45 define( 'SERVIC ES_DB_PASS|, ' InsertPasswordHere ")
46

47 [/The actor that performs MSS tasks on the client's behalf, such as
48 // connecting to the databases.

49 // This is a different user than Apache's user 'www - data’,
50 // which performs SSH and SCP tasks on the sp onsor's behalf.
51 define( 'MSS_USER', ‘'workers' );

52

53 /IThe location of MSS PHP files and scripts in the filesystem

54 define( 'MSS_HOME', ‘'/home/work’ );

55

56 //The universal location of the MSS functions and

57 /I shell scripts in the filesytem. Apac he user www - data
58 /I must be able to access the directory and files

59 define( 'MSS_SCRIPTS', '/scripts/' );

60 7>
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cookie.php

1 <?php
2 //Start the session, then make session and post variables equal.
3 session_start();

4 [/Check if there are any POST variables set
5 if (isset ($_POST){
6 /If there are POST variables set, then set a SESSION variable
7 /IWith the same key name
8 foreach ($_POST as $key =>$value ){
9 $ SESSION $key]= $value ;
10 }
11}
12 //Check if there are any SESSION variables set
13 if (isset ($_SESSION){
14 /I there are SESSION variables set, then set a POST variable
15 /IWith the same key name, so you don't have to change your
16 /[Existing code to reflect '$_SESSION' instead of '$_POST"
17 foreach ($_SESSION as $key =>$value ){
18 $ _POST $key ]= $value ;
19
20}
21 ?>
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del_actors.php

<?php

/IPurpose: Delete a sponsor or client

/IMeans: Connect to the Users.Actor table as user "workers"
/IConventions: da stands for "d elete actor"
/[Author: John P. Quan

/IVersion: 1.0

/[Date: 20120105
?>

O©CO~NOURA~WNPE

10 <?

11 //STANDARD SESSION LIFE AND INACTIVITY CHECK
12 session_cache_expire(20);

13 session_start();

14

15 $inactive =1200;

16 if (isset ($_SESSION 's tart' 1))

17 {

18 $session_life = time() - $_SESSION 'start’ ]
19 if ($session_life > Sinactive )

20 {

21 header( "Location: user_logout.php" );
22

23 $_SESSION 'valid_user' ]= ‘false’ ;
24 /ICLOSE PREVIOUS SESSION *

25 $_SESSION

26 session_destroy();

27 '}

28}

29 //Set the session start time
30 $ SESSION 'start’ ] = time();

31

32 /I START OF PAGE /I

33

34 if ($_SESSION 'valid_user == true

35 AND $_SESSION ‘'administrator' 1==1)

36{

37 ?>

38

39 <?

40 include  '../scripts/connect_Users.php' ;

41 include  '../scripts/header.php’ ;

42 include  'functions_User.php' ;

43

44  connect_Users();

45

46 echo "<h3><center><font color =\ "red \ ">Delete Actors</font></center></h3>"
47 /[Display the menu ribbon

48 include  'menu.php’

49 /ladjusts the header

50 echo "<BR>";

51 ?>

52

53 <div id= "wrap" >

54

55 <? [T M
56 /I Check the user name and password after "Submit"

57 if (isset ($_POST 'da_submit' 1))

58 {

59 echo "Deleted the following actors:<BR>" :
60 echo "<HR>";

61 /[Return a count of deleted actors.

62 foreach ( $_POST 'del_actor' ] as $value ){
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112
113
114
115
116
117
118
119
120
121
122
123
124
125

$del =explode( "" , $value , 2);
echo "<pre> $del [1] </pre>" ;
/[Delete the Actor from Actor_has_User f irst

/I because of foreign keys
$query =sprintf(  "DELETE FROM Actor_has_User
WHERE Actor_guid='%s"" ,
mysql_real_escape_string( $del [0]));
$result = mysqgl_qu ery( $query );

/[Delete from Actor next
$query =sprintf(  "DELETE FROM Actor
WHERE guid='%s""
mysql_real_escape_string( $del [0]));
$result = mysql_query( $query );

/lunset the delete actor variables
unset_da_vars();
mysql_close(connect_Users());

else {

/I Retrieve the Actor List
$query = "SELECT * FROM Actor" ;
$result  =mysgl_query(  $query );

echo "<i>Check</i> the actors to delete

and <i>Click</i> the \ "Submit All \ " button.<BR>" ?>
<HR>
<! -- Create a table of current Services - >
<table style= "margin -left :25px; table -layout : auto; "
border= "0"
cellspacing=  "10"
cellpadding= "1" >
<tr>

<td align= "left" >
<form id= " form_assign
method= "POST"

action="del_actors.php" >
<input name='da_submit"
type= "Submit"
value= "Submit All" >
</td>
</tr>
<h2>
<tr>

<th><font color= "red" >DELETE/fo nt></th>
<th align= "left" >Name</th>

<th> Actor GUID </th>

<th align= "left" >IP Address </th>

<th align= "left" >Port </th>

<th align= "left" >Pri vate Key Location </th>
<th align= "left"* >MSS User Name </th>

<th align= "left" >Sponsor </th>

</tr>
<?
while  ($row = mysqgl_fetch_array( $result )
{ ?>
<tr>
<? /IList the user names with a checkbox and whether
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126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173

<?

/I he or she is an administrator
/[Display the current assignments

Il Insert reassignments upon "Submit All".

"center" width=
type= "checkbox"

<td align=
<input

name="del_actor]]"

value= "<? echo

</td>
<td> <?
<td> <?
<td align=
<td align=
<td> <?
<td> <? echo
<td align ="center" >
<? $ip_explode
if ($row [ 'sponsor’

echo
echo
echo
echo
echo

><?
><?

"right"
"right"

( $ip_explode

echo "LOCAL";
elseif
echo "Client"
else echo "No";
</tr>
<?
?>
<tr>
<td align=
<input

"leftt >

type= "Sub mit"

=explode( " ,

( $row [ 'sponsor’

name="da_submit"

upon opening,
7>

"100" >

$row [ ‘'guid” 1. "
$row [ 'name’ ], ?>">

$row [ 'name’
$row [ 'guid " ];
$row['ip" ], ?></td>
$row [ ‘port” ], ?></td>
$row [ ‘private_key loc'
$row [ 'mss_user'

1, ?><ftd>
?></td>

], ?></td>
?></td>

$_SERVER'HTTP_HOST']);

)

]==1and

[0]==  $row]['ip’

]:: l)

?></td>

value= "Submit All" >

</td>
</tr>
</form>
</h2>

<div id= "foot ">

"</table>" :
"<div>"

echo
echo

include ('../scripts/footer.php’ );
echo "</div>"
>

<?php
[111111 END OF PAGE /T

174}

175 else
176 {
177
178
179
180
181
182
183
184 <7?php
185} 2>

include
7>

Please <A href= "index.php" >login

~

('../scripts/header.php’ );

<! -- Print error message and offer to log in again
Either you are not allowed to access this page, or your session has expired.

</a> again.
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del_services.php

<?php

/IPurpose: Delete a user service client

/IMeans: Connect to the Users and Services db's as user "workers"

/IConventions: Notice the "includes embedded within the two main

I if/felse statements. "ds" stands for delete se rvice.
/IAuthor: John P. Quan

/IVersion: 1.0

/IDate: 20120105

>

©Coo~NOOUWNE

10

11 <?

12 //STANDARD SESSION LIFE AND INACTIVITY CHECK
13 session_cache_expire(20);

14 session_start();

15

16 S$inactive =1200;

17 if (isset ($_SESSION 'start’ 1))

18{

19 $session_life = time() - $ SESSION 'start’ 1;
20 if ($session_life > Sinactive )

21 {

22 header( "Location: user_logout.php" );
23

24 $_SESSION 'valid_user' 1= ‘false’ ;
25 /ICLOSE PREVIOUS SESSION*

26 $_SESSION

27 session_destroy();

28 }

29}

30 //Set the session start time
31 $_SESSION 'start’  ]=time();

32

33 /Il START OF PAGE /I

34

35 if ($_SESSION 'valid_user' == true

36 AND $_SESSION 'autho rized_user’ == true )
37{

38 ?>

39

40 <?

41

42 include  '../scripts/header.php' ;

43

44 echo "<h3><center><font color= \ "red \ ">Delete Services</font></center></h3>"
45 /[Display the menu ribbon

46 include  'menu.php’ ;

47 /ladjusts the header

48 echo "<BR>";

49 ?>

50

51 <div id= "wrap" >

52

53 S

54 /I Check to see if the user clicked "Submit"

55 if (isset ($_POST 'ds _submit" 1))

56 {

57 //Now include User functions

58 include  '../scripts/connect_Users.php' ;
59 include  'functions_User.php' ;

60 include  ‘functions_Shell.php' ;

61

62 /IConnect to the Users db to delete service ID fro m
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63 /I the user and change the service totals

64 connect_Users();

65 echo "Deleted the following services:<BR>" ;

66 echo "<HR>";

67

68 if (isset ($_POST 'del_service' M{

69 echo "For" .$_SESSION 'username’ ]. "“<BR>" ;

70 }

71 //Get the values from the checkboxes, which are a four - part string.
72 foreach ( $_POST 'del_service' ] as $value ){

73

74 $del =explode( "" , $value ,4);

75

76 $svc_ID = $del [0];

77 $svc_path = $del [1];

78 $svc_filename = $del [2];

79 $svc_name = $del [3];

80

81 echo "<pre> $svc_name </pre>"

82

83 //Delete from User_has_Services first

84 /I because of foriegn keys

85 $query =sprintf(  "DELETE FROM User_has_Services

86 WHERE Services_service_ID='%s' AND
87 User _user_ID="%s"™ ,

88 mysql_real_escape_string( $svc_ID ),

89 mysql_real_escape_string( $ SESSION 'user_ID" 1))
90 or die (mysqgl_error() . "\ n Query29: " . $query );
91

92 $result = mysql_query( $query );

93

94 /[Delete the service from Services next

95 $query =sprintf(  "SELECT * FROM Services

96 WHERE service_|ID="%s"" ,

97 mysql_real_escape_string( $svc_ID))

98 or die (mysql_error() . "\ n Query23: " . $query );
99

100 $result = mysql_query(  $query );

101

102 while ( $row = mysql_fetch_array( $result ) {

103

104 /IL eave the service on the Actor unless no one wants the
105 /I service anymore. This is necessary to save the expense
106 Il of re - downloading the service.

107 if ($row [ 'totals’ 1<2){

108

109 $query =sprintf(  "DELETE FROM Services

110 WHERE service_ID="%s"" ,
111 mysql_real_escape_string( $svc_ID ));
112 $result = mysql_query( $query );

113

114 del_downloaded_service ($svc_path , $svc_filename ),
115 echo "<pre> Removed from the Client.
116 </pre>" ;

117 }

118 else {

119 decrement_service_totals ( $svc_ID );

120 }

121 }

122

123

124 /IGive administrators the option to delete the service for everyone
125 if ($_SESSION ‘administrator’ ]==
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126 AND isset ($_POST 'del_all_service' MA{

127 echo "For Everyone: <BR>" ;

128 }

129 /lIGet the values from the checkboxes, which are a four - part string.
130 foreach ( $_POST 'del_all_service' ] as $value ){

131

132 $del =explode( "" , 9value ,4);

133

134 $svc_ID = $del [0];

135 $svc_path = $del [1];

136 $svc_filename = $del [2];

137 $svc_name = $del [3];

138

139 echo "<pre> $svc_name </pre>" ;
140

141

142 /[Delete from User_has_Services first

143 /I because of foriegn keys

144 $query =sprintf(  "DELETE FROM User_has_Services

145 WHERE Services_service |ID='%s"" ,
146 mysql_real_escape_string( $svc_ID )

147 or die (mysqgl_error() . "\ n Query20: " . $query );
148

149 $result = mysql_query(  $query );

150

151 /[Delete the service from Services next

152 $query =sprintf(  "DELETE FROM Services

153 WHERE service_|ID="%s"" ,

154 mysql_real_escape_string( $svc_ID ));

155 $result = mysql_quer y( $query );

156

157 /ldelete the service from the client

158 del_downloaded_service ($svc_path , $svc_filename );
159 }

160 /lunset the delete actor variables

161 unset_ds_vars();

162 /lIGet the updated | ist of user services

163 get_user_services();

164 /IClose the connection to the User db

165 mysqgl_close(connect_Users());

166

167 else {

168

169 //IConnect to the Services db to get the service informatio n
170 /l and to set the value to the service_ID and name.

171 include  '../scripts/connect_Services.php' ;

172 include  ‘functions_Services.php' ;

173

174 connect_Services();

175

176 echo "<i>Check</i> the services to delete from this client
177 and <i>Click</i> the \ "Submit Al \" button.<BR>" ?>
178 <HR>

179 <! -- Create a table of current Services - >

180 <table style= "margin -left :25px; table -layout : auto; "
181 border= "0"

182 cellspacing=  "10"

183 cellpadding=  "1"

184 width= "80%" >

185 <tr>

186 <td align= "left" >

187 <form id= "form_assig n"

188 method= "POST"
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189 action="del_services.php" >

190 <input name="ds_submit"

191 type= "Submit"

192 value= "Submit All" >

193 </td>

194 <[tr>

195 <tr>

196 <? /IAdministrators get an extra "DELETE ALL" column

197 if ($_SESSION 'administrator' 1==1){ ?>

198 <th valign= "top" ><font color= "red" >DELETE MINE</font></th>
199 <th><font  color= "red" >DELETE ALL</font></th>

200 <? }

201 else { 7>

202 <th wvalign= "top" ><font color= "red" >DELETE</font></th>
203 <?} ?>

204 <th align="left" width  ="150" >Service </th>

205 <th> Attribute  </th>

206 <th align= "left" >File Name </th>

207 <th> Description  </th>

208 </tr>

209 <h2>

210 <?

211

212 //Retrieve the location of the service in the filesystem

213 $query = sprintf( "SELECT * FROM view_Attributes_Services"

214 or die (mys gl_error() . "\ n Query21: " . $query );
215

216 $result  =mysqgl_query(  $query );

217

218 while  ( $row = mysql_fetch_array( $result )

219 {

220 ?>

221 <tr>

222 <? if (in_array(  $row|[ 'service_ID’ ], $_SESSION 'svc' 1) {
223 /[Display user's delete option.

224 /I This only deletes from the filesystem when the

225 I last user deletes the ser vice.  ?>

226 <td align= "center" width= "100" >

227 <input type= "checkbox"

228 name="del_service[]"

229 value= "<? echo $row [ 'service_|D’ |
230 .directory_tree(

231 $row [ ‘attribute_ID' D.
232 . $row [ filename' 1. "
233 . $row [ ‘name’ ], ?>">
234 </td>

235 <? } else echo "<td> </td>" ;7>

236

237

238 <? if ($_SESSION 'administrator' 1==1){

239 /[Display a permanent delete option for administrators

240 /I This deletes the service regardless of the

241 Il service_totals count. ?>

242 <td align= "center" width= "100"

243 style= " background - color :rred ">

244 <input type= "checkbox"

245 name="del_all_service[]"

246 value= "<? echo $row|[ 'service ID' 1. "
247 .directory_tree(

248 $row [ 'attribute_ID' )
249 . $row [ filename' 1. "
250 . $row [ 'name' ]; ?>">
251 </td>
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252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
201
292
293
294
295
296
297
298
299
300
301

302}
303 else
304 {

305
306
307
308
309
310
311

312 <?php
313}

<?

include
7>

<! -- Print error message and offer to log in again

<td valign= "top" >

<? echo $row[ 'name' ;

<td valign= "top" ><i>

<? echo $row [ ‘attribute’

<td valign= "top" >

<? echo $row [ ‘filename'

<td valign= "top" >

<? echo $row[ ‘description’ 1;

</tr>

<?}
if (in_array(  $row|[ 'service_ID'
AND

<td valign= "top" >

<? echo $row|[ name' [

<td valign= "top" ><i>

<? echo $row [ ‘attribute’

<td valign= "top" >

<? echo $row [ filename’

<td valign= "top" >

<? echo $row [ 'description’

</tr>
<? } 7>
<?

>
<tr>
<td align=
<input

"left" >
name="ds_submit"
type= "Submit"

value= "Submit All"

</td>
</tr>
</form>
</h2>
<div id= "foot ">
"</table>" :
"</div>"

echo
echo

include ("../scripts/footer.php' );
echo "</div>"

/IClose the connection to Services db

mysql_close(connect_Services()); ?>

<?php
/1111111 END OF PAGE /i

i

('../scripts/header.php’ );

$_SESSION 'administrator’

OR $_SESSION 'admini  strator'

?></td>
I, ?><li></td>
1, ?><ftd>

?></td >

], $_SESSION 'svc' 1)
L0 -
?></td>

1, ?><li></td>

], ?></td>

1, ?></td>

- >

Either you are not allowed to access this page, or your session has expired.

P

lease <A href= "index.php" >login
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del_users.php

<?php

/IPurpose: Delete a user or administrator

/IMeans: Connect to the Users.User table as user "workers"
/IConventions: du stands for "delete actor"

/[Author: John P. Quan

/IVersion: 1.0

/[Date: 20120105
?>

O©CO~NOURA~WNPE

10 <?

11 //STANDARD SESSION LIFE AND INACTIVITY CHECK
12 session_cache_expire(20);

13 session_start();

14

15 $inactive =1200;

16 if (isset ($_SESSION 'start’ 1))

17 {

18 $session_life = time() - $_SESSION 'start’ ]
19 if ($session_life > Sinactive )

20 {

21 header( "Location: user_logout.php" );
22

23 $_SESSION 'valid_user' ]= ‘false’ ;
24 /ICLOSE PREVIOUS SESSION*

25 $_SESSION

26 session_destroy();

27 '}

28}

29 //Set the session start time
30 $ SESSION 'start’ ] = time();

31

32 /I START OF PAGE /I

33

34 if ($_SESSION 'valid_user == true

35 AND $_SESSION ‘'administrator' ] ==1)

36{

37 ?>

38

39 <?

40 include  '../scripts/connect_Users.php' ;
41 include  '../scripts/header.php’ ;

42 include  'functions_User.php' ;

43

44  connect_Users();

45

46 echo "<h3><center><font color= \ "red \ ">Delete U
47 /[Display the menu ribbon

48 include  'menu.php’

49 /ladjusts the header

50 echo "<BR>";

51 ?>

52

53 <div id= "wrap" >

54

55 S

56 /I Check the user name and password after "Submit"
57 if (isset ($_POST 'du_submit' 1))

58 {

59 echo "Deleted the following users:<BR>" ;
60 echo "<HR>";

61 /[Return a count of deleted actors.

62 foreach ( $_POST[ 'del_user' ] as $value ){
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89
90
91
92
93
94

112
113
114
115
116
117
118
119
120
121
122
123
124
125

}

$del =explode( "" , $value ,2);
echo "<pre> $del [1] </pre>" ;

/[Delete the User from User_has_Services first
/I because of foreign keys
$query =sprintf(  "DELETE FROM User_has_Services
WHERE User_user_ID="%s"
mysql_real_escape_string( $del [0]));
$result = mysqgl_query(  $query );

//Delete the User from Actor_has_User next
/I because of foreign keys
$query =sprintf(  "DELETE FROM Actor_has_User
WHERE User_user_ID="%s"
mysqgl_real_escape_string( $del [0]));
$result = mysqgl_query(  $query );

/[Delete from User last
$query =sprintf( "DELETE FROM User
WHERE user_ID='%s"
mysql_real_escape_string( $del [0]));
$result = mysqgl_query(  $query );

/lunset the delete actor variables
unset_du_vars();
mysql_close(connect_Users());

else {

/I Retrieve the User List

$query = "SELECT * FROM User" ;

$result = mysqgl_query(  $query );

echo "<i>Check</i> the users to delete

and <i>Click</i> the \ "Submit All \ " button.< BR>" ?>
<HR>
<! -- Create a table of current Services - >
<table style= "margin -left :25px; table -layout : auto; "
border= "0"
cellspacing=  "10"
cellpadding= "1" >
<tr>

<td align= "left" >
<form id= " form_assign
method= "POST"

action="del_users.php" >
<input name="du_submit"
type= "Submit"
value= "Submit All" >
</td>
</tr>
<h2>
<tr>

<th><font  color= "red" >DELETEK/font></th>
<th align= "left" >Name</th>
<th> User ID </th>
<th align= "left" >GUID</th>
<th align= "le ft" >Administrator </th>
</tr>
<?

while ($row = mysql_fetch_array( $result )
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126 {
127

128

129

130

131

132

133

134

135

136

137

138

139

140

141

142

143

144

145

146

147

148

149

150

151 }
152

153

154

155

156

157

158

159

160

161

162

163

164

165

166

167

168

169

170

171

172

173}
174 else
175¢
176

177

178

179

180

181

182

183 <?php
184} 2>

?>
<tr>
<?

</tr>
<div id=
<?
?>

<tr>

</tr>

<div
<? echo
echo "</div>"
include

echo "</div>"
>

<?php

include
>

Either you are not a
Please

<! -- Print error message and offer to log in again

<A href= "index.php"

/IList the user names with a checkbox and whether
/I he or she is an administrator.
/IDisplay the current assignments upon opening,
Il Insert reassignments upon "Submit All".
<td align= "center" width= "100" >
<input type= "checkbox"
name="del_user[]"
value= "<? echo $row|[ 'user_ID’
. $row [ 'name’ J;
</td>
<td> <?
<td align=
<td align=

echo $row [ 'name' ];
"center” ><?echo $row [ 'user_ID'
"left*  ><? echo $row [ 'guid" I,
<td align ="center" >
<? if ($row [ 'administrator'

elseif  ($row [ 'administrator’

elseif  ($row [ 'administrator’ ]==

else echo ‘'User type unknown!
Contact your Local Administrator.'

]:: O)

"foot ">

"left" >
name="du_submit"
type= "Submit"
value= "Submit All" >

<td align=
<input

</td>

</form>

</h2>
id= " foot

S

"</table>" ;

("../scripts/footer.php' );

T END OF PAGE /T

(../scripts/header.php’ );

- >

]==1)
2)

?>

]

>">

?></td>

1; ?></td>

?></td>
echo 'No’

echo

llowed to access this page, or your session has expired.

>login </a> again.
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download_service.php

<?php

/IPurpose: Get a service from an authorized server as an authorized
[/ user on an authorized client machine.

/IMeans: Connect to the Services database as user "workers"
I Use functions match_service_attributes()

Il service_tree()

/[Conventions:

/IAuthor: John P. Quan

/IVersion: 1.0

10 //Date: 20120105

11 27>

O©CO~NOUPA~WNPE

13 <2 /T

14 //STANDARD SESSION LIFE AND INACTIVITY CHECK
15 session_cache_expire(20);

16 session_start();

18 S$inactive =1200;

19 if (isset ($_SESSION 'start ') {

20 $session_life = time() - $_SESSION 'start’ ]
21 if ($session_life > Sinactive ) {

22 header( "Location: user_logout.php" );
23

24 $_SESSION 'valid_user' 1= ‘false’ ;
25 /ICLOSE PREVIOUS SESSION*

26 $_SESSION;

27 session_destroy();

28 }

29}

30 //Set the session start time
31 $_SESSION 'start’  ]=time();

32

33 /1 START OF PAGE /T

34

35 if ($_SESSION 'valid_user' == true

36 AND $_SESSION ‘authorized_u  ser' ]== true )
374

38 7>

39 <?php

40 /I/choose the service to download and

41 // add to the user's list

42 include  './scripts/connect_Users.php' ;
43 include '../scripts/header.php’ ;

44 include  ‘'functions_User.php' ;

45 include  ‘functions_Shell.p hp' ;

46 include './scripts/constants.php' ;

a7

48 connect_Users();

49

50 echo "<h3><center>Download Complete</center></h3>" ;
51

52 //Display the menu ribbon
53 include  ‘'menu.php’ ;
54 //adjusts the header

55 echo "<BR>";

56 >

57

58 <di v id= "wrap">

59

60 <? /M

61 /N'f the remote user and host exist in the Actor table,

62 /I then add the service to the user, increment the service
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63 /I totals, and download the service
64 if (actor_ip_exists( $ SERVER'HTTP_HOST'])
65 AND actor_ip_exists( $_SERVER'REMOTE_ADDR])) {
66
67 /liIncrement the total number of users using the service
68 Il first due to foriegn key constraints
69 increment_service_totals
70 $_SESSION 'svc_download'  ]);
71 /l Then add the service to the user's list
72 /I of services.
73 add_user_service(
74 $_SESSION 'svc_download' ]);
75 ?>
76 <hr>
77 <table style= "margin -left :25px; ta ble -layout : auto; "
78 border= "0"
79 cellspacing=  "10"
80 cellpadding=  "1" >
81 <h2>
82 <tr>
83 <th> Location </th>
84 <th> File </th>
85 </tr>
86 </h2>
87 <tr>
88 <td>
89 <? echo $_SESSION 'svc_path' ], ?>
90 </td>
91 <td>
92 <? echo $_SESSION 'svc_filename’ 1, 7>
93 </td>
94 </tr>
95 <?
96 /llIDownload the service to the client.
97 download_service(
98 $ SESSION 'svc_path' ],
99 $_SESSION 'svc_filename' D;
100 /I[Compare the shasums to ensure the downl oad was successful
101 if (compare_shasum( $ SESSION 'svc_path' ],
102 $_SESSION 'svc_filename' m{
103 echo "<font color= \ "green \ ">Download Successfull</font><BR><HR>"
104 }
105 else {
106 echo "<font color= \ "red \ "> Downloaded SHA sum does
107 not match Sponsor's SHA Sum!
108 Download FAILED!</font><BR><HR>" :
109 del_downloaded_service( $ SESSION 'svc_path' ],
110 $_SESSION 'svc_filename' D;
111
112}
113 else {
114 echo "<font color="red'>
115 Service Downloading Disabled. You are not downloading from
116 an authorized address.<BR>
117 Please contact your adminstrator.
118 <color>"
119}
120 //update the use r services list in session
121 get_user_services();
122 ?>
123 <div id= "foot ">
124 </table>
125
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126 <?php

127 /111 END OF PAGE /I

128}

129 else

130 {

131 /ltime expired or access denied; log in again

132 include (.. /scripts/header.php’ );

133 ?>

134 Either you are not allowed to access this page, or your session has expired.
135 Please <A href= "index.php" >login </a> again.
136

137 <?php

138} 27>

139 <?

140 echo "</div>" ;

141 include ('../scripts/foo ter.php’ );

142 echo "</div>"

143 ?>

footer.php

<end><pl>

<br> Web Administrator:

<br> John Quan </pl></end>
</body>

</html>

O~ wWNPE
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functions_php.php

1 <?php

2 //Purpose: Extended or general - purpose PHP functions
3 /IMeans:

4 [/Convention s: gen_uuid() generates a GUID

5 //Author: John P. Quan
6 //Version: 1.0
7 //Date: 20120105
8 7>
9

10 <2 [T GEN_GUID i

11 /I Generate a guid to distinguish objects

12 function gen_uui d() {

13 return  sprintf( '%04x%04x - %04%- %04x- %04%- %04x%04x%04X",
14 /I 32 bits for "time_low"

15 mt_rand( 0, Oxffff ), mt_rand( O, Oxffff ),

16

17 /I 16 bits for "time_mid"

18 mt_rand( 0, Oxffff ),

19

20 /116  bits for "time_hi_and_version",

21 Il four most significant bits holds version number 4

22 mt_rand( 0, OxOfff ) | 0x4000,

23

24 // 16 bits, 8 bits for "clk_seq_hi_res",

25 /1 8 bits for "clk_seq_low",

26 /I two most significant bits holds zero and one for variant DCE1.1
27 mt_rand( 0, 0x3fff ) | 0x8000,

28

29 /I 48 bits for "node"

30 mt_rand( 0, Oxffff ), mt_rand( 0, Oxffff ), mt_rand( O, Oxffff )

31 )

32}

33 ?>

34

35 <?php /11T 111 KEY_ARRAY_SEARCH /I

36 /ISearches for even a partial match.

37 /I e.g., searching for 199.165.76.84 in http://199.165.76.84:11080/orca
38 /I returns the key it was found in, - 1 if not found

39 funct ion key_array_search(  $needle = null , $haystack array = null , $skip
40 {

41 if ($needle == null || $haystack_ array == null )

42 die ('$needle and $haystack_array are mandatory" );
43 foreach ( $haystack_array as $key => S$eval )

44 {

45 if ($skip !=0) $eval =substr( S$eval , $skip );

46 if (stristr( $eval , $needle )!== false ) return S$key;
47 '}

48 return FALSE,

49}

50 ?>
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functions_services.php

1 <?php

2 [IPurpose: Service related functions

3 //Author: John P. Quan

4 /Version: 1.0

5 /IDate: 20120105

6

7 include_once "../scripts/constants.php’ ;
8 include_once 'functions_Shell.php' ;

9

10 7>

11

12 <2 [ SERVICE_TREE /M
13 /lbreadth - first recursion thr ough Services .Attributes

14 /I Print the tree level and attribute
15 function  service_tree( $ID, $level ){

16

17 $query = sprintf( "SELECT attribute_ID,

18 attribute,

19 description,

20 parent_ID

21 FROM Attributes

22 WHERE parent_ID= $ID")

23 or die (mysql_error() . "\ n Query30: " . $query );
24

25 $result  =mysqgl_query(  $query );

26 while  ($row = mysqgl_fetch_array( $result ) {

27 ?>

28 <table border= "0" cellspacing= "0" cellpadding= "4" >
29 <tr>

30 <td width= "200" >

31 <? [/ladd [one space]*[attribute level]

32 Il for readability

33 for ($i =0; $i < Slevel ; S$i++){

34 echo "&nbsp" ;

35 }

36 /lprint the level, attribute name, and description for each
37 /I attribute

38 echo "{" .$level ."}" . $row [ attribute’ 1;
39 ?>

40 </td>

41 <td><div  style= "border : solid 0 #060;

42 border - color :rgb(248, 180, 66);
43 border -left -width :2px;

44 padding -left :0.5ex ">

45 <li> <? echo $row [ 'description’ 1, 7>
46 </li>

a7 </div>

48 </td>

49 </tr></table>

50 <?

51 /lif the attribute has services, print them

52 match_service_attributes( $row [ ‘attribute_ID' D;
53 /lrecurse through the attribute tree and add a level each time
54 service_tree( $row [ ‘attribute_ID' ], S$level +1);
55

56}

57 ?>

58

59 <? /T CATEGORY _TREE /I

60 /lbreadth - first recursion through Services .Attributes
61 /I Print the tree level, attribute, and checkbox

62 function  category tree  ($ID, $level ){
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")

63
64 $query = sprintf( "SELECT attribute_ID,
65 attribute,
66 description,
67 parent_ID
68 FROM Attributes
69 WHERE parent_ID= $ID")
70 or die (mysql_error() . "\ n Query22:" . $query );
71
72 $result  =mysgl_query(  $query );
73 while  ($row = mysql_fetch_array( $result ) {
74 ?>
75 <table border= "0" cellspacing= "0" cellpadding= "4" >
76 <tr>
7 <td width= "200" >
78 <? /ladd [one space]*[attribute level]
79 /I for readability
80 for ($i =0; $i < Slevel ; S$i++){
81 echo "&nbsp" ;
82
83 /lprint the level, attribute name, and description for each
84 /I attribute
85 echo "{" .$level ."}" . $row [ attribute’ 1;
86 ?>
87 <? /IList the user names with a ch eckbox and whether
88 /I he or she is an administrator
89 /[Display the current assignments upon opening,
90 Il Insert reassignments upon "Submit All".
91 echo display_cate  gory_checkbox ( $row [ ‘attribute D'
92 </td>
93 <td><div  style= "border : solid 0 #060;
94 border - color :rgh(248, 180, 66);
95 border -left -width :2px;
96 padding -left :0.5ex ">
97 <li> <? echo $row [ 'description’ 1, ?>
98 </li>
99 </div>
100 </td>
101 </tr></table>
102 <?
103 /lif the attribute has servi ces, print them
104 // match_service_attributes($row/['attribute_ID");
105 /Irecurse through the attribute tree and add a level each time
106 category_tree  ( $row [ ‘attribute D’ ], S$level +1);
107
108}
109 ?>
110
111 <2 /I 1111l DISPLAY_CATEGORY_CHECKBOX /I
112 /IReturn matching services for an attribute
113 function display_category_checkbox ( $attribute_ID ) {
114
115 /ffind out which attributes have associated services
116 $query = sprintf(  "SELECT Services_service_ID
117 FROM Attributes_have_Services
118 WHERE Attributes_attribute_ID= $attribute_ID
119 $result = mysqgl_query(  $query );
120
121 while  ($row = mysqgl_fetch_array( $resu It )){
122 /lcreate a table for each service to display
123 /Il below the attribute
124 return  "<input type= \ "checkbox \"
125
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126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188

}

name=\ "cc_category(] \"
value= \"" . $attribute_ID R >

return NULL;

>

<? T MATCH_SERVICE_ATTRIBUTES /TN

{

/Iprint matching services for an attribute
function match_service_attributes( $ID)

/ffind out which attributes have associated services
$query = sprintf( "SELECT Services_service_ID

FROM Attributes_have_Services

WHERE Attributes_attribute_1D= $ID");
$result  =mysqgl_query(  $query );

while  ($row = mysql_fetch_array( $result ) {
/lcreate a table for each service to display

/Il below the attribute ?>
<table border= "0" cellspacing= "0" cellpadding= "4" >
<tr>
<td valign= "top" >
<?
/lprint each matching service
display_service( $row [ 'Services_service_|D' D;

/lif the user clicks the service_ID, load SESSION
/I svc_do  wnload with the service ID
/I svc_path with the filesystem full path
/I svc_filename with Services.filename
if (isset ($_SESSION 'svc_download" ])and
sending_geni_heartbeats()) {
subm it_ download( $_SESSION 'svc_download  ]);

/lget the file size to give the client some idea
/I of how long the download will take.
$svc_path = $ SESSION 'svc_path' |;
$svc_filename = $_SESSION] 'svc_filename' 1;
$file_size = Is -hal $svc_path \

| grep  $svc_filename \

| awk {print $5}" ;
$message = "Downloading: $svc_filename \nSize: $file_size "
/[format for JavaScript
$message =preg_replace( "/ \r?\n/, "\\n",

addslashes( $message));

/[display the alert box with filename and size
echo "<script type= \ "text/javascript \">\n";
echo " alert( \ "$message\"); \n";
echo "</script> \n\n";

/Iredirect to download_service.php

echo '<META HTTP - EQUIV="Refresh"
Content= "0;
URL=download_service.php">' ;

exit ;
>
<?
}
>
</td>
</tr>
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189 </table>

190 <?

191 }

192}

193 ?>

194

195 <2/ DISPLAY _SERVICE /T
196 /IDisplay the service that matches the service_ID

197 function display_service( $service_ID ) {

198

199 /Ipull from the Services database

200 $query = sprintf( "SELECT serv ice_ID,

201 name,

202 filename,

203 description,

204 developer,

205 publisher

206 FROM Services

207 WHERE service_ID= $service_ID ");
208 $result  =mysgl_query(  $query );

209

210 /lprint the service as a table. This table is uniquely formatted

211 ?>

212 <table style= "font -family : monospace;

213 border= "0"

214 cellspacing=  "10"

215 cellpadding=  "4" >

216 <tr>

217 <th></th>

218 <th></th>

219 <th align= "left" >Service </th>

220 <th align= "left* >Description  </th>

221 <th align= "left" >Developer </th>

222 <th align= "left" >Publisher </th>

223 </tr>

224 <?

225 while  ($row = mysql_fetch_array( $result ) {
226 ?>

227 <tr>

228

229 <?

230 $printed = FALSE

231 //If the service has not been printed already,

232 Il print the INSTALLED service array

233 foreach ($_SESSION 'svc’ ] as $svc_ID ){
234

235 /lif the service_ID matches the one in the row
236 if (! $printed AND $svc_ID == $row [ 'service_ID' D{
237 ?>

238

239 <td width= "190" >

240 <? //Placeholder cell ?>
241 </td>

242

243 <td valign= "top" align= "center" width="100" >
244 <font color= "green" ><b>Installed </b></font>
245 </td>

246

247 <td valign= "top" width= "100" >
248 <? echo $row['name' ]; ?>
249 </td>

250

251 <td valign= "top" width= "700" >
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252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
201
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314

<? echo $row [ 'description’ 1, ?>
</td>

<td valign= "top" width= "125" >
<? echo %$row|[ 'developer ], ?>

</td>
<td valign= "top" width= "150" >
<? echo $row [ 'publisher’ 5, 7>
</td>
<? /[The table and row either end here or in
/1 if('printed) below ?>
</tr>
</table>
<?
/Iset $printed to true, otherwise this prints
/I the same service times the number of total
/] services the user has
$printed = TRUE
}
/fif it is not printed, then it is not installed
/I Give the user the option to download the service
if (! $printed ){
>
<td width= "190" >
<? //Plac eholder ?>
</td>
<? //Display the service_ID in the submit button
/I as the value. 7>

<td valign= "top" align= "center" width= "100" >
<form id= "form_downlo ad"
method= "POST"
action= "choose_service.php" >
<input type= "submit"
value= " <? //When clicked, set the button text to
// "Downloading"
if (isset ($_SESSION 'svc_path® ]){
echo "Downloading” ;

else echo $row [ 'service_ID' 1, >
name="svc_download" >
</form>
</td>

<td valign= "top" width= "100" >
<? echo $row[name' ], ?>

</td>

<td valign= "top" width= "700" >
<? echo $row [ 'description’ 1, ?>
</td>

<td valign= "top" width= "125" >
<? echo $row|[ 'developer ], ?>

</td>
<td valign= "top" width= "150" >
<? echo $row [ 'publisher’ 1, 7>
</td>
<ftr>
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315 </table>

316 <? /INow this service's table is definitely printed,
317 Iif it exists

318 $printed = TRUE

319 }

320

321}

322 ?>

323

324 <? T DIRECTORY_TREE /TN

325 //[Depth - first recursion to find the full path of the file

326 /I based on the MSS_SERVICES and it's attribute description

327 function directory_tree( $attribute_ID , $full_path =" ){
328

329 $query = sprintf( "SELECT attribute_ID,

330 attribu  te,

331 parent_ID

332 FROM Attributes

333 WHERE attribute_ID= $attribute_ID ");
334 $result  =mysgl_query(  $query );

335 $row = mysql_fetch_array( $result );

336 /[This recurses backwards to the top of the tree, so

337 I put the next attribute BEFORE the last.

338 if ( $attribute_ID == NULL {

339 $temp = $row [ ‘attribute’ 1. " L $full_path

340 $full_path = MSS_SERVICES. $temp ;

341 return  (string)  $ful [_path ;

342}

343 else {

344 $temp = $row [ ‘attribute’ ] L $full_path

345 $full_path = $temp;

346 return  directory_tree( $row [ ‘parent_ID" ], S$full_path );
347

348}

349 7>

350 <? /i SUBMIT_DOWNLOAD /il i

351 /Nload SESSION svc_path with the full path name
352 function submit_download(  $service_ID ) {

353

354 //match the attribute to the service

355 $query = sprintf( "SELECT service_|ID,

356 at tribute_ID,

357 filename,

358 shasum

359 FROM view_Attributes_Services

360 WHERE service_ID=$service_ID ");
361 $result  =mysgl_query(  $query );

362 while ($row = mysql_fetch_array( $result ) {

363 //[Recursive directory tree + filename = full path

364 $_SESSION 'svc_path' 1=

365 directory_tree( $row [ ‘attribute_ID' | D
366 $ _SESSION 'svc_filename' 1= S$row[ filename’ 1;
367 $_SESSION 'svc_shasum' ]= $row[ 'shasum' J;

368

369 }

370 ?>
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functions_shell.php

1 <?php
2 //Purpose: Runs shell scripts on the host
3 /IMeans: uses the backtick operator as user ‘www - data' (The default
4 // apache user) on the host, scp's and ssh's as user MSS_USER
51 on the client
6 //Conventions: THIS RUNS AS THE APACHE USER 'www - data’, SO
71 ASSUMING MSS_USER = 'workers'
8 // ON THE SERVER:
9/ - change www - data’ s default shell to bash
10 // in /etc/passwd
11 7/ - add these groups:
12 // usermod -a - G workers www - data
13 // (allows www - data to run the shell scripts)
14 // usermod -a - G mssw ww data
15 // (all MSS users belong to group mss)
16 // - set the UID/GID on /home/work/MSS directory to:
17 // chmod ug+s /home/work/MSS
18 // chmod 0770 /home/work/MSS
19 // -add the private key and change ownership to www - data, e.g.,
20 // - copy the Eucalyptus private key into the /home/workers/.ssh
21 /1 directory, then:
22 /I chown www - data:www - data barrowkey.private
23 /I chmod 0600 barrowkey.private
24 | ON A CLIENT EUCALYPTUS INSTANCE (Ubuntu 11.04):
25 /I - as root...
26 // - add group mss
27 /I addgroup mss
28 /I usermod -a - G mss ubuntu
29 // - add directory /usr/share/MSS
30 // mkdir /usr/share/MSS
31 // chown ubuntu:mss /usr/share/MSS
32 // ON A PHYSICAL CLIENT:
33 // - add group mss
34 // addgroup mss
35 // - add user workers
36 // adduser workers
37 1/ usermod -a - G mss workers
38 // - add directory /usr/share/MSS
39 // mkdir /usr/share/MSS
40 // chown workers:mss /usr/share/MSS
41 /] ON A PHYSICAL SERVER FOR A EUCALYPTUS INSTANCE:
42 /] - for instance, on the MSS "Add Clent" webpage, add:
43 // User Name [unique name, such as its IP, or IP - PORT]
44 /] P
45 /] PORT
46 // PRIVATE KEY [the eucalyptus key, such as
47 |/ /home/orca/mykey.private]
48 // MSS USER [ubuntu]
49 // ON A PHYSICAL SERVER:
50 // su workers
51 // - use passwordless ss h by placing the public key in the
52 /] authorized_users file. For instance:
53 // ssh - keygen
54 /I ssh -copy -id  0- p XXXX -i~/.ssh/id_dsa.pub workers@client.ip.
55 // (the public key must be i n /home/workers/.ssh/authorized_keys)

56 //Author: John P. Quan
57 /Version: 1.0

58 //Date: 20120105
59 7>

61 <?
62 include_once ‘functions_php.php' ;
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63 include_once ‘functions_User.php'

64 7>

65

66 <? /I SENDING_GENI_H EARTBEATS /T
67 /lwget the ORCA Registry and check to see if the MSS_PARENT (sponsor)
68 /s in it.

69 /I return TRUE || FALSE

70 function sending_geni_heartbeats() {

71
72 /Ish_check_heartbeats wgets the ORCA Actor Registry, greps for
73 /I url: [url of all actors]
74 /I amdiff: [if this is > 0, you're not actively donating
75 /I 'and returns an array( [0]=> url_0
76 1l [1]=> amdiff_0O
77 I [2]=>url_1
78 1l [38]=> amdiff_1...)
79 $heartbeats = GENI_HEARTBEATS;
80 $script =MSS_HOME.MSS_SCRIPTS;
81
82 /IDownload the ORCA Actors Registry
83 Il amdiff is greater than O if t he actor is NOT donating,
84 /I or if the actor does not exist on the page.
85 $h_arr =explode( /' , $heartbeats );
86
87 /IGet the page name at the end of GENI_HEARTBEATS. As of
88 /I this writing, the name of the page is "actor s.jsp”
89 $page =end( $h_arr );
90
91 //Run the shell script to get all actors
92 /I and check for sponsor's heartbeats
93 $data = ‘/bin/bash $script  /sh_check_heartbeats $heartbeats  $page " ;
94 $actors =explode( "" , $data );
95
96 /In HTTP_HOST IP:PORT, exclude the port because the host is
97 /Il serving the GENI control framework on a different one, so
98 /I'it will not find a match with HTTP_HOST in the Actors Registry
99 /Il e.g., GENI CF: 11080, MSS : 12080
100 $ip =explode( " , $_SERVER'HTTP_HOST']);
101
102 I know | (the sponsor) am sending heartbeats
103 /I because | $found myself in the $actors array...
104 $found =key_array_search( $ip [0], $actors );
105
106 if ($found ) {
107 /l...and the next value in $found + 1 equals O...
108 if ($actors [$found +1]==0)({
109 /I...so the child (user) can download the service
110 return  TRUE
111 }
112 /l...else | must not be sending heartbeats, so the user cannot
113 /I download new services.
114 else {
115 echo "<font color="red>
116 Service Downloading Disabled. No heartbeats present.<BR>
117 Please co ntact your adminstrator.
118 <color>" ;
119 return FALSE
120 }
121}
122 /l...else | am not in the Actor Registry, so the user cannot
123 /I download new services.
124 else {
125 echo "<font col or="red>
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126 Service Downloading Disabled. No heartbeats present.<BR>
127 Please contact your adminstrator.

128 <color>" ;

129 return  FALSE

130

131}

132 7>

133

134 <2/ DOWNLOAD S ERVICE /T

135 /I Download the service to the client.

136 function download_service(  $svc_path , $svc_filename ) {
137

138 /IOnly download if the service does not exist on the client.

139 /' We can do this because n ew releases of a service will be
140 /I named differently.

141 $command = "Is -hal $svc_path

142 | grep  $svc_filename

143 | awk {print $5}" ;

144

145 $return = send_client_command( 'ssh' , $command);
146

147 [lfile_size returns the file size or a single character. | was

148 /I not able to figure out what this character is in a timely

149 / manner.

150 if (strlen(  $return ) <2){

151

152 l/Make the MSS directory i n MSS_SERVICES if it doesn't exist
153 $command = "mkdir -p $svc_path ";

154 send_client_command( 'ssh" , $command);

155

156 I/Rsync the file to the client

157 send_client_command( file' , NULL $svc_path , $svc_filename );
158

159 else echo "File  $svc_filename previously installed. " ;
160}

161 ?>

162

163 <2 [T DOWNLOAD_SERVICE /T
164 // Download the service to the client.

165 function download_category(  $dir_path ) {

166

167 /IPrepare to take the last directory name off of

168 /I the string

169 $tmp =explode( "/ , S$dir_path );

170 /[The dir_path ends in a "/", so you have to pop

171 /I it once for the copy directory...

172  array_pop( $tmp) ;

173 //Put the shortened path back together

174 $copy_this_dir =implode( "/ , $tmp);

175 /l...and a second time for the copy location

176 $category  =array_pop( $tmp);

177 //Put the shortened path back together

178 $loc =implode( "/ ", $tmp);

179

180 //[Echo the results

181 echo "Copiedthe " . $category . "categoryto " . $loc . "<BR>";
182

183 l/Make the MSS directory in MSS_SERVICES if it doesn't exist
184 $command = "mkdir -p" .$dir_path ;

185

186 send_cl ient_command( 'ssh’ , $command);

187

188 /IRecursive secure copy the directory to the client
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189 send_client_command( ‘dirt, NULL $loc , $copy_this_dir );
190}

191 7>

192

193 <? /I COMPARE_SHASUMS /I

194 /I Compare the SHASUM on the client to the session svc_shasum.

195 function compare_shasum( $svc_path , $svc_filename ){
196

197 /IGet the shasum from the client

198 $command = “"shasum" . $svc_path . $svc_filename ;
199 $shasum = send_client_co mmand(ssh’ , $command);
200

201 if (strcmp( $shasum, $_SESSION 'svc_shasum' ])) return TRUE
202 else return FALSE

203}

204 ?>

205

206 <? /I DEL_DOWNLOADED _SERVICE /I
207 /I Delete the downloaded service from the client.

208 function del_downloaded_service ($svc_path , $svc_filename ) {
209

210 /IRemove the service from the client

211 $command = "rm" . $svc_path . $svc_filename ;
212 send_client_command( 'ssh' , $command);
213}

214 ?>

215

216 <? [T SEND_CLIENT_COMMAND /i
217 [[Type is either 'rsync' or the default 'ssh’

218 /I ssh commands require (‘ssh’, [command])

219 /I rsync commands require (‘file', NULL, path, file_to_copy) or

220 //rsync commands require (‘dir', NULL, path, dir_to_copy)

221 //Use SSH to connect rsync and download the service because this
222 [/ is often the only port open for Eucalyptus instances (VMs).

223 function send_client_command(  $c_type ='ssh' ,

224 $command=NULL,

225 $path =NULL,

226 $copy_this  =NULL) {

227

228 $script = MSS_HOME.MSS_SCRIPTS;

229

230 /[The MSS user that performs MSS transactions. For instance,
231 /I physical clients may add user ‘workers', but Eucalyptus instances
232 /I often require user 'root' or 'ubuntu' to log in.

233 $user =(string)  get_client_mss_user();

234

235 /[The address you are sending the service to...

236 $address =(string) $_SERVER'REMOTE_ADDR];

237

238 /l... and the port

239 $port = (string)  get_client_port();

240

241 /l...and use the client's private key.

242 $private_key = (string) get_client_private_key();

243

244

245 //Run ssh commands

246 if ($c_type === 'ssh’ ){

247

248 //Add quotes around the command for clarity...

249 $ssh_command = "\ " . $command "\ " ;

250

251 /l...and send using the BASH script sh_ssh_com mand
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252 $data ="/bin/bash $script  /sh_ssh_command  Suser \

253 $address \

254 $port  \

255 $private_key \
256 $ssh_command " ;
257 return  $data ;

258 }

259 //Run rysnc to download a service to the client

260 elseif ($c_type === file' ) {

261

262 $full_path = $path . $copy_this ;

263 $loc = $path ."" ;

264

265 /l...and send using the BASH script sh_rsync_command

266 $data ="/bin/bash $script  /sh_rsync_command  $user \

267 $address \
268 $port  \

269 $private_key \
270 $full_path $loc
271 return  $data ;

272}

273 //Run rsync to download a directo ry to the client

274 elseif ($c_type === 'dir ){

275

276 /[This is the full path of the directory

277 $full_path = $copy_this ;

278 /[This is the directory just above the one you

279 /[ want to copy

280 $loc = $path ;

281

282 /l...and send using the BASH script sh_rsync_command

283 $data ="/bin/bash $script  /sh_rsync_command  $user \

284 $address \
285 $port  \

286 $private_key \
287 $full_path $loc " ;
288 return  $data ;

289 }

290 else

291 echo "Type must be 'file', 'dir', or 'ssh'.<BR>" :

292 return - 1;

293

294}

295 7>
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functions_User.php

1 <?php
2 [IPurpose: User related functions
3 //Author: John P. Quan
4 //Version: 1.0
5 //Date: 20120105
6
7 include_once "../scripts/connect_User s.php' ;
8 include_once "..Iscripts/connect_orca.php” ;
9
10 connect_Users();
11 27>
12
13 <? /i AUTHORIZED _USER /T
14 /ICompare the session actors array with the server IP
15 / to determine w hether the user can access the website
16 function check_authorized_user() {
17
18 /IAllows for special case of no actor/user assignments,
19 /Il such as when MSS is first installed.
20 /IThis always allows local administrators in to the s ponsor, even
21 / when no users are assigned to actors.
22 /[The site will not allow access for others
23 /I unless a local administrator assigns the user to the sponsor and
24 /I at least one actor.
25 if ($_SESSION 'administr  ator' ]==1)({
26 $_SESSION 'authorized_user' 1= ‘“true" ;
27
28 lISee if the client IP is a sponsor to set whether the
29 /I administrator can download to it. The local admin can
30 Il always choose to make thi s IP a sponsor, and the act of
31 /I doing so cements which IPs the admin wants to allow to download.
32 $ip_explode  =explode( "" , $ SERVER'REMOTE_ADDRY]);
33
34 foreach ($_SESSION ‘actors’ ] as $value ){
35
36 $query = sprintf( "SELECT sponsor,
37 ip,
38 guid
39 FROM Actor
40 WHERE ip='%s'
41 AND guid="%s" ,
42 mysql_real_escape_string( $ip_explode [0]),
43 mysql_real_escape_string( $value ))
44 or die (mysql_error() . "\'n Query7:" . $query );
45 $result  =mysqgl_query(  $query );
46
47 /Nif the server IP address is in the user's assigned
48 /I session actors, return TRUE, else return FALSE.
49 while ($actor = mysql_fetch_array( $result ) {
50
51 //Find out if one of the author ized sponsors is this server
52 if ($actor ['sponsor ]==
53 and authorized_sponsor( $actor ['guid” ]){
54 $_SESSION 'authorized_sponsor’ 1= T“true" ;
55 }
56 }
57 }
58 return  TRUE
59 1}
60 else {
61
62 /IThe person who logged on is not an adminstrator, but
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63 /I he or she must be a client administrator or a user, so
64 /l find out if he or she is a llowed access.

65 $ip_explode  =explode( " , $ SERVER'HTTP_HOST']);

67 foreach ($_SESSION ‘actors’ ] as $value ){

69 $query = sprintf( "SELECT sponsor,
70 ip,

71 guid

72 FROM Actor

73 WHERE ip='%s'

74 AND guid="%s""

75 mysql_real_escape_string( $ip_explode [0]),

76 mysql_real_escape_string( $value ))

7 or die (mysql_error() . "\ n Query31:"
78 $result  =mysqgl_query(  $query );

80 /If the server IP address is in the user's assigned

$query );

81 /] session actors, return TRUE, else return FALSE.
82 while ($actor = mysql_fetch_array( $result ) {

84 /[Find out if one of the authorized sponsors is this server

85 if ($actor ['sponsor ==
86 and authorized_sponsor(
87 $_SESSION 'authorized_sponsor'

90 /ISee if the user is authorized on this actor
91 $query = sprintf( "SELECT Actor_guid,

$actor ['guid” D) {

1= Ttrue"

92 User_user_ID

93 FROM Actor_has_User

94 WHERE Actor_guid='%s" ,

95 mysql_real_escape_ string( $actor ['guid" ]))
96 or die (mysql_error() . "\ n Query8: " . $query );

97 $result  =mysql_query(  $query );
99 while ( $A_h_U =mysql_fetch_array(

101 if ($A_h_U[ 'User_user_ID' ==
102 $_SESSION ‘'authorized_user'

104 return TRUE

107 }

108 }

109 $_SESSION 'authorized_user' ]= Trfalse"
110 return  FALSE

111

112}

113 ?>

114

115 <? function authorized_sponsor( $guid ) {

116

117 /IClose the Users connection so authorized _sponsor() can
118 /I connect to the GENI db

119 mysgl_close(connect_Users());

120

121 //If the actor guid matches a sponsor guid

122 /I return TRUE, else return FALSE.

123

124  connect_orca();

125
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126 $query = sprintf( "SELECT act_guid

127 FROM Actors

128 WHERE act_guid='%s""

129 mysql_real_escape_string( $guid ))

130 or die (mysql_error() . "\ n Query18: " . $query );
131 $geni_result =mysql_query(  $query );

132

133 while ($geni_row = mysql_fetch_array( $geni_result ) {
134

135 /IFind out if one of the authorized sponsors is this server
136 if (isset ($geni_row ['act guid" ]){

137

138 mysql_close(connect_orca());

139

140 connect_U sers();

141

142 return  TRUE

143 }

144 '}

145

146  mysqgl_close(connect_orca());

147

148 connect_Users();

149

150 return FALSE

151}

152 ?>

153

154 <? /i ADD_USER_SERVICE /Il Mt
155 /I Add the service to the user's list

156 /I of services and update the total

157 /I number of users using the service

158 function add_user_service( $service_ID ) {

159 /llInsert the user_ID and service_ID into

160 /l User_has_Services

161 $user ID = $_SESSION 'user ID" ];

162 $query = mysql_query(

163 "INSERT INTO User_has_Services (

164 User_user_ID,

165 Services_service_ID)

166 VALUES( ' $user_ID ',

167 " $service_ID )" )

168 or die (mysql_error() . "\ n Query9: " . $query );
169}

170 ?>

171

172 <2 [T INCREMENT _SERVICE_TOTALS /i
173 /lincrement the service totals if the user downloads the service
174 function increment_service_totals( $service_ID ) {

175

176

177 if (!service_ID_exists( $service_ID  )){

178 $query = mysql_query(

179 "INSERT INTO Services (service_ID)

180 VALUES( $service ID )" )

181 or die (mysql_error() . "\'n Queryl0: " . $query );
182

183 /[find the current service total

184 $query =sprintf(  "SELECT service_ID,

185 tota Is

186 FROM Services

187 WHERE service_ID=$service_ID ") //,
188 or die (mysql_error() . “\'n Queryll:" . $query );
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189

190 $result  =mysqgl_query(  $query );

191 $i =0;

192 while ($row = mysql_fetch_array( $re sult ) {

193 $i = $row][ ‘totals’ 1

194 $i ++;

195 $update = sprintf( "UPDATE Services

196 SET totals= $i

197 WHERE service_ID= $service_ID ")
198 or die (mysqgl_err or() . "\ n Queryl12:" . $update );
199

200 mysql_query( $update );

201

202}

203 ?>

204

205 <? /I DECREMENT_SERVICE_TOTALS /T
206 /IDecrement the service totals if the user downloads the service
207 function decrement_service_totals( $service_ID ) {

208

209 /ffind the current service total

210 $query =sprintf(  "SELECT service_ID,

211 totals

212 FROM Services

213 WHERE service_| D=$service_ID ") //,
214  or die (mysqgl_error() . "\ n Queryl13: " . $query );
215

216 $result  =mysgl_query(  $query );

217

218 while ($row = mysql_fetch_array( $result ) {

219 /[Delete the row if the last user deletes the service

220 if ($row [ 'totals’ 1==1){

221 $query = mysql_query(

222 "DELETE FROM Services

223 WHERE service_ID= $service_ID ")
224 or die (mysql_error() . "\ n Queryl4:" . $query );
225 }

226 else {

227 /ldecrement totals by 1

228 $i = $row [ 'totals' 1;

229 $i - ;

230 $update = sprintf( "UPDATE Services

231 SET totals= $i

232 WHERE service_ID =$service_ID ")
233 or die (mysql_error() . "\ n Queryl5: " . $update );
234

235 mysql_query( $update );

236 }

237

238}

239 7>

240

241 <? /TN ACTOR_IP_EXISTS /T

242 /IReturn TRUE for matching IP address, FALSE OTHERWISE

243 function actor_ip_exists( $ip ) {

244

245 //[Remove the port from the ip

246 $ip_explode  =explode( " , $ip);

247

248 /ICheck to see if the parent or child ip is in the Users.Actor database
249 $query = sprintf( "SELECT ip

250 FROM Actor

251 WHERE ip="%s""
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252
253
254
255
256
257
258
259
260}
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279}
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304}
305
306
307
308
309
310
311
312
313
314

mysql_real_escape_string( $ip_explode

or die (mysql_error() . "\ n Queryl6: " . $query );

$result  =mysqgl_query(  $query );
while ($row = mysql_fetch_array( $result ) {
if (isset ($row['ip' 1) return TRUE

return FALSE
>

<? I SERVICE_ID_EXISTS /A
/IReturn TRUE for matching service, FALSE OTHERWISE
function service_|D_exists( $service_ID ) {

/ICheck to see if the service is in the Users.Service database
$query = sprintf( "SELECT service_ID

FROM Services

WHERE service_|ID="%s"" ,

mysql_real_escape_string( $service_ID )
or die (mysql_error() . "\ n Queryl7:" . $query );
$result  =mysgl_query(  $query );
whil e($row = mysql_fetch_array( $result ) {
if (isset ($row [ 'service ID' 1)) return TRUE
}
return FALSE
?>
<? T GET_CLIENT_PORT /M
//[Return the port num ber for matching IP address, FALSE OTHERWISE

function get_client_port() {
foreach ($_SESSION 'actors’ ] as $value ){

//Get the client port from the Users.Actor database
$query = sprintf( "SELECT port
FROM Actor
WHERE ip='%s'
AND guid="%s"
mysql_real_escape_string(
mysql_real_escape_string( $value ))

or die (mysql_error() . "\ n Query32: " . $query );

$result  =mysgl_query(  $query );
while ($row = mysql_fetch_array( $result ) {

if (isset ($row['port’ 1) return  $row [ ‘port’

return  FALSE

7>

<? [ GET_CLIENT_PRIVATE_KEY /TN

/IReturn the port number for matching IP address, FALSE OTHERWISE

function get_client_private_key() {
foreach ($_SESSION ‘actors’ ] as $value ){

//Get the client private key from the Users.Actor database
$query = sprintf( "SELECT private_key_loc

~ 171~

[0D)

$_SERVER'REMOTE_ADDR]),

M



Volume llI: Software Design for Mutualistidt®are Services (MSS) Version 1.0

315
316
317
318
319
320
321
322
323
324
325
326
327
328

329}

330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353

354 }

355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376

377}

FROM Actor
WHERE ip='%s'
AND guid="%s"

mysql_real_escape_string( $_SERVER'REMOTE_ADDR]),
mysql_real_escape_string( $value ))
or die (mysql_error() . "\ n Query33: " . $query );

$result  =mysql_query(  $query );
while ($row = mysql_fetch_array( $result ) {

if (isset ($row [ 'private_key loc' 1)) return  $row [ ‘private_key_loc'

return FALSE

>

<? [N Ge T_CLIENT_MSS_USER /i
//Get the mss_user for the matching IP address, FALSE OTHERWISE

function get_client_mss_user() {

foreach ($_SESSION 'actors’ ] as $value ){

/IGet the client u sername from the Users.Actor database
$query = sprintf( "SELECT mss_user
FROM Actor

WHERE ip='%s'
AND guid="%s"

mysql_real_escap e_string( $ SERVER'REMOTE_ADDRY]),
mysql_real_escape_string( $value ))
or die (mysql_error() . "\ n Query19: " . $query );

$result  =mysgl_query(  $query );
while ($row = mysql_fetch_array( $result ) {

if (isset ($row['mss user' 1)) return  $row|[ 'mss user J;

return FALSE

?>

<? NN GET_USER_SERVICES /T
function get_user_services 0{

unset_svc_vars();
if (! isset ($_SESSION 'svc' 1) {

$_SESSION 'svc' ]= array ();

/IList the user's services as a array in SESSION
$query = sprintf( "SELECT User_user_ID,
Services_service_ID
FROM User_has_Services
WHERE User_user_ID="%s""
mysql_real_escape_string( $_SESSION 'user_ID"  ]);
$result  =mysql_query(  $query );

while ( $row =mysql_fetch_array( $result ) {
array_push( $ SESSION 'svc' ], $row[ 'Services_service ID' I)E
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378 ?>

379

380 <? /TN GET_USER_SERVICES /I Mt
381 function get_user_actors( $user_ID ) {

382

383 /IList the user's services as a array in SESSION

384 $ _SESSION ‘actors' 1= array ();

385

386 $query = sprintf( "SELECT Actor_guid,

387 User_user_ID

388 FROM Actor_has_User

389 WHERE User_user_ID="%s""
390 mysql_real_escape_string( $user_ID ));

391 $result  =mysqgl_query(  $query );

392

393 while ( $row =mysq|l_fetch_array( $result ) {
394 array_push( $ SESSION ‘actors' ], $row [ 'Actor guid' D;
395

396 }

397 ?>

398

399 <? /T GET_USER_ASSIGNMENTS /T
400 function get_user_assign  ments( $guid ) {

401

402 /IList all users under each actor

403 $query = sprintf( "SELECT user_ID,

404 name,

405 administrator

406 FROM User");

407 $result = mysql_query( $query );

408

409 while ( $row =mysq|l_fetch_array( $result ) {

410

411 ?> <table border= "0" cellspacing= "10" cellpadding= "1" >
412 <tr>

413 <? /IList the user names with a checkbox and whether

414 /' he  or she is an administrator

415 /[Display the current assignments upon opening,

416 Il Insert reassignments upon "Submit All". ?>

417 <td align= "center" width="100" >

418 <? echo ‘<input type="checkbox"

419 name="au_assign[]"" .

420 set_au_value( $guid , $row [ 'user_ID" ). .
421 get_au_checked( $guid , $row['user ID' 1. /> ; 2>
422 </td>

423

424 <td width= "200" >

425 <? echo $row[name' ]; ?>

426 </td>

427

428 <td style= "font -family :monospace; ">

429 <? if ($row[ 'administrator' 1==0) echo " ;

430 elseif  ($row [ 'administrator' 1==1) echo 'LOCAL Admin' ;
431 elseif  ($row [ 'administrator' 1==2) echo 'Client Admin' ;
432 else echo 'User type unknown!

433 Contact your Local Administrator.' ;7>
434 </td>

435 </tr>

436 </table>

437 <? '}

438}

439 7>

440
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441 <? [T SET_NALUE M

442 /IReturns a space separated string of Actor_guid, user_ID
443 function set_au_value( $guid , $user_ID ){

444

445 return  “value= \"™ .$guid ."" .S$user_ID ."\";
446 }

447 ?>

448

449 <? [T GET_CHECKED /i
450 function get_au_checked( S$guid , S$user_ID ){

451

452 //ICheck the checkbox if the user currently can download from
453 /I the actor

454 $query = sprintf(  "SELECT Actor_guid,

455 User_user_ID

456 FROM Actor_has_User

457 WHERE Actor_guid="%s" ,
458 mysql_real_escape_string( $guid ));
459 $result  =mysql_que ry( $query );

460

461 while ( $row =mysql_fetch_array( $result ) {

462 if ($row [ 'User_user_|D’ == S$user_ID ){

463 return  "checked= \"checked \" ;

464 }

465

466 }

467 ?>

468

469 <? /T NULL_NU_VARS /I T

470 /I Unset only the NEW USER variables
471 function null_nu_vars()

472§

473 /lUnset session variables

474 unset ($_SESSION 'nu_name' 1J);

475 unset ($_SESSION 'nu_passwordl" J);

476 unset ($_SESSION 'nu_passwo rd2" J);

477 unset ($_SESSION 'nu_administrator’ ;
478 unset ($_SESSION 'nu_mysgl_user 1]);

479 unset ($_SESSION 'nu_mysql_password1' D;
480 unset ($_SESSION 'nu_mysql_password?2' D;
481 unset ($_SESSION 'nu_mysql_host' D;

482 unset ($_SESSONJ 'nu_submit" 1J);

483

484 /lUnset page variables

485 unset ($_POST 'nu_name' J);

486 unset ($_POST 'nu_passwordl" 1]);

487 unset ($_POST 'nu_password2" 1]);

488 unset ($_POST 'nu_administrator' D;

489 unset ($_POST 'nu_mysqgl_user' 1J);

490 unset ($_POST 'nu_mysql_passwordl’ D;
491 unset ($_POST 'nu_mysql_password2’ D;
492 unset ($_POST 'nu_mysgl_host' D;

493 unset ($_POST 'nu_submit' )

494}

495 7>

496

497 <2 NI UNSET_SVC_VARS /T it

498 /' Unset only the SVC variables
499 function unset_svc_vars()

500 {

501 /lUnset session variables

502 unset ($_SESSION 'svc' ]);

503 unset ($_SESSION 'svc_download  J);
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504 unset ($_SESSION 'svc_path" ]);
505 unset ($_SESSION 'svc_filename’ s
506 unset ($_SESSION 'svc_shasum' 1J);
507

508 /lUnset page variables

509 unset ($_POST 'svc' J);

510 unset ($_POST 'svc_download" 1]);
511 unset ($_POST 'svc_path' 1]);

512 unset ($_POST 'svc_filename' D;
513 unset ($_POST 'svc_shasum' 1]);
514}

515 7>

516

517 <? NI UNSET_NA_NARS /T
518 /I Unset only the NEW ACTOR variables
519 function unset_na_vars()

520 {

521 /lUnset session variables

522 unset ($_SESSION[ 'na_guid" 1]);

523 unset ($_SESSION 'na_name' 1J);

524 unset ($_SESSION na_ip'" 1);

525 unset ($_SESSION 'na_port" 1]);

526 unset ($_SESSION 'na_private_key_loc' s
527 unset ($_SESSION 'na_mss_user 1]);

528 unset ($_SESSION 'na_sponsor' J);

529 unset ($_SESSION 'na_submit" 1J);

530

531

532 /lUnset page variables

533 unset ($_POST 'na_guid" J);

534 unset ($_POST 'na_name' 1J);

535 unset ($_POST na_ip" 1);

536 unset ($_POST 'na_port' )

537 unset ($_POST 'na_private_key | oc' ]);
538 unset ($_POST 'na_mss_user J);

539 unset ($_POST 'na_sponsor 1]);

540 unset ($_POST 'na_submit" );

541}

542 7>

543

544 <2 [T UNSET_AU_NVARS /T
545 /I unset only the ASSIGN USER variables
546 function unset_au_vars()

547 {

548 /lUnset session variables

549 unset ($_SESSION 'au_assign’ ]);

550 unset ($_SESSION 'au_submit" 1]);

551

552 /lUnset page variables

553 unset ($_POST 'au_assign' );

554 unset ($_POST ‘a u_submit' 1J);

555}

556 ?>

557

588 <? [T ONSET_DA_NARS /TN
559 [/l unset only the DEL_ACTORS variables
560 function unset_da_vars()

561 {

562 /lUnset session variables

563 unset ($_SESSION 'de | actor' ]);
564 unset ($_SESSION 'da_submit" 1]);
565

566 /lUnset page variables
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567 unset ($_POST 'del_actor' D;
568 unset ($_POST 'da_submit" ]);
569 }

570 7>

571

572 <2 TN ONSET _DU_NVARS /I
573 /I unset only the DEL_USERS variables
574 function unset_du_vars()

575 {

576 /lUnset session variables

577 unset ($_SESSION 'del_user' 1]);
578 unset ($_SESSION 'du_submit" 1]);
579

580 /lUnset page variables

581 unset ($_POST 'del_user" 1]);
582 unset ($_POST 'du_submit" J);
583}

584 7>

585

586 <? /TN UNSET_DS_NVARS /T
587 /I unset only the DEL_SERVICES variables
588 function unset_ds_vars()

589 {

590 /lUnset se  ssion variables

591 unset ($_SESSION 'del_service' D;
592 unset ($_SESSION 'del_all_service' D;
593 unset ($_SESSION 'ds_submit' 1]);
594

595 /lUnset page variables

596 unset ($_POST 'del_service' ;i

597 unset ($_POST 'del_all_service N
598 unset ($_POST 'ds_submit’ ]);

599}

600 ?>

601

602 <? /IITHTTHTHTITITINUNSET_CC_VARS /T
603 /I unset only the CHOOSE_CATEGORY variables
604 function unset_cc_vars()

605 {

606 /lUnset session vari ables

607 unset ($_SESSION 'cc_category' D;
608 unset ($_SESSION ‘cc_submit’ ]);
609

610 /lUnset page variables

611 unset ($_POST '‘cc_category’ ;
612 unset ($_POST 'cc_submit" ]);

613}

614 7>
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header.php

1 <IDOCTYPE html PUBLIC "-//W 3C//DTD XHTML 1.0 Transitional//EN"
"http://iwww.w3.0rg/TR/xhtmI1/DTD/xhtml1 - transitional.dtd">

2 <html xmins= "http://www.w3.0rg/1999/xhtm|" >

4

5 <head>

6 <link  href= "style.css" rel= "stylesheet" type= "text/css" />
7 <titte> GENI: Mutuali  stic Software Services <[title>

8 </head>

9 <body>

10 <table cellspacing=  "20" ><tr><td><img src= "'mssLogo.png”  /></td><td><h1>
11 Mutualistic Software Services (MSS) </h1></td></tr></table>

12 <p></p>

13 <?php include ('cookie.php’ ) ?>

index.php
<?php

//[Purpose: Connect to Users with username and password.
1l Log out after 20 minutes of inactivity.

/[Author: John P. Quan

IIVersion: 1.0

/IDate: 20120105

O©CoO~NOOOUITDWN R

//Start a new Login SESSION

10 ?>

11 <? //ISTANDARD SESSION LIFE AND INACTIVITY CHECK
12 session_cache_expire( 20 );

13 session_start();

14 S$inactive =1200;

15 if (isset ($_SESSION 'start’ 1))

16 {

17 $session_life = time() - $ SESSION 'start” 1I;
18 if ($session_life > $inactive )

19

20 header( "Location: user_logout.php" );
21

22 $_SESSION 'valid_user' ] = ‘false’
23 [ICLOSE PREVIOUS SESSION*

24 $ SESSION,
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25 session_destroy();

26}

27}

28

29 $ SESSION 'start’  ]=time();

30 //BELOW IS UNNECESSARY FOR THE INDEX.PHP PAGE
31 //if($_SESSION['valid_user'] == true

32 // AND $_SESSION['authorized_user == true)

33 /4

34 7>

35

36 <? //ISTANDARD AREA TO INCLUDE FILES AND INITIALIZE DATA
37

38 include './scripts/h eader.php' ;

39 include  './scripts/connect_Users.php' ;
40 include  ‘'functions_User.php' ;

41

42 connect_Users();

43

44 |///finitialize user data

45 $_SESSION ‘valid_user' ] = "false"

46 $ SESSION 'username’ ] =

47 $ SESSION 'user_ID" ] =0;

48 $ SESSION ‘password’ ] =

49 $ SESSION ‘guid’ ] = "0" ;

50 $_SESSION 'administrator' 1= "

51 /linitialize the user's service list

52

53 echo "<h3><center>Welcome</center></h3>" :
54

55 ?>

56

57 <?php //If there is no username/password, enter them
58

59 if ($_POST 'username’ ]== ")

60 {

61 ?>

62

63 <div id= "wrap">

64

65 <? echo "Provide your MSS Credentials:<BR>" ?>
66 <HR>

67 <form method="post" action= ‘"index.php" >
68 <table style= "margin -left :3px "
69 border= "0"

70 cellspacing=  "10"

71 cellpadding=  "1" >

72 <tr align= "left" >

73

74 <td width= "10" >

75 <? //Placeholder ?>
76 </td>

7 <th>

78 Username:

79 </th>

80 <td>

81 <input type= "text"

82 name="username"
83 size= "20" >

84 </td>

85 </tr>

86 <tr>

87 <td width= "10" >
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88 <? //Placeholder ?>
89 </td>

90 <th>

91 Pas sword:

92 </th>

93 <td>

94 <input type= "password"
95 name="password"
96 size= "20" ><BR>

98 </td>

99 <tr>

100 <td width= "10" >

101 <? //Placeholder ?>

102 </td>

103 <th>

104 <? //Placeholder ?>

105 </th>

106 <td>

107 <input type="Submit"

108 value= "Submit" >

109 </td>

110 </tr>

111 </table>

112 </form>

113

114 <?php

115}

116 else

117 {

118 /lgrab the input

119 $username = $_POST 'username’ ];

120 $password = $ POST '‘password’ 1

121

122 /lcompare the input to the users in the Users database
123 $query = sprintf( "SELECT user_ID,

124 name,

125 password,

126 guid,

127 administrator

128 FROM User

129 WHERE name='%s'

130 AND password="%s""

131 mysql_real_escape_string( $username ),
132 mysql_real_escape_string( $password ));
133

134 $result  =mysqgl_query(  $query );

135

136 /[Print on error...

137 it (! $result )

138 {

139 $message = 'Invalid query: ' . mysql_error() . "\'n";
140 $message .= ‘Whole query: "’ . $query ;
141 die ($message);

142 /I ...and make sure invalid users can't get in to other pages
143 $ _SESSION 'valid_user' 1= T“false" ;

144 session_unset();

145 2>

146 Err or in username or password.

147 Please <A href= "index.php” >login </a> again.
148 <?

149 1}

150 else
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151 {

152 //Load the rest of the user's data into the session...

153 $row = mysql_fetch_array( $result );

154 /1...if they give the right credentials

155 if ($row['name' ]== $username AND $row [ 'password' == $password )
156 {

157 $ _SESSION 'user_ID" ] = $row [ 'user_ID" ];

158 $_SESSION 'username’ ] = $row [ 'name’ J;

159 $ SESSION 'password" ] = $row [ '‘password"  J;
160 $_SESSION ‘guid’ ] = $row [ 'guid’  ;

161 $_SESSION 'administrator' 1= $row [ 'administrator' 1;
162 /I allow a valid_user to view the website

163 $_SESSION 'valid_user' 1= Ttrue" ;

164 $valid_user = "true" ;

165 }

166 else $_SESSION 'valid_user' ]= Tfalse" ;

167

168 /IGet the user's actors for which he or she is authorized to

169 /I download services.

170 get_user_actors( $_SESSION 'user_ID" ]);

171 //Find out if the server address matches the list of sponsors the

172 /I user is allowed to download from.

173 check_authorized_user();

174 $authorized_user = $ SESSION 'authorized_user’ IE

175 l/IShow the available web pages if you are a valid, authorized user

176 if ($valid_user == "true" and $authorized_user == "true" )
177 {

178 include  'menu.php’ ;

179 /ladjusts the header

180 echo "<BR>",; ?>

181

182 <?

183 get_user_services();

184 $mss_locaton =MSS_SERVICES;

185 2>

186

187 <div id= "wrap">

188

189 <? /I Give the instructions for each page

190 echo "Here are the directions for using MSS:<BR>" ?>

191 <hr>

192 <table style= "margin -left :3px "

193 border= "0"

194 cellspacing=  "0"

195 cellpadding=  "4" >

196

197 <tr>

198 <td valign= "top" width= "197" >

199 <?

200 echo "<b>Sponsor</b>"

201 ?>

202 </td>

203 <td><div  style= "border : solid O #060;

204 border - color :rgb(248, 180, 66);
205 border -left -width :2px;

206 padding -left :0.5ex ">

207 <li> <? /I

208 echo "This is the actor in your Global Environment for
209 Network Innovation (GENI) control framework.
210 Your sponsor must be actively donating to GENI in
211 order to download new services." ;
212 ?>

213 </li></div>
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214 </td>

215 </tr>

216

217 <tr>

218 <td valign= "top" width= "197" >

219 <?

220 echo "<b>Sponsored Services</b>" ;

221 2>

222 </td>

223 <td><div  style= "border : solid O #060;

224 border - color :rgh(248, 180, 66);

225 border -left -width :2px;

226 padding -left :0.5ex ">

227 <li> <? //

228 echo "The subset of GENI services your sponsor

229 provides." ;

230 2>

231 </li></div>

232 </td>

233 <[tr>

234

235 <tr>

236 <td valign= "top" width= "197" >

237 <?

238 echo "<b>Choose Services</b>" :

239 >

240 </td>

241 <td><div  style= "bor der : solid 0 #060;

242 border - color :rgb(248, 180, 66);

243 border -left -width :2px;

244 padding -left :0.5ex ">

245 <li> <? //

246 echo "Use this page to download services to your

247 computer.” ;

248 ?>

249 </li></div>

250 </td>

251 </tr>

252

253 <? if ($_SESSION 'administrator' ]==1

254 OR $_SESSION ‘administrator’ 1==2){

255 if ($_SESSION 'authorized_sponsor' = Ttrue" )Y{ ?>

256

257 <tr>

258 <td valign= "top" width= "197" >

259 <?

260 echo "<b>Choose Categories</b>" ;

261 ?>

262 </td>

263

264 <td><div  style= "border : solid O #060;

265 bord er - color :rgb(248, 180, 66);

266 border -left -width :2px;

267 padding -left :0.5ex ">

268 <li> <? //

269 echo "This option is only availa ble to an authorized
270 sponsor, which is a server that hosts a subset
271 of its parent sponsor. The sponsor must be
272 identified as such by using th e <i>Add
273 Sponsor</i> page. You must use the GUID of a
274 currently donating GENI control framework
275 actor in order to download new services fro
276 your parent sponsor. For instance, Duke
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277
278
279
280
281
282
283
284
285
286
287
288
289
290
201
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339

<pre>

</pre>" ;

University might serve ORCA - related services
and have many child sponsors, which in turn
would be a parent sponsor of many child
sponsors, and so on. A high level view of
this arrangement might look like this:
GENI MSS CENTER -- > PlanetLab -
-- > ProtoGENI - > ..
-- > ORCA -- > physical clientl
-- > physical client2
-- > phy sical client..N
-- > virtual clientl
-- > virtual client2
-- > virtual client..N
-- >orca -uaf -2 -- >physical clientl
-- > physical client2
-- > physical client..N
-- > virtual clientl
-- > virtual client2
-- > virtual client..N
-- >orca -barrow -0 -- > physical clientl
-- > physical client2
-- > physical client..N
-- > virtual clientl
-- > virtual client2
-- > virtual client..N
?>
</li></div>
</td>
</tr>
<? }
?>
<? if ($_SESSION 'adm inistrator' 1==1){ 7>
<tr>
<td valign= "top" width= "197" >
<?
echo "<b>List Users</b>" :
?>
</td>
<td><div  style= "border : solid 0 #060;
border - color :rgh(248, 180, 66);
border -left -width :2px;
padding -left :0.5ex ">
<li> <? //
echo "List all of the users authorized to log on to
this sponsor" ;
?>
</li></div>
</td>
</ tr>
<tr>
<td valign= "top" width= "197" >
<?
echo "<b>List Actors</b>" ;
?>
</td>
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340

341 <td><div  style= "border : solid O #060;

342 border - color :rgh(248, 180, 66);

343 border -left -width :2px;

344 padding -left :0.5ex ">

345 <li> <? //

346 echo "List all of the computers authorized to

347 connect to this sponsor. You must also load
348 your sponsor into this list by using <i>Add

349 Sponsor</i>. You will find your sponsor's

350 Globally Unique Identifier (GUID) on the

351 <i>Sponsor</i> page." ;

352 ?>

353 </li></div>

354 </td>

355 </tr>

356

357 <tr>

358 <td valign= "top" width= "197" >

359 <?

360 echo "<b>Add User</b>" ;

361 ?>

362 </td>

363

364 <td><div  style= "border : solid 0 #060;

365 border - color :rgh(248, 180, 66);

366 border -left -width :2px;

367 padding -left :0.5ex ">

368 <li> <? //

369 echo "List all of the users authorized on this sponsor”
370 7>

371 </li></div>

372 </td>

373 </tr>

374

375 <tr>

376 <td valign= "top" width= "197" >

377 <?

378 echo "<b>Add Client</b>" :

379 >

380 </td>

381

382 <td><div  style= "border : solid 0 #060;

383 border - color :rgb(248, 180, 66);

384 border -left -width :2px;

385 padding -left :0.5ex ">

386 <li> <? /I

387 echo "Follow these steps to authorize a client to

388 download services:<BR>

389 (1) Add the client's unique <b>Name</b>.

390 For instance, the name could be \ "John Laptop
391 or a combination of its IP and port, such as
392 \"1.2.3.4 -6001\".<BR>

393 (2) Add the client 's <b>IP address</b>.<BR>
394 (3) Add the client's <b>Port</b>. The default
395 port is 22, but virtual machine (VM) hosts often
396 forward a port to the VM's por t 22, such as port
397 6001.<BR>

398 (4) Add the sponsor's <b>Private Key Location</b>
399 for this actor. VMs often have a specific private
400 key to use that is different than the sponsor's
401 private key.<BR>

402 (5) Add the <b>MSS User Name</b>, which is the
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403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
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437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462
463
464
465

name one would use to remotel y connect to the
computer. For instance, one must often log in
to VMs as user \"root \"or \"ubuntu \".<BR>
(6) In addition:<BR><BR>
<p|’e>
MSS DELIVERS SERVICES USING SECURE SHELL (SSH) AND
SECURE COPY (SCP) AS THE APACHE USER 'www - data’, SO
ASSUMING YOUR MSS USER IS NAMED 'workers'
<u>ON THE SPONSOR</u>:
- change www data's default shell to bash
in /etc/passwd
- add these groups:
usermod -a - G workers www - data
(allows www - data to run the shell scripts)
usermod -a -G mss www- data
(all MSS users belong to group mss)
- set the UID/GID on /home/work/MSS directory to:
chmod ug+s /home/work/MSS
chmod 0770 /home/work/MSS
- set the ssh key directory so www - data can access:
chmod 0750 /home/work/.ssh
<u>ON A CLIENT EUCALYPTUS INSTANCE</u> (such as Ubuntu 11.04):
- as root...
- add group mss
addgroup mss
usermod -a -G mss ubuntu
-add d irectory \" . $mss_locaton ."/MSS\"
mkdir  \"" . $mss_locaton . "/MSS\"
chown ubuntu:mss ~ \"™ . $mss_locaton ."/MSS\"
<u>ON A PHYSICAL CLIENT</u>:
- add group mss
addgroup mss
- add use r workers if the user does not exist
adduser workers
usermod -a - G mss workers
- add directory \"™ . $mss_locaton ."/MSS\"
mkdir /usr/share/MSS
chown workers:mss /usr/share/MSS
<u>ON THE SPONSOR</u>:
su workers
- use passwordless ssh by placing the public key in the
authorized_users file. For instance:

ssh - keygen
ssh-copy -id 6- p XXXX -i~/.ssh/id _dsa.pub workers@client.ip.
(the public key must be in /home/workers/.ssh/authorized_keys)
</pre>"
?>
</li></div>
</td>
</tr>
<tr>
<td valign= "top" width= "197" >
<?
echo "<b>Add Sponsor</b>" ;
?>
</td>

<td><div  style= "border : solid O #060;
border - color :rgb(248, 180, 66);
border -left -width :2px;
padding -left :0.5ex ">
<li> <? //
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466 echo "Follow these steps to establish a sponsor, from

467 which clients will download services:<BR>

468 (1) Add the sponsor's <b>GUID</b>, which one can
469 find on the <i>Sponsor</i> page.<BR>

470 (2) Add the sponsors's unique <b>Name</b>.

471 For instance, the name could be its hostname, such
472 as \"or ca-barrow -0\"orits IP

473 address, such as \"1.2.3.4 \"<BR>

474 (3) Add the sponsors's <b>IP address</b>.<BR>
475 (4) Add the sponsor's <b>Port</b>. The default
476 port is 22, but virtual machine (VM) hosts often

477 forward a port to the VM's port 22, such as port

478 6001.<BR>

479 (5) Add th e sponsor's <b>Private Key Location</b>
480 for this actor. VMs often have a specific private
481 key to use that is different than the sponsor's

482 private key.<B R>

483 (6) Add the <b>MSS User Name</b>, which is the
484 name one would use to remotely connect to the
485 computer. For instance, one must often log in

486 to VMs as user \"root \"or \"ubuntu \".<BR>
487 (7) In addition:<BR><pre>

488 MSS SPONSOR IS A TYPICAL LINUX APACHE MYSQL & PHP (LAMP) SERVER
489 PLEASE REFER TO THE DOCUMENTATION ON HE SPONSOR SETUP</pre>" ;
490 2>

491 </li></div>

492 </td>

493 </tr>

494

495 <tr>

496 <td valign= "top" width="197" >

497 <?

498 echo "<b>Assign Users</b>" :

499 ?>

500 </td>

501

502 <td><div  style= "border : solid 0 #060;

503 border - color :rgh(248, 180, 66);

504 border -left -width :2px;

505 padding -left :0.5ex ">

506 <li> <? //

507 echo "Assign a specific user or users to a client or
508 clients. Assign the user to the sponsor

509 from which he or she is authorized to download

510 services." ;

511 2>

512 </li></div>

513 </td>

514 </tr>

515

516 <tr>

517 <td valign= "top" width= "197" >

518 <?

519 echo "<b>Delete Actors</b>" ;

520 2>

521 </td>

522

523 <td><div  style= "border : solid 0 #060;

524 border - color :rgb(248, 180, 66);

525 border -left -width :2px;

526 padding -left :0.5ex ">

527 <li> <? //

528 echo "Choose the actor or actors to delete from this
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529 sponsor."

530 2>

531 </li></div>

532 </td>

533 </tr>

534

535 <tr>

536 <td val ign= "top" width= "197" >

537 <?

538 echo "<b>Delete Users</b>" :

539 ?>

540 </td>

541

542 <td><div  style= "border : solid 0 #060;

543 border - color :rgb(248, 180, 66);

544 border -left -width :2px;

545 padding -left :0.5ex ">

546 <li> <? //

547 echo "Choose the user or use rs to delete from this
548 sponsor."

549 2>

550 </li></div>

551 </td>

552 </tr>

553

554 <? }?>

555

556 <tr>

557 <td valign= "top" width= "197" >

558 <?

559 echo "<b>Delete Services</b>" :

560 ?>

561 </td>

562

563 <td><div  style= "border : solid 0 #060;

564 border - color :rgh(248, 180, 66);

565 border -left -width :2px;

566 padding -left :0.5ex ">

567 <li> <? //

568 echo "Choose the service or services to delete from your
569 computer. MSS will only completely remove the
570 service if all users o n this computer choose to
571 delete the service. This helps to ensure that
572 several users do not overwrite the same service by
573 choosing to download it at d ifferent times, and
574 thus saves bandwidth.

575 In addition, administrators have the

576 option to delete the service immediately."
577

578 2>

579 </li></div>

580 </td>

581 </tr>

582

583 <tr>

584 <td valign= "top" width= "197" >

585 <?

586 echo "<b>Log Off</b>" ;

587 2>

588 </td>

589

590 <td><div  style= "border : solid 0 #060;

591 border - color :rgb(248, 180, 66);
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592
593
594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630

631}

632
633
634
635
636
637
638
639

<?

border -left -width :2px;

padding -left :0.5ex ">
<li> <? /I

echo "Closes the current session and allows one
to log in again or as a different user."

>
</li></div>
</td>
</tr>

<div id= "foot ">

}
if ($_SESSION 'authorized_user' == ‘“false" ){
?>
You are not authorized to download from this Actor.
Please contact your administrator. <BR>
You may also <A href= "user_logout.php " >log out
and try to log in again.
<? break ;

if ($_SESSION 'valid_user' == ‘false" )

/IYou must not be a registered user!
session_unset();
>
Error in user name or password.
Please <A href= "index.php" >login </a> again.

<?php

}

<?

/Irefresh the page to load user services into the svc array
if (! isset ($_SESSION 'svc' ]))

/[Create an array to hold the

$ SESSION 'svc' ]= array ();

//Get the user's services
get_user_services();

?>

echo "</table>" ;

echo "</div>"

include ("../scripts/footer.php' );
echo "</div>"

?>
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list_actors.php

/ISTANDARD SESSION LIFE AND INACTIVITY CHE CK
10 session_cache_expire(20);
11 session_start();

12

13 $inactive =1200;

14 if (isset ($_SESSION 'start’ 1))

15{

16 $session_life = time() - $_SESSION 'start' ];
17 if ($session_life > Sinactive )

18

19 header( "Location: user_logout.php" );
20

21 $_SESSION 'valid_user' 1= ‘false’ ;
22 /ICLOSE PREVIOUS SESSION*

23 $_SESSION

24 session_destroy();

25

26}

27 [/Set the session start time
28 $_SESSION 'start’  ]=time();

29

30 /1 1 START OF PAGE /T

31

32 if ($_SESSION 'valid_user' == true

33 AND $_SESSION 'authorized_user' == true )
34{

35 ?>

36

37 <?

38 include  '../scripts/connect_Users.php' ;
39 include  '../scripts/header.php’ ;

40

41  connect_Users();

42

43 /I Retrieve the Actor List

44 $query = "SELECT * FROM Actor"

45 $result  =mysgl_query(  $query );

46

47 echo "<h3><center>Current Actors</center></h3>"
48 /IDisplay the menu ribbon

49 i nclude 'menu.php’ ;

50 /ladjusts the header

51 echo "<BR>";

52 ?>

53

54 <div id= "wrap">

55

56 <? echo "List of actors that are authorized to download
57 from the sponsor:<BR>" ?>

58 <HR>

59 <!l -- Create atable of current Services - >
60 <table style= "margin -left :25px; table - layout
61 border= "0"

62 cellspacing=  "10"
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1 <?php

2 [/Purpose: Connect to the Services  database as user "workers"
3 //Author: John P. Quan

4 //Version: 1.0

5 //Date: 20120105

6 ?>

7

8 <?

9

auto; "
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63 cellpadding= "1" >

65 <h2>

66 <tr>

67 <th align= "left" >Actor </th>

68 <th> Actor GUID </th>

69 <th> IP Address </th>

70 <th align= "left" >Port </th>

71 <th align= "left" >Private Key Location </th>
72 <th align= "left" >MSS User Name </th>
73 <th align= "left" >Sponsor </th>

74 </tr>

75 <?

76 while  ( $row = mysql_fetch_array( $result )

78 ?>

79 <tr>

80 <td> <? echo $row [ 'name' ]; ?></td>

81 <td> <? echo $row [ 'guid" ; ?2></td>

82 <td align= 'right" ><? echo $row['ip" ]; ?></td>

83 <td align= ‘right" ><? echo $row['port" [, ?></td>

84 <td> <? echo $row [ ‘private_key loc' 1, ?></td>
85 <td> <? echo $row[ 'mss user ]; ?></td>

86 <td align ="center" >

87 <? $ip_explode  =explode( " , $_SERVER'HTTP_HOST']);
88 if ($row[ 'sponsor’ ]==1and

89 ( $ip_explode [0]==  $row['ip" 1))

90 echo "LOCAL";

91 elseif  ($row|[ 'sponsor’ ]==1)

92 echo "Client" ;

93 else echo "No"; ?></td>

94 <[tr>

95 </h2>

96 <div id= "foot ">

98 <?
99 }
100 echo "</table>" ;
101 echo "</div>" ;
102
103
104 mysql_close(connect_Users());
105
106 include ("../scripts/footer.php' );
107 echo "</div>"
108 ?>
109
110 <?php
111 /T END OF PAGE /T
112}
113 else
114 ¢
115
116 include  ("../scripts/header.php’ );
117 ?>
118 <! -- Print error message and of fer to log in again - >
119 Either you are not allowed to access this page, or your session has expired.
120 Please <A href= "index.php" >login </a> again.
121
122 <?php
123} 2>
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list_services.php

1 <?php

2 [/Purpose: Connect to the Services  database as user "workers"
3 //Author: John P. Quan

4 //Version: 1.0

5 //Date: 20120105

6 ?>

7

8 <?

9

/ISTANDARD SESSION LIFE AND INACTIVITY CHECK
10 session_cache_expire(20);
11 session_start();

12

13 $inactive =1200;

14 if (isset ($_SESSION 'start’ 1)) {

15 $session_life = time() - $ SESSION 'start’ 1I;
16 if ($session_life > Sinactive ) {

17 header( "Location: user_logout.php" );
18

19 $_SESSION 'valid_user' 1= ‘false’ ;
20 /ICLOSE PREVIOUS SESSION*

21 $_SESSION

22 session_destroy();

23

24}

25 //Set the session start time
26 $_SESSION 'start’  ]=time();

27

28 /I START OF PAGE /I

29

30 if ($_SESSION 'valid_user' == true

31 AND $_SESSION 'authorized_user' == true )
32

33 7>

34

35 <?

36 include  '../scripts/connect_Services.php' ;

37 include  '../scripts/header.php’ ;

38

39 connect_Services();

40

41 /I Retrieve the Services List

42 $query = "SELECT* FROM Services" ;

43 $result  =mysgl_query(  $query );

44

45 $num = mysgl_numrows( $result );

46

47 echo "<h3><center>Current Services</center></h3>" ;
48 /IDisplay the menu ribbon

49 include  'menu.php’

50 /ladjusts the header

51 echo "<BR>";

52 ?>

53

54 <div id= "wrap ">

55

56 <? echo 'List of services on the sponsor:<BR>" ?>
57 <HR>

58 <table style= "margin -left :25px; table -layout : auto; "
59 border= "0"

60 cellspacing= "10"

61 cellpadding=  "1"

62 width= "97%" >
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63 <h2>

64 <tr>

65 <th> Service ID  </th>

66 <th align= "left" >Service </th>
67 <th align= "left" >File Name </th>
68 <th> Description  </th>

69 <th> SHA Sunx/th>

70 <th align= "left" >Developer </th>
71 <th align= "left" >Publisher </th>
72 </tr>

73 <?

74 $i =0

75 while  ($i < $num) {

77 $service ID = mysql_result( $result $i, "service_ID" )

78 $name = mysql_result( $result $i, "name");

79 $filename = mysgl_result( $result $i, “filename" ),

80 $description =mysqgl _result( S$result , $i, "description” );

81 $shasum = mysql_result( $result $i, "shasum" );

82 $developer = mysql_result( $result $i , "developer* );

83 $publisher = mysql_result( $result $i , "publisher" );
>

85 <tr>

86 <td valign= "top"

87 align="center"

88 width= "90" >

89 <? echo $service ID ; ?></td>
90 <td valign= "top" >

91 <? echo $name; ?></td>

92 <td valign= "top" >

93 <? echo $filename ; ?></td>
94 <td valign= "top" >

95 <? echo $description ;o ?></td>
96 <td valign= "top" >

97 <? echo $shasum; 7?></td>
98 <td valign= "top" >

99 <? echo $developer ; ?></td>
100 <td valign= "top" >

101 <? echo $publisher ; ?></td>
102 </tr>

103 </h2>

104 <div id= "foot ">

105

106 <?

107 $i ++;

108 }

109 echo "</table>" ;

110 echo "</div>"

111

112

113 mysgl_close(connect_S ervices());

114

115 include ('../scripts/footer.php’ );

116 echo "</div>"

117 7>

118

119 <7?php

120 /I END OF PAGE /T

121}

122 else

123 {

124

125 include  ('../scripts/header.php’ );
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126 ?>

127 <! -- Print error message and offer to log in again - >
128  Either you are not allowed to access this page, or your session has expired.
129 Please <A href= "index.php" >login </a> again.

130

131 <?php

132} 2>

list_sponsor

<?php

/[Purpose: Connect to the GENI database as user "workers"
/[Author: John P. Quan

IIVersion: 1.0

/[Date: 20120105
?>

<?

[ISTANDARD SESSION LIFE AND INACTIVITY CHECK
10 session_cache_expire(20);

11 session_start();

OCO~NOOUTWNE

13 S$inactive =1200;

14 if (isset ($_SESSION 'start’ 1))

15

16 $session_life = time() - $ SESSION 'start’ 1;
17 if ($session_life > Sinactive )

18

19 header( "Location: user_logout.php" );
20

21 $_SESSION 'valid_user' 1= ‘false’ ;
22 //ICLOSE PREVIOUS SESSION*

23 $_SESSION

24 session_destroy();

25

26}

27 /ISet the session start time
28 $ SESSION 'start’ ] =time();

29

30 /I START OF PAGE /TN

31

32 if ($_SESSION 'valid_user' == true

33 AND $_SESSION 'authorized_user' == true )
34

35 ?>
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<?
include  '../scripts/connect_orca.php' ;
include  '../scripts/header.php’ ;

connect_orca();

/I Retrieve the ORCA Sponsor
$query = "SELECT act_id,
act_name,
act_guid
FROM Actors" ;
$result = mysqgl_query(  $query );

echo "<h3><center>Sponsor</center></h3>" :
/[Display the menu rib bon

include  'menu.php’

/ladjusts the header

echo "<BR>";
?>

<div id= "wrap ">

<? echo "List of sponsors through which local users can download
new services:<BR>" ?>
<HR>
<! -- Create a table of current Services - >
<table style= "margin -left :25px; table -layout : auto; "
border= "0"
cellspacing=  "10"
cellpadding= "1" >

<h2>
<tr>
<th> Actor ID  </th>
<th align= "left" >Sponsor </th>
<th> GUID</th>
</tr>
<?
while  ( $row = mysql_fetch_array( $result 1))

?>
<tr>
<td><center> <? echo $row[ 'act id" [ ?></center></td>
<td> <? echo $row['act name' ], ?></td>
<td><center> <? echo $row['act guid" ]; ?></center></td>
</tr>
</h2>
<div id= "foot ">

<?
echo "</table>" ;
echo "</div>" ;
mysql_close(connect_orca());
include ('../scripts/footer.php’ );
echo "</div>" ;

>

<?php
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99 /IlI1llI END OF PAGE /Il

100}

101 else

102 {

103

104 include  ('../scripts/header.php’ );

105 ?>

106 <! -- Print error message and offer to log in again - >
107 Either you are not allowed to access this page, or your session has expired.
108 Please <A href= "index.php" >login </a> again.

109

110 <?php

111} 7>

list_users.php

[ISTANDARD SESSION LIFE AND INACTIVITY CHECK
10 session_cache_expire(20);
11 session_start();

12

13 S$inactive =1200;

14 if (isset ($_SESSION 'start’ 1)) {

15 $session_life =time() - $ SESSION ' start'
16 if ($session_life > $inactive ){

17 header( "Location: user_logout.php" );
18

19 $ _SESSION 'valid_user' 1= ‘false' ;
20 //ICLOSE PREVIOUS SESSION*

21 $_SESSION

22 session_destroy();

23 }

24 }
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25 //Set the session start time
26 $_SESSION 'start’  ]=time();

27

28 /I START OF PAGE /I

29

30 if ($_SESSION 'valid_user' == true

31 AND $_SESSION ‘'administrator' 1==1)

32{

33

34 7>

35 <?

36 include  '../scripts/connect_Users.php' ;

37 include  '../scripts/header.php' ;

38

39 connect_Users();

40

41 /I Retrieve the Services List

42 $query = "SELECT * FROM User" ;

43 $result  =mysql_query(  $query );

44

45 $num =mysq |_num_rows( $result );

46

47 echo "<h3><center>Current Users</center></h3>" :
48 /[Display the menu ribbon

49 include  'menu.php’

50 /ladjusts the header

51 echo "<BR>";

52 ?>

53

54 <div id= "wrap" >

55

56 <? echo "List of users who are authorized to download

57 from the sponsor:<BR>" ?>

58 <HR>

59 <table style= "margin -left :25px; table -layout
60 border= "0"

61 cellspacing=  "10"

62 cel Ipadding= "1" >

63 <h2>

64 <tr>

65 <th align= "left" >UserID </th>

66 <th align= "left" >Name</th>

67 <th> GUID</th>

68 <th align= "left" >Administrator </th>
69 </tr>

70 <?

71 $i =0;

72 while  ($i < $num){

73

74 $user_ID = mysql_result( $result , $i,
75 $name = mysql_result( $result , i,
76 $guid = mysql_result( $resu It , $i,
77 $administrator = mysql_result( $result , $i,
78 if  ( $administrator ==0) $administrator =
79 elseif  ($administrator ==1) S$administrator
80 elseif  ($administrator ==2) S$administrator
81 else $administrator ='User type unknown!

82 Contact your Local Administrator.’ ;

83 ?>

84 <tr>

85 <td align= ‘center" >

86 <? echo $user_ID ;

87 <td> <? echo $name;
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106
107
108
109
110

111}

112

113{

114
115
116
117
118
119
120
121

<td> <? echo $guid ; ?></td>

<td

</tr>
</h2>

<div id= "foot ">

<?
$i ++;

echo "</table>" ;
echo "</div>"

mysql_close(connect_Users());

include (../scripts/footer.php’

echo "</div>"
>

<?php
I END OF PAGE /I

else

align="center" >
<? echo $administ rator ; ?></td>

include  ("../scripts/header.php’ );

?>

<! -- Print error message and offer t o log in again - >
Either you are not allowed to access this page, or your session has expired.

Please <A href= "index.php"

<?php } ?>

>login </a> again.
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menu.php
1 <?php

/[Purpose: Acts as a menu bar for Available pages
/ IAuthor: John P. Quan

/IVersion: 1.0

/IDate: 20120105

7>

©o~NOOA~WN

10 <?

11 //STANDARD SESSION LIFE AND INACTIVITY CHECK
12 session_cache_expire(20);

13 session_start();

14

15 S$inactive =1200;

16 if (isset ($_SESSION 'start’ 1)) {

17 $sessio n_life  =time() - $ SESSION 'start’ 1;
18 if ($session_life > S$inactive ) {

19 header( "Location: user_logout.php" );
20

21 $_SESSION 'valid_user' 1= ‘false’ ;
22 /ICLOSE PREVIOUS SESSION*

23 $_SESSION

24 session_de stroy();

25

26}

27 /ISet the session start time
28 $_SESSION 'start’  ]=time();

29

30 include_once ‘functions_php.php' ;

31

32 /I START OF PAGE /I

33

34 if ($_SESSION 'valid_user' == true

35 AND $_SESSION 'authorized  _user' ]== true )

36 {

37 ?>

38

39 <? /leveryone sees these pages

40 echo "&nbsp&nbsp" ; ?>

41 <A HREF=Zindex.php" >Instructions </A> -

42 <A HREF=list_sponsor.php" >Sponsor </A> -

43 <A HREF=list_services. php" >Sponsored Services </A> -
44 <A HREF=choose_service.php" >Choose Services </A> -

45 <? /lonly show the administrators these pages

46 if ($_SESSION 'administrator' 1>0)

47 {

48 ?>

49 <? //Only show ¢ hoose_category for authorized_sponsors

50 if ($_SESSION 'authorized_sponsor' == Ttrue" ){ ?>
51 <A HREF=choose_category.php" >Choose Categories  </A> -
52 <? }

53 }

54 /IOnly the local administrators s ee these pages

55 if ($_SESSION 'administrator’ 1==1){ ?>

56 <! -- <A HREF="phpinfo.php" >phpinfo - FOR TESTING ONLYI</A> - -- >
57 <A HREFzlist_users.php" >List Users  </A> -

58 <A HREF=list_actors.php" >List Acto  rs </A> -

59 <A HREF=add_user.php" >Add User </A> -

60 <A HREFZadd_client.php" >Add Client </A> -

61 <A HREF=add_sponsor.php" >Add Sponsor </A> -

62 <? /IDo not show assign_users.php for the text - based browser W3M
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63 /I because it does not interpret the page
64 /I correctly. Administrators can log in from his or her computer
65 [l with a full - featured browser to change these relationships.
66 if (key_array_s earch( "w3m", $_SERVER== FALSH{ ?>
67 <A HREFZassign_users.php" >Assign Users  </A> -
68 <? } ?>
69 <A HREF=del_actors.php" >Delete Actors </A> -
70 <A HREF=del_users.php" >Delete Users  </A> -
71 <?}
72 //IShow the Logoff and Delete Services links last
73 ?>
74 <A HREF=del_services.php" >Delete Services </A> -
75 <A HREF=Zuser_logout.php" >Log Off </A>
76
77 <BR>
78 <?php
79 /I END OF PAGE // M
80}
81 else
82 {
83
84 include  ('../scripts/header.php’ );
85 ?>
86 <! -- Print error message and offer to log in again - >
87 Either you are not allowed to access this page, or your session has expired.
88 Please <A hre f="index.php” >login </a> again.
89
90 <?php
91} 2>
style.css
17

Document : style.css
3 Created on : Jan 8, 2012, 7:17:41 PM

4 Author  : johnpquan

5 Description: Provides a style for web pages.
6 */

7

8

9

0

|

margin :0;
10 padding :0;
11}

12 html , body ({

13 height :100%;

14 background :rgb(128, 187, 213);
15}
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16 hl {

17 color :rgb(248, 180, 66);

18 font - size :40px;

19}

20 h2 {

21 text -align :center;

22 color :rgb(248, 180, 66);

23 font - size :40px;

24 padding :-5px00 px; /*padding - bottom equals height of #foot */
25}

26 h3 {

27 color :rgb(248, 180, 66);

28 font - size :40px;

29}

30 pl {

31 color :#000000;

32 margin - left :20px;

33 font -family :"Monospace” ;

34 font -size :20px;

35}

36 #wrap {

37 min- height :100%;

38 width :1 00%;

39 margin - top :0 auto;

40 margin - bottom : 0 auto;

41 background :#ddd;

42 border :solid;

43 border - width : 0 Opx;

44}

45 #wrap :before  { /* Opera and IE8 "redraw” bug fix */
46 content : "',

47 float :left;

48 height :100%;

49 margin -top : - 999em;

50}

51 * html #wrap { /*E6 workaround */
52 height :10px;

53}

54 #foot {

55 text -align :right;

56 font -family :"Times New Roman" ;
57 font -size :10px;

58 height :15px;

59 width :1000px;

60 margin : - 15px auto 0; [* negative margin - top equals height of #foot */
61}

62

63 root {

64 display : block;

65}
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user_logout.php
<?php

[EEN

/IPurpose: Show the user as logged out of the session
/[Author: John P. Quan

/IVersion: 1.0

//[Date: 20120105

/ISESSION has ended

Co~NO O~ WN

10 include './scripts/header.php' ;

11

12 echo "User logged out of session." ;
13

14 session_start();

15 session_unset();

16 session_destroy();

17 session_write_close();

18 setcookie(session_name(), "0, )

19 session_regenerate_id( true );

20

21 ?>

22 Please <A href= “index.php” >logi n</a> again.
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BASH Scripts

sh_check_heartbeats
1 #!/bin/bash
2
3 #Download the ORCA Actors Registry
4 # amdiff is greater than O if the actor is NOT donating,
5 # orif the actor does not exist.
6
7 rm actors.jsp
8
9 ACTORS="wget -- no- check - certificate $1; egrep '(url \:lamdiff \:)"  $2]cut -d\t - 12
chown workers:workers $2°
10
11 echo $ACTORS

sh_rsync_command
1 #!/bin/bash
2 #Use SSH to send rsync commands, such as downloading the service,
3 # because this is often the only port open fo r Eucalyptus
4 # instances (VMs).
5
6 OPTS="-qg - o PreferredAuthentications=publickey - 0 HostbasedAuthentication=no -0
PasswordAuthentication=no - 0 StrictHostKeyChecking=no"
7 USER=$%1
8 IP=$2
9 PORT=%$3
10 KEY=%4
11 FILE=$5
12 LOC=%6
13
14 RETURN="rs ync -- delete -- log - file=../scripts/logs/rsync/$(date
+%Y%m%d)_mss_rsync.log -e "ssh ${OPTS} -i${KEY} -p${PORT} -I${USER}" -avzp ${FILE}
${IP}1:${LOC}
15

16 echo $RETURN

sh_ssh_command
1 #!/bin/bash
2 #Use SSH to send commands, such as downloading th e service,
3 # because this is often the only port open for Eucalyptus
4 # instances (VMs).
5
6 OPTS="-q - o PreferredAuthentications=publickey - 0 HostbasedAuthentication=no -0
PasswordAuthentication=no - 0 StrictHostKeyChecking=no"
7 USER=%1
8 IP=$2
9 PORT=%$3
10 KEY=%$4
11 COMMAND=$5
12
13 RETURN=ssh ${OPTS} -i${KEY} -p ${PORT}${USER} \ @%${IP} ${COMMAND}"
14
15 echo $RETURN
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Appendix C

Hypervisor

The following sections provide K S FAf S& FNR Y ofca badw NISWIithanlgthei S NIJ S NE
unconmented linesdisplayedd SOl dza S G KS O02YYSyYy(iSR fAySa KI@S y2 |
configuration. In addition, any passwords, encryption keys, or other security information is masked or
changed.orca - barrow - 0 is a single servawith the Linux distributiorDebian 6 and paravirtualized

Xen installed, anthat resides in a server room in Barrow, AK. The dibesiderits public IP addregs

be public.IP.address >¢ YR AdG Aa LINAGIGSIT Ay UGF8NGIORCALL |
Remote Server

pu
¢

Networking

/etc/network/interfaces

auto lo
iface lo inet loopback

allow - hotplug ethO
iface ethO inet static
address 192.168.1.100
netmask 255.255.255.0
gateway 192.16 8.1.1
network 192.168.1.0
broadcast 192.168.1.255

allow - hotplug ethl

iface ethl inet static
address 192.168.1.10
netmask 255.255.255.0
broadcast 192.168.1.255

auto dummyO
iface dummyO inet manual
pre - up ifconfig $IFACE up
post - down ifconfig $IFACE down

auto xenbrdummyO

iface xenbrdummyO inet static
address 10.10.10.1
network 10.10.10.0
netmask 255.255.255.0
broadcast 10.10.10.255
bridge_ports dummyO
bridge_stp off
bridge_fd 0
bridge_maxwait 0

Xen

/etc/xen -tools/xen -tools.conf

Ivm =orca -barrow -0
install - method = debootstrap

size =3Gb  # Disk image size.
memory = 512Mb  # Memory size
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swap =1Gb # Swap size

fs =ext3 # usethe EXT3file system for the disk image.

dist ="xt - guess - suite - and- mirror -- suite” # Default distribution to install.
image =sparse # Specify sparse vs. full disk images.

gateway = public.IP.address
netmask = 255.255.255. 0
broadcast = public.IP.broadca st.address
passwd =1
kernel = /boot/vmlinuz -‘uname -r
initrd = /boot/initrd.img -‘uname -r

arch =amd64

mirror = “xt - guess - suite - and- mirror  -- mirror’

ext3_options = noatime,nodiratime,errors=remount -ro
ext2_options = noatime,nodiratime,erro rs=remount -ro
xfs_options = defaults

reiserfs_options = defaults
btrfs_options = defaults

letc/xen/ xend-config.sxp
(xend - http - server yes)
(xend - unix - server yes)
(xend - unix - path /var/lib/xend/xend - socket)
(xend - address localhost)

(network -scriptn  etwork - ORCA)
(vif - script vif - ORCA)

(dom0 - min - mem 196)

(enable - domO- ballooning yes)
(total_available_memory 0)
(domO - cpus 0)

(vncpasswd ")

/etc/xen/ orca-barrow -0.cfg

kernel = '/boot/vmlinuz -2.6.32 -5-xen-amd64'

ramdisk = '/boot/initrd.img -2.6.32 -5-xen-amd64'

vCcpus =1

memory  ='512'

root ='/dev/xvda2 ro'

disk =1
'phy:/dev/orca - barrow - 0O/dnat - server - disk,xvda2,w',
'phy:/dev/orca - barrow - O/dnat - server - swap,xvdal,w',

]

name ='orca - barrow -0'

vif = [ 'ip=192.168.1.1, mac=00:16:3E:7B:6E:12, bridge=eth0',

'ip=public.IP.address , mac=00:16:3E:7B:6E:11, bridge=eth1']

on_poweroff = 'destroy’
on_reboot ='restart’
on_crash ='restart'
on_xend_start = 'start'
on_xend_s top = 'shutdown’

letc/xen/scripts/ vif-ORCA

#! Ibin/sh
dir=$(dirname "$0")
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IFNUM=%(echo ${vif} | awk -F.{print$2})

if [ "SIFNUM" == "0"]] ; then
"$dir/vif - route" "$@"
else
"$dir/vif - bridge" "$@"
fi

letc/xen/scripts/network  -ORCA

#!/bin/sh
letc/  xen/scripts/network - bridge "$@" vifnum=0 netdev=ethO
letc/xen/scripts/network - bridge "$@" vifnum=1 netdev=ethl

ORCA

/opt/Camano -3.1/config/ec2.site.properties

ec2.img.proxy.use=true
ec2.img.proxy.url=http://192.168.1.100/axis2/services/IMAGEPROXY
ec2.img .proxy.timeout=3600

ec2.ami.name=emi -499D16C3

ec2.aki.name=eki - A3B01BDD
ec2.ari.name=eri -991917F8

ec2.instance.type=ml.small
ec2.ssh.key=barrowkey
ec2.use.public.addressing=true

ec2.connection.timeout=60
ec2.request.timeout=120

ec2.ping.retries=60
ec2.ssh.retries=10
ec2.startup.retries=5
ec2.use.proxy=true

proxy.type=SHOREWALL - DNAT

proxy.proxy.ip=192.168.1.1

proxy.user=orca

proxy.ssh.key=/opt/Camano - 3.1/config/orca - proxy - ssh - key
proxy.script.path=/opt/iptables - scripts

Initialization Scripts

/etc /init.d/start ORCA.sh
case "$1"in
start)
echo - n"Starting orca - barrow - 0in 2 minutes"
#To run it as root:
sleep 10
xm destroy orca - barrow -0
sleep 4
Xm create /etc/xen/orca - barrow - 0.cfg

~ 204 ~



Volume llI: Software Design for Mutualistidt®are Services (MSS) Version 1.0

sleep 10

/opt/eucalyptus - 2.0/etc/init.d/eucalyptus - cc start
/opt/eucalyptus - 2.0/etcl/init.d/eucalyptus - nc start
/etc/init.d/eucalyptus - cloud start

cd /opt/Camano - 3.1/tomcat - 7; ./start.sh

cd /opt/imageproxy/axis2 - 1.5.4/bin; nohup ./axis2server.sh &

cd /opt/imageproxy/bin; nohup ./seeding /opt/imageproxy
/opt/im  ageproxy/axis2 - 1.5.4/imageproxy.db > /opt/imageproxy/logs/seeding.log &
echo "."
stop)
echo -n"Stopping orca - barrow - 0"
#To run it as root:
cd /opt/Camano - 3.1/tomcat - 7; ./stop.sh
sleep 4
letc/init.d/eucalyptus - cloud stop
sleep 6
/opt/eucalypt us - 2.0/etc/init.d/eucalyptus - cc stop
sleep 3
/opt/eucalyptus - 2.0/etc/init.d/eucalyptus - nc stop
sleep 10
xm destroy orca - barrow -0
echo"."

“)
echo "Usage: /shin/service start ORCA.sh {start|stop}"
exit 1
esac

exit 0

Virtual Router

Thefollowy 3 &SOGA2ya LINEROARS (K SorcE Abarow - OF Wik ohlythe CQa NB Y 2
dzy O2 YYSYGSR fAySa RAaLI I &@SR 0SOlFdzaS GKS O2YYSyidSR
configuration. In addition, any passwords, encryption keys, or other securityriafium is masked or

changed.orca - barrow - 0 is a single server that resides in a server room in Barrow, AK. The files
O2yaARSNI AlGa Lidpuldlidi®addréss | RRNSEER GRO 0838 GLINRA @ 1S3 Ay
ranges as displayed kigure2. ORCA Remote Server

ORCA

A singleserver remote server installation is very similar to a canonical ORCA cluster behind a DNAT
Server [1], except that it does not use Shorewall to control ilembn the DNAT Server. Instead, the

remote server uses modified RENCI scripts to control iptables on the virtual DNAT Server directly. Thank
you to Dr. Brian Hay, University of Alaska Fairbanks, for modifying the /opt/iptatigds files.

/opt/iptabl es-scriptssfREADME.txt

These scripts were created to circumvent using Shorewall DNAT server, as RENCI

prescribes. In order to "fit" an entire ORCA installation on one server, UAF

ORCA architecture uses a Virtual Machine named "dnat - server" as a router, whi ch
is turned on in the host server's startup sequence. This set up seems to

create problems for Shorewall, and so we created this work - around by modifying
/opt/shorewall/dnat - scripts created by RENCI. Instead of using shorewall to

modify the dnat - server iptables, these scripts do so directly. Like Shorewall,

iptables - scripts write a rule into iptables and then restarts iptables.
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Unlike Shorewall, iptables is first populated with DNAT and SNAT rules so that

Dom0, which contains ORCA, Eucalyptus, and Imag e Proxy, can communicate with

the dnat - server DomU. The virtual dnat - server then routes these communications

tothe Internet. Please refer to /etc/iptables.rules on the dnat - server for an
example.

/opt/iptables -scripts/execCmd.sh

lopt/ip

set -e

SCRIPT="readlin k -f$0°
INSTALLPATH="dirname $SCRIPT"

. SINSTALLPATH/lib/helpers.sh

. SINSTALLPATH/lib/iptables - helpers.sh

if["$1" =""1] ["$2"=""1|| ["$3" =""]; then
echo "STATUS=ERROR; MSG=\ "Expecting [ADD|DEL] ip port A
exit 1

fi

CMDCONT="$1 $2 $3"
RES=$(cmdHelper SCMDCONT) || {
echo "STATUS=ERROR; $RES"

tables-scripts/lib/ iptables -helpers.sh
DNAT_FIRST_PORT=6001
DNAT_LAST_PORT=6999

PUBIP=" public.IP.address
SHOREWALL="which shorewall - wrapper’
DNAT_CHAIN="PREROUTING"

RULESFILE="/tmp/rules

function cmdHelper ()

{
CMD=$1
HOST=$2
HOSTPORT=$3
RES="NOTSET"

if ["$CMD" = "ADD" ]; then
RES=$(addDNATRule $HOST $HOSTPORT) || {
echo $RES
return 1

}
echo $RES
return O
fi
if [ "$CMD" = "DEL" ]; then
RES=%$(delIDNATRule $HOST $HOSTPORT) || {
echo $RES
return 1

}
echo $RES
return O
fi
echo "Invalid syntax"
return 1

}

function getPorts ()

{
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if ["$1" ==""]; then
return 1
fi

PORTS="sudo /sbin/iptables -tnat -n -L $12>/dev/nulll gawk 'BEGIN { FS

=" \t]+"}
$7 ~ /dpt/ {print $8}" || {
return 1

}
echo $PORTS
return O

}

function findFreeDnatPort ()

USEDPORTS=$(getPorts SDNAT_CHAIN) || {
return 1

}
FREEPORT="echo " | gawk - v used="$USEDPORTS"

-vlast="$D NAT_LAST_PORT"'BEGIN { RS="";}
{
n=split(used, arr, " ")
asort(arr)
port=first
found= -1
i=1
while(found<first && port<=last && i<=n) {
if (arr[i]<port) {
i++
} else if (port==arr[i]) {
i++
port++
}else {
found=port
}
}

print found

test SFREEPORT -eq -1&&¢{
eCho un
return 1

}
echo $FREEPORT
return O

}

function checklP ()

{
RES='echo $1 | gawk 'BEGIN { RS=""}

$0~/[0 -9+ \.J0 -9]+\.J0 -9]+\.[0 -9]+/ {print $0 }"
if [ "BRES" =""]; then

return 1
fi
echo $RES
return O
}
function checkPort ()
RES="echo "™ | gawk - v port=$1 '‘BEGIN { RS=""}
{
if (port>0 && port < 65535)
print port
P
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if ["SRES" =" ]; then
return 1

fi

echo $RES

return O

}

function checkDNATRule ()

#FN=$RULESFILE

HOST=%$1

R=$(checkIP $HOST) || {
echo "Invalid host $HOST"
return 2

}

HOSTPORT=$2

R=$(checkPort $HOSTPORT) || {
echo "In valid port SHOSTPORT"
return 2

}

#PAT="DNAT\ t \ tnet \t\ tSDNAT_CHAIN:$HOST:$HOSTPORT"

#RES="gawk - v pat="$PAT" '$0 ~ pat { print $5}' $FN"
PAT="DNAT.*dpt:[0 - 9]* to:$3HOST:$HOSTPORT "

RES="sudo /sbhin/iptables -tnat - L $DNAT_CHAIN -n|gawk
'$0 ~ pat { print $7 }' | gawk -Frrprint$2)
if [ "BRES" =""]; then
return O
else
echo $RES
return 1

fi
}

function addDNATRule ()

FN=$RULESFILE

HOST=%$1

R=%(checkIP $HOST) || {
echo "MSG=\ "Invalid host $HOST \
return 2

}

HOSTPORT=%$2

R=$(checkPort $HOSTPORT) || {
echo "Invalid port $HOSTPORT"
return 2

}

lock_file $FN

# check if rule exists

RES=$(checkDNATRule $HOST $HOSTPORT) || {

- v pat="$PAT"

echo "MSG= \ "RULE EXISTS \ "; HOST=$HOST; PORT=$HOSTPORT;

PUBIP=$PUBIP; FWDPORT=$RES"
unlock_file $FN
return 0

# find free port
LOCPORT=$(findFreeDnatPort) || {

echo "MSG=\ "Unable to find free port o
unlock_file $FN
return 1
}
#echo "DNAT net $DNAT_CHAIN:$HOST:$HOSTPORT tcp

$LOCPORT" >> $FN
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sudo /sb in/iptables -tnat -- append $DNAT_CHAIN -- destination $PUBIP
proto tcp -- dport SLOCPORT -jDNAT -- to - destination $SHOST:$HOSTPORT
unlock_file $FN
echo "MSG= \ "ADDED "; HOST=$HOST; PORT=$HOSTPORT; PUBIP=$PUBIP;
FWDPORT=$LOCPORT"
return O

}
function delDN ATRule ()
{
FN=$RULESFILE
HOST=%$1
R=$(checkIP $HOST) || {
echo "MSG=\ "Invalid host $SHOST \
return 2

}

HOSTPORT=%$2

R=$(checkPort $SHOSTPORT) || {
echo "MSG=\ "Invalid port $SHOSTPORT \
return 2

lock_file $FN
RULES_TO_DELETE="sudo /sbin/iptables -tnat -L $DNAT_CHAIN -n|grep
"AChain" | grep - v "Marget" | grep - n "DNAT.*$PUBIP.*dpt:[0 - 9]*
t0:$HOST:$HOSTPORT " | gawk -F"" Y print$1}' | sort -r
#echo $SRULES_TO_DELETE
if ["$RULES_TO_DELETE" = " 1; then
echo "MSG=\ "NO RULE TO DELETE\ "; HOST=$HOST; PORT=$HOSTPORT"
else
for rin SRULES_TO_DELETE; do
sudo /shin/iptables -tnat -- delete $SDNAT_CHAIN $r
echo "MSG= \ "DELETED\ "; HOST=$HOST; PORT=$HOSTPORT"
done

fi

unlock_file $FN
#PAT="DNAT\ t \ tnet \t\ t$DNAT_CHAIN:$HOST:$HOSTPORT"
#lock_file $FN
#FNTMP=/tmp/"basename $FN".new
#cat $FN | sed '/""$SPAT™/ d' > $SFNTMP
#cp SFNTMP $FN
#rm - f SFNTMPS
#unlock_file $FN
#echo "MSG =\ "DELETED\ "; HOST=$HOST; PORT=$HOSTPORT"
return O

}

function kickShorewall ()
{
#SSHOREWALL restart > /dev/null 2>&1 || {
# note that refresh does not invalidate existing connections,
# so even the deleted connection stays on
# return 1
#}
return 0O
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Networking

/etc/network/interfaces

auto lo

iface lo inet loopback

auto ethO

iface ethO inet static
address 192.168.1.1
broadcast 192.168.1.255
netmask 255.255.255.0

auto ethl

iface ethl inet static
# networking for Barrow, AK
address public.IP.address
netmask public.IP.netmask

broadcast  public.IP.broadcast.address

gateway public.IP.gateway

letc/iptables.rules

*nat

:PREROUTING ACCEPT [5:440]
:POSTROUTING ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]

- APREROUTING - d public.IP.address /32 -ptcp -mtcp -- dport 12080 -jDNAT -- to -
destination 192.168.1.100:12080

- APREROUTING - d public.IP.address /32 -ptcp -mtcp -- dport 11080 -jDNAT -- to -
destination 192.168.1.100:11080

- APREROUTING - d public.IP.address /32 -ptcp -mtcp -- dport 11443 -jDNAT -- to -
destination 192.168.1.100:11443

- APREROUTING - d public.IP.address /32 -ptcp -mtcp -- dport 11081 -jDNAT -- to -
destination 192.168.1.100:11081

- APREROUTING - d public.IP.address /32 -ptcp -mtcp -- dport 8443 -jDNAT -- to -
destination 192.168.1.100:8443

- APREROUTING - d public.IP.address /32 -ptcp -mtcp -- dport 12443 -jDNAT -- to -
destination 192.168.1.100:12443

- APREROUTING - d public.IP.address /32 -ptcp -mtcp -- dport222  -jDNAT -- to -
destination 192.168.1.100:22

- APOSTROUTING- s 192.168.1.100/32 -j SNAT -- to - source public.IP.address

- APOSTROUTING- s 192.168.1.101/32 -JSNAT -- to - source public.IP.address

- APOSTROUTING- s 192.168.1.102/32 -JSNAT -- to - source public.IP.address

- APOSTROUTING- s 192.168.1.103/32 -JSNAT -- to - source public.IP.address

- APOSTROUTING- s 192.168.1.104/32 -JSNAT -- to - source public.IP.address

COMMIT

*filter

(INPUT ACCEPT [3083:279267]

:FORWARD ACCEPT [96899:11149697]

:OUTPUT ACCEPT [18425:2683358]

-AINPUT -mstate -- state ESTABLISHED -jACCEPT

-AINPUT -d public.IP.addre ss/32 -ptcp -mtcp - dport22  -jACCEPT

COMMIT

Initialization scripts

/etc/init.d/start_iptables.sh

case "$1" in
start)
echo - n"Starting iptables"
sleep 10

iptables - restore /etc/iptables.rules

echo "."
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stop)
echo - n"Stopping dnat - server"
Isbin/iptables T - flush
/sbin/iptables -- delete - chain
Isbin/iptables Ttnat -- flush
/sbin/iptables itnat -- delete -chain
echo"."
)
echo "Usage: /shin/service start_iptables.sh {st art|stop}"
exit 1
esac
exit 0

/etc/init.d/send_mailPowerloss.sh
case "$1"in
start)
echo - n"Mailing Administrator about power interruption”
sendmail - v jguan2@alaska.edu < /etc/mail/lORCA_RESTARTED_MSG.txt

echo".
stop) )
echo -n"St opping send_mailPowerLoss.sh"
/etc/init.d/sendmail stop
echo"."

*)
echo "Usage: /shin/service send_mailPowerLoss.sh {start|stop}"
exit 1
esac
exit 0
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1. Introduction

This volume tests MSfcording tahe requirements irSoftware Architecture foMutualistic Software
Services (MSS) Version v@jch weresynthesizedrom the Software Requéments Specification for
Mutualistic Sofivare Services (MSS) Version I.Be tests compare the intended actions listed i
Component Modebf the Software Architecture document with tleetual outcome when using MSS
Sedion 3. Tested Componentzelow presentsscreenshots where appropriates an examplef the test
case.

2. Test Criteria
Testingwill use therelationship treeprovided ini KS & 2 F i ¢ | NBectbrNEDMChitdcSI@IPEZNS Q &
as a testing template Here is the testing relationship tree:

The ORCA Actor Registry (node 1)
" b
veartbeats C b HJAF T orca - uaf - 2 (node 2)
N D b Badmin uaf
Heartbeats C b EDb b b b tBlrbw, AK i orca - barrow -0 (node 3)
Db tadmin Barrow
TobJohn Quands [Physidlp o k
b ¢ b Hohn Quan
¢ b H99.165.126.136 - 6001 (virtual)
C b buser Barrow
TobbJohn Quands [paysidlp o k
b ¢ b Hohn Quan
C b H99.165.76.87 (virtual)
C b buser uaf

[o 3N pNeioloy

In addition, testing must evaluate the following basic criteria:

Work on multiple browsers, to include the telsaised lboowser wBm

Work on a canonical ORCA cluster

Work on a Remote Server

Support virtual resources

Support physical resources

Check for heartbeats at the MERIGIN

1 Only allow MSS access to authorized users on authorized computers

=A =4 =4 4 -8 4

TheSoftware Architecture faviutualistic SoftwareServicesMSS) Version 1.8 ppendixB containsthe
component diagram. The component diagram-Cképresents the external connections, and the data
flow model DM1 represents the gesration and flow of data for each MENTITY.
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3. Tested Components

3.1 Databases

3.1.1 Service Data

1 Holds the subset of service attribute data of its MENTITY
0 Seethe Services Database the SoftwareDesign for Mutualistic Software Services
(MSS) Version 1.0

3.1.2 CF Data

1 Holds the MSENTITY data for itself. For instance, ORCA uses dataisase

3.1.3 User Data
1 1 2fRA

i KS

Version 1.0

3.2 Components

3.2.1CF

I dzii K2 NAT SR dza SNEFAIATES (i) F2NJ AGaSt T
0 See theUsers Databasia the SoftwareDesign for Mutualistic Software Services (MSS)

1 MSSORIGIN presents an interface to its children to receive heartbeats

Actor Verified Name
Yes "
e leam-net-site
Yes : ;
Manage St

Yes "

Manage uh-net-site
Yes h -
Varage uh-vm-site
Yes sarrow-broke
ansge armow-broker

Yes barrow-ym-site
Manage i
Yes

uaf-broker
Manage
Yes .
Manage uaf-vm-site
Yes o
Vanase uaf-service

GUID

e48abb65-5051-4067-bbS0-

4f151e5919a1

dDB568D1-2037-4403-8042-

ebbf26cehdbl

B5afbaBb-B3B0-4153-BeSa-
b71812861ad8

fad53251-d741-4613-8902-
7c2dBacedtel

081¢112f-dcod-4851-81b4-
B174655b7406

2c20399d-898b-44b7-881b-

241948afaa0d

©d72228b-130e-4e97-a031-
Ged117b13ef4

38c74217-115b-415-9042-
187510abad62

10561B06-4751-4580-acfa-
c36718fdTef

Type

Sita Autharity

Site Authority

Site Authority

Site Autharity

Broker

Site Authority

Broker

Site Autharity

Service
Menager

ORCA Actor Registry

This page last updated on February 29, 2012 8:16:56 PM AKST

Actor in test mode, using localhost; Other actors can't connect 1o this actor
ctor not ive; Other actors can't connect to this actor

Description
learnNet site authority
Leamn Q-in-Q authority
UH NET authority

UH Euca site authority
UAF (Barrow, AK)

Remote Broker

UAF (Barrow, AK)
Remote Euca st
autharity

UAF Broker

UAF Euca site authority

UAF Service Manager

12 2 ned> last>>

‘SOAP URL
hittp:/129.7.137.177:11080/orcalservices

Public Key

Click for Public Key

Cartificate

Click for Certificate

Apstract NDL

Click for Abstract Site NDL

Full NDL

Click for Full Site NDL

nel-si

NUp:128.7.137.177:11080/0rcaSevices . o o

Click for Certificate

Click for Abstract Site NDL

Click for Full Site NDL

Ntp:1129.7.137.177:11080/orcalservices . oL
net-site -

nip1129.7.137.177:1 1080/orcalservices o o o

hitp://189.165.126.136:11080/orcalservic Cligk for Py
broker

itp:/168.165.126.136: 1108Iorcalservic ¢ . o oo

Click for Certificate

Jick for Abstract Site NI

Click for Abstract Site NDL

NA

Click for Abstract Site NDL

Click for Full Site ND

i Ful

NiA

Click for Full Sita NDL

vm-site

tp:l/199.185.76.62:1 1080/arcalsenvices o, o oy i

hitp:/1199.165.76.82:11080/orcalservices. o o oo
e Click for Public Key

http:/1198.165.76 B4:11080/orcalservices . .
se Ghiok for Publi ey

Rt etk

Figure3. The ORCA Actor Registry

1 MSSAFFILIATES deliver heartbeats to its {088 IN
0 SeeFigure3. The ORCA Actor Registry
1 Provides a CF interface witHist of current donors. For instance, ORCA provideOREA
Actor Registry18]
0 SeeFigure3. The ORCA Actor Registry
1 Provides a list of available resources to GENI experimeatetsisers
0 SeeFigure3. The ORCA Actor Registry
1 Enables GENI experimenters and users to request resources

~ 215~

Click for Certificate

Click for Certificats

Click for Certificate

NIA

Click for Abstract Site NDL

NA

NiA

NiA

by



Volume VI: Software Testing for Mutualistic Software Services (MSS) Version 1.0

_ @ Terminal Shell Edit View Window Help © MO t B @ GChage FriMar30 245:53PM John Quan _Q
Orca Web Portal 3,0 &

<+ | [% [Ewap/is9 16576501 7 &) (@~ Coogle

&0 () H MSNcom UAF Y  Popular ™ News (5) ¥ Developer ¥  Outdoor Recrestion * job Search ™ Math ¥ isasc Asimov ™ PMI™  Pen-Testing *  Digital Forensics *  Paint the Mouse ¥  Fix Bronco ¥  SWE Comps  ORCA Web Portal *  Jason's Vehicle ®

eC. ( B | mesavs | Flashcads | Quotes | Refarence | Transiator | The HorWord | Word Games

Orea Web Portal 10 T Orca Rarrow Site & sroker 1 Orca Web Portal 3.0 J : ORCA Actor Rngistry T oo iz senices | Fucalyptus T ia

What Is My IP Address? (Now detects many proxy servers)
IP Information: 199.165.76.87

15P: University of Alaska
Organization: University of Alaska
Click for more about 199.165.76.87 onnect| Broadband
Location not accurate? Try: Update TP Services: None Detected
Location City:  Fatrbanks
Region:  Alaska
Country:  United Stotes

[199.165.76.87 3
[Additional 1P Details)

at is on IP oddress?

Every device comnected to the public Internet is assigned a unique number known

as an Internet Protocol (IP) address. IP addresses consist of four numbers

No Properties separated by periods (also called a ‘dotted-quad') and look something like
unt.manage jp=199.165.76.87 127.0.0.1.
shirako.save unit.ec2.

unithostn

unit domain=rencivmsite
und.manage.port=22
1 unt
unt.actorid=105616¢c-4751-4580-acta-c367191d7e!
uni.
uni.ec2.ins user “ubuntu* rather than the user “root". -378A0738

istance=Please login as the
shirako.save unit manage.[p=199.165.76.67
e i
unit.state=2

1000000000 tp:/igen ] i ttp /ige 10 9o-0/0/{0-9) 1000C

Figure4. MSS does not interfere with CF funahality.

3.2.2 User Interface
1 Uses the Authentication process to verify actor and user requests

LX:X:1 GENI: Mutualistic Software Services Ly

MSS User Name e
FRaN " Actor
Saomit Users (5) LIIT 0, 30
x
B Ackr [ show:| 30 rowls) starting from record # g
® Actor_has_User I —_—
m Servicas in | honzontal B 100 cells
H w = Sort by key: | hers ]
+ Options
T quid name ip port private_key_loc mss_user sponsor
O # ¥ 1d581B00-4751-458d-acfa-c36719idI7el orca-ual-2 188.185.76.84 22 /homelwork/ sshimss_rsa. ‘workers 1
L7 X 24aB8175-0a12411-0c00025185804800  oroa-usht 198.165.76.68 2 Mhomeiwork/sshimss_rsa workers [
[ & X 2e243090-098b-44b7-0e1b-2410480tma04  orca-borrow-0. 199185126136 222 /homeMwork/ sshimss_rsa workers 1
T/ ¥ aBdobad0-c565-4804-G0b3-8c8605420808  190.185.126.136-8001 195.185.126.136 8001 /homeiwork/.sshibarrowkey private  ubuntu o
L/ ¥ ocetadfief-Sdat-11e1-b023-001143069604 John Quan's MacBock  216.67.08.154 Ihomework sshimss_rsa. workers 1
1 Check All/Uncheck All With selected: # X [

[shom:| 30 rowls) staning fomrecord 4 g
in | horizontal D] 100 cells

Figure5. The administrator must authorize clients
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[ XaN:) GENI: Mutualistic Software Services '
[ n |+ 111991657684/ i spansor ohp

[show: | (30 row(s) starting from record # ‘g
in horzorsl &| mode and repeat headers after 100 | cells
Sort by key: | nane. 3

==

k All / Uncheck All With selected: » % [
[show:| (30 row(s) staring fromrecord # 9|
in(horieonal 1) moda and repeat headers atter 100 | cells

Figure6. The administrator must specify a sponsor

8006 GENI: Mutualistic Software Services >
+ 4 hp://199.165.76.84/MSS/add_user.php

the new USER data:
Name
Password fe
‘Enter Password Again Users (5) e Al

]
|

Client Administrator o — 30 | row(s) staring fromrecord # 0|
(st ] m Sarves )| ater 100  cels
& Sort by key: [ Nose o}
BUChen. faic + Options
«T+ userid  name password quid ‘administrator
Reaswxd o2 X% 1 John Quan 11E1-0AC4 1
Ol 121 1% 2 User Uaf >assword  SeaaSdé-6e62-4ffe-8102 o
02 x § o8I A0 4900 2
Q1|2 1% 7 AdminUaf  Password bex A

i | norizontal 3) after 100 celis

Hgure 7. The administrator must authorize users.

~ 217~



Volume VI: Software Testing for Mutualistic Software Services (MSS) Version 1.0

B © | Ot Lz dea e shistaanccarr oty [ I

Figure8. The administrator assigns users to actors.
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9 Assign Users does not display for tbeised web browsers, but it does for graphical web
browsers. Tis isonly a partial fulfilment of the requirement, but does not seem to detract
from the functionality of MSSMSS incorporateskt-based web browsing functionality for
Eucalyptus Instance users and not administrators.

e i orcahypentson S st ISX83
[sstogo]  Mutualistic Software Services (MSS)

Welcome
Instructions - Sponsor - Sponsored Services - Choose Services - Choose Categories - Delete Services - Log Off

Here are the directiodor using KSs:

Sponsor This is the actor in your Global Environment for Network Innovation (GENI) control
framework. Your sponsor must be actively donating to GENI in order to download new
services.

Sponsored Services The subset of GENI services your sponsor provides.

Choose Services Use this page to download services to your computer.

Choose Categories This option is only available to an authorized sponsor, which is a server that hos

o subset of its parent sponsor. The sponsor must be identified as such by using the
Add_Sponsor page. You must use the GUID of a currently donating GENI control
framework actor in order to download new services from your parent sponsor. For
instance, Duke University might serve ORCA-related services and have many child
sponsors, which in turn would be a parent sponsor of many child sponsors, and so on.
A high level view of this arrangement might look like this:

GENI MSS CENTER --> Planetlab --> ..
==> ProtoGENI --> ..
--> ORCA --> physical clientl
--> physical client2
--> physical client..N
. H --> virtual clientl
Note: Admin Barrow 3 ha diee

--> virtual client..N

is a client of orca- > orca-uaf-2 --> physical clientt

--> physical client2
uaf-2, so MSS A
displays the limited 3 Vinesat et
client menu (from T i i
orca-barrow-0) >l dlet

==> virtual client..N

Delete Services Choose the service or services to delete from your cosputer. MSS will only
cospletely remove the service if all users on this cosputer choose to delete the
service. This helps to ensure that several users do not overarite the same service
by choosing to download it at different times, and thus saves bandwidth. In
oddition, adwinistrators have the option to delete the service imsediately.

Log OFF Closes the current session and allows one to log in again or as a different user.

Web Administrator:
John Quan

Figure9. "Assign Users" does not display for w3m.
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+ 3 http://199.165.76.84/MSS index. php & Q- Google

Figure10. MSS only allows authorized users on authorized computers.

eno GENI: Mutualistic Software Services o

Note: user M-data on orca-
uaf-2 has private keys to send
commands and services.

You are not authorized to download from this Actor. Please contact your adwinistrator.
You may also log out and try to log in again.

Note: User Uaf receives this
warning if Admin Uaf does not
authorize him on orca-uaf-2 and
199.165.76.87

Figure1ll. w3m version of "not authorized" response.
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eno ‘GENI: Mutualistic Software Services Fd
+ 3 http://199.165.76.84/MSS/index.php. ¢ JQ- Google

(ome) NOTE: MSS Log in permissions

Local Administrators:
Can log in from anywhere.
Client Administrators

Can log in to and from authorized computers identified in the

sponsor's system (Assign Users).

Can only download a services subset (Choose Categories) from
the computer identified as a client sponsor in the sponsor's
system.

Users:

Can only log in to and from authorized computers identified in

the sponsor's system (Assign Users).

Figurel2. MSS only accepts authorized users.

+ A hitp://199.165.76.84/MSS/dei_actors.php

IP Address Port  Private Key Location
1d5616¢c-4751-458d-acfa-c36719fdf7el 199.165.76.84 22 /home/work/.ssh/mss_rsa
orca-uaf-1 24a28175-c912-411f-8c3f-d251859348bb  199.165.76.83 22 /home/work/.ssh/mss_rsa
b 0 44b7-9e1b- 199.165.126.136 222 /home/work/.ssh/mss_rsa
199.165.126.136-6001 a8dbbad0-c565-4804-9cb3-8c8605d2d808 199.165.126.136 6001 /home/work/.ssh/barrowkey.private ubuntu.
John Quan's MacBook eeda28¢6-5dad-11e1-bd23-001143¢69694  216.67.98.154 60222 /home/work/.ssh/mss_rsa workers.

show.| 30 | row(s)staringfomrecord# 0

‘00402806-5da4-1101-523-001143080604  John Quan's MacBook ~ 216.67.98.154
Check Al Uncheck All Wih selected: X [B
[Show: | 30 | rowls) stating rom record # ‘0

in | horzontal s sfter 100 cels

Figurel3. The administrator can remove actor authorization.
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GENI: Mutualistic Software Services

eoo
[ 4 k| [+ @ hup//199.165.76.84/M55/del_users pho

Administrator
[E91037D0-6556-11E1-9AC4-03264824019B  LOCAL
ScanSddf-6e62-4ffe-8102-19417955c5d No
26f737b5-5510-4399-8e39-h5b5f117d10e

{show:| (30 | row(s) starting from record # [0
+| mode and repeat headers ater 100 | cells

‘password ‘guid ‘administrator
Password E91037D0-6556-11E1-0AC4-032648240198 1
‘SeaaSddf-be62-4ffe-81 o

2

1

[Shaw. | 30 | row(s)staring from record # o

in { horizoenal +) mode and repeat headers after 100 | cells

Figurel4. The administrator can remove user authorization.

800 GENI: Mutualistic Software Services
& JQr Google

[& k| [+ hgr/199.165.76.64/M55 kst users.pho

E91037D0-6556-11E1-9AC4-03264824019B LOCAL
SeaaSddf-Geb2-4ffe-8102-19417%55c5d No
Admin Barrow 26{737b5-5510-4399-8¢39-b5b5f117d10e Client

Admin Usf  becf3fa3-858f-48f8-2529-34cb0cob3720 LOCAL

Figurel5. MSS displays authorized users to the administrator.

i Receives a list of MENTITY resources from the CF
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+ 4 hup://199.165.76.84/MSS st_sponsor.pnp. ¢ WQ- Google

. 1730 row(s) starting from record # 0
i | norizontal ) 100 cells

+ Options
T+ actid actname act_guid act_type
Q2 X 3 ual-service 1d561! 458d-acta 1 -
ActorMapper=WWed F...

1t Check AN/ Uncheck All With solected: 2 X [

row{(s) starting from record # 0
100 cells

Figurel6. MSS provides ORCA actor information.

1 Receives user service information and service requests

XX GENI: Mutualistic Software Services I
L k| + O hup.//199.165.76.84/MSS/choose_service.php € MQ- Google

i

o f
i

oo

iy
LLLLG

£
Bosvsnaum-

Description
The root of ADS.
‘o This section holds all software, such as services, documentation, and support information.

Figurel?. User service information shows available vs installed services.
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800 - GEN: Mttt sfowreSevices Fyf

+ @ hitp://199.165.76.84/MSS/ user_logout.php & MQ- Google

Figurel8. MSS incorporates user session expiration.

1 Provides service delivery information to the Service Interface

~ 224~



Volume VI: Software Testing for Mutualistic Software Services (MSS) Version 1.0

800 @ johnpguan — root@ip-10-100-1-2: ~ — ssh — 130x67. 2
Brsslogo]  Mutualistic Software Services (MSS)

Download Complete

Instructions - Sponsor - Sponsored Services - Choose Services - Delete Services - Log Off

Location File

/usr/share/MsS/Software/Services/Security/  clamav-0.97.3.tar.gz

Download Successful!

Web Administrator:
John Quan

« T ¢ Viewing <GENI: Mutugalistic Software Services>|

Figurel9. The Download Service page provides success/failure information.

1 Triggers the Service Interface to deliver services
0 SeeFigure2l. User can request to download service ID 1
M Checks for heartbeats on the CF interface
0 See thesh check heartbeatsommand in theSoftwareDesign for Mutualistic Software
Services (MSS) Version 1.0.
1 Triggers the Service Inteda to download services
0 SeeFigure2l. User can request to download service ID 1

3.2.3 Service Interface
1 Receives a service information request from the Usesrfate
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800 GENI: Mutualistic Software Services 2
+ @ ntp://199.165.76.84/MSS choose_category.php & Q- Google

ies and all of the services within, "Check" the box next to the

{Level} Category  Description A
{13 mss « The root of ADS. NOTE: Admin Barrow may choose to download all or part
Software is section holds all software, such as services. ion, and support informati - :
3 serioe = i mtonbeld sl i, e et o oy st otn. . OF the orca-uaf-2 services subset by checking the
o e e e Protocol and/or Security services subsets. Sponsor
I e orca-uaf-2 will send this to client orca-barrow-0 and
R o g e e repopulate the Services database
R —"
Sarvices 4] et : - ] |
PR e -
™ view_Anributes_Services
?ﬁ:r. . - e ) shasum dovaioper publisher stribute 1D atiriute
(=R 2 3 1 m% $BGP.rp ] mmmm mumw 9 Projosol
02 x 2 ChmAV Clamav- From: htp: ClamAV Sourcefire Inc: 8 Security
087 dtargz "ClamAV is an...
+ ChackAlfUncheck Al Withsolocled: # X 12
(show | (30 row(s) staning komrecod# 0 |
i (Besesa £ made and repeat headars after 100 | cols

Figure20. Administrators choose a subset of services to advertise.

1 Receives a service download request from the User Interface

XX GENI: Mutualistic Software Services I
L« 2|+ ©hup://199.165.76.84/MSS/choose_service.php ¢ WQ- Google

&\Tm(-)mmm:o__
Services honzonta Bl aiter 100 cells
LI s —
Note: User
Uaf (ID 2)
only has

 This section holds all software, such as services, documentation, and support information. Service 2 [Snow | 30 rowls) starting from record # 0
 This section holds software services, such as network, logging, security, and others. 0| after 100 | cels
‘» This section holds networking services.

2
Check All/ Uncheck All With selected: X

8BGP: used to create a network overlay on an existing network consisting of ORCA
Anstances.

Gateway
‘Protocol
» This section holds logging services.
» This section holds security services.
Service Description
Installed  Clamav e http://wew.clanav.net/lang/en/ "ClanAV is an open source--GPL--antivirus engine

Figure21. User can request to download service ID 1
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GENI: Mutualistic Software Services

+ 4 nip://199.165.76.84/MSS del_services.php

the services to delete from this client and Click the "Submit All” button.
DELETE  DELETE
MINE ALL,  Service Atiribute File Name Description
o Simple Border Protocol sBGP.zip  sBGP: used to create a network overlay on an existing network consisting of ORCA instances.
Gateway Protocol
ClamAV Security  clamay- From: hitp://www.clamav.net/lang/en/ "ClamAV is an open source--GPL--antivirus engine designed for detecting Trojans, viruses,
0.97.3.tar.gz malware and other malicious threats. It is the de facto standard for mail gateway scanning. It provides a high performance mutli-
a threaded scanning daemon, command line utilities for on demand file scanning, and an intelligent tosl for automatic signature.
updates. The core ClamAY library provides numerous fil i il ing support, i
and multiple signature languages for detecting threats. The core ClamAV library is utilized in Immunet 3.0, powered by ClamAV,
which is a fast, fully featured Deskiop AV solution for Windows."
. s -
e
" e
o
AR e s
1 view_Afioutes_SeNVERs 501 by ki o T
T ean - o P— o p— pubiabar
e o s e A o Ko e e
== = = ==
o » > 2 Camav claman: From: hip: ClamAv. Sourcedire Inc.
0073005z ClamAV s an...
£ Check AN/ Uncheck AR With selected: » >
(shew | (30| rowis) starting from record #
L") 0 aher (100 | cols
Figure22. All users can uninstall servicesyt only administrators can do so immediately.
0006 GENI: Mutualistic Software Services. o
€ MQ- Google

= ||+ hup//199.165.76.84/MSS/del_services.php

Description
“ClamAV is GPL--antivirus engine designed ting Trojans, viruses, malwarc and
Itis the de fa for mail gateway scanning. It provides a high d scanning da
for anning, and an i for signature updates. The core ClamAV library provides

R RO e e siy threats. The

core ClamAV library is utilized in Immunet 3.0, powered by ClamAV, which is a fast, fully featured Desktop AV solution for Windows.”

Note: User Uaf only has Service 2, and so this user can only
delete Service 2. Furthermore, Service 2 will only be removed
from the Actor if all Users delete Service 2. This ensures
users do not unnecessarily download previously installed

files again.

Figure23. MSS maintains permissions on "Delete Services"

1 Uses the Encryption process to encrypt services
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0 See the Bash Sptssh_rsync_commanandsh_ssh_commaninh the SoftwareDesign
for Mutualistic Software Services (MSS) Version 1.0.
1 Uses the Decryption proceso decrypt services
0 See the Bash Scripgs_rsync_commandndsh_ssh_commanih the SoftwareDesign
for Mutualistic Software Services (M¥8)sion 1.0.
9 Uses the Validation process to validate services
0 See the ompare_shasurf) functionin functions_shell.phpf the SoftwareDesign for
Mutualistic Software Services (MSS) Version 1.0.
1 Receives services from parent MBSTITY

CX:X GENE: Mutualistic Software Services. -
+ @ hitp://199.165.76.84/MSS/list_services.ohp ¢ WQ- Google \

of services on the sponsor:
Service ID Service File Name Description SHA Sum Developer  Publisher
1 Simple sBGP.zip  sBGP: used to create a network overlay on an existing network consisting of ORCA instances. Corey Aloia, University
Border Adam of Alaska
Gateway ‘Cornachione, Computer
Protocol John Quan  Science.
2 ClamAV clamav- From: hitp: “"ClamAV i GPL ivirus engine designed for detecting Trojans, viruses, ClamAV Sourcefire
0.97.3.tar.gz malware and other malicious threats. It is the de facto standard for mail gateway scanning. It provides a high performance mutli-threaded Inc
scanning daemon, command line utilities for on demand file scanning, and an intelligent tool for automatic signature updates. The core
ClamAV library provides numerous file format detection mechanisms, file unpacking support, archive support, and multiple signature
languages for detecting threats. The core ClamAV library is utilized in Immunet 3.0, powered by ClamAV, which is a fast, fully
featured Desktop AV solution for Windows."
onim sascr .
Loaz o . 30
gt | Profing  E6t|{Explain SOL [ Crests PHP Code] [ Rekrsh
x
o Amues. swom | (30| rowle) startng fromrecoed # 0
Atrtutes_nave_Secvices. ,
o e ) e o s G 3 e
13 VW ATIEUSS. SOOI 5ot by ey auee :
T e name. fianame dencription shasum dovwioper publisher
3 2% 1 *BGPrp Corey Alcia, Adsm Comachione,  University of Alaska Computer Science
Protocol oxist. Jomn Qusn Department
O |22 3¢ 2 CamAv clamay- From: ClamAv Sourcetre Inc
e e
1 Check Al/Uncheck Al Wit selected: /% 15
Snee | 30 | fow(n) starting from record # G
n (Bt 4 mode and repaat headers afer (100 | cels

Figure24. Service query of theponsor

9 Delivers services to child M3FFILIATES
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5 bp//199.165.126.136.1 2050/ WSS/ chasse,senvice php £ - 26 || @ oo Muaualiic oftware . *

Fde Edit View Favorites Tooks Help

This page allows users to select services. "Click” the Service ID button to d
{Level} Category = Description
{1} Mss. * The root of ADS.
{2} Software This section holds all software, such as services, d and support infc
{3} Services This section holds software services. such as network, logging. security, and others.
{4} Network ‘This section holds networking services.
{5} Protocol This section holds network protocols.
Service Description Developer Publisher
E] Simple sBGP: used to create a network overlay on an existing network consisting Corey Aloia, University of
Border of ORCA instances. Adam Alaska Computer
Gateway Cornachione, Science
Protocol John Quan Department
{4} Log * This section holds logging services. . .
{4} Security  This section holds security services. MSS presents a consistent view on |
4} Images * This section holds virtual machine image data. =
(g)}Docmnm = This section holds software documentation data. muulpla browsers-
{3} Support » This section holds software support information.

NOTE: orca-barrow-0 only has a subset
of orca-uaf-2 services, which is the
service Simple Border Gateway
Protocol

Figure25. "Choose Service" on Internet Explorer

3.2.4 User Web Site
1 (Version2.0) Delivers service content to service users
1 (Version 2.0) Enables MEENTER/MI3EVELOPERS to add service content
1 (Version 2.0) Delivers GENI information as required by®S$TER
1 (Version 2.0) Enables users to email MENTER/MS3EVELOPERS

3.2.5 Administrator Web Site
1 (Version 2.0) Delivers administrative content to MSS administrators
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LX-X:] GENI: Mutualistic Software Services Iy
[ 4 k| [+ © hup//199.165.76.84/M5S index.ohp

Here are the directions for using MSS:
 This is the actor in your Global Environment for Network Innovation (GENT) control framewaork. Your sponsor must be actively donating to GENI in order to download new services.
Sponsored Services  The subsct of GENI services your spansar provides.

Choose Services  Use this page to download services to your computer.

List Users « List all of the users authorized to log on to this sponsor

 List Actors « List all of the computers authorized to conncet to this sponsor. You must also load your sponsor into this list by using Add Sponsor. You will find your sponsar's Globally Unique Identifier (GUID) on the Sponsor page.
Add User « List all of the users authorized on this sponsor

Add Client # Follow these steps to authorize a clieat to download services:

(1) Add the client's unique Name. For instance, the name could be "John Laptop" or a combination of its IP and port, such as "1.2.3.4-6001",

(2) Add the client's TP address.

(3) Add the client's Port, The default port is 22, but virtual machine (VM) hosts often forward a port to the VM's port 22, such as port 6001.

(4) Add the sponsor’s Private Key Location for this actor. VMs often have a specific private key to use that is different than the sponsor's private key.

(5) Add the MSS User Name, which is the ‘would tely connect to th For instance, one must often log in to VMs as user "root” or "ubuntu”.
(6) In addition:

M55 DELIVERS SERVICES USING SECURE SYELL (56H) AND
SECURE COFY [SCP) AS THE APACHE USER 'www-data', SO
ASSUNING NS USER 1S NAMED ‘workers'

Figure26. Delivers tailored instructions according to user permissions.

1 (Version 2.0) Allows MSSEENTER/MS3EVELOPERS to add administratbreent
1 (Version 2.0) Delivers GENI information as required by-G&E$TER
1 (Version 2.0) Enables users to email MENTER/MS3EVELOPERS

3.2.6 Developer Uploads
1 (Version 2.0) Allows enrolled MB&EVELOPERS to add services
1 (Version 2.0) Allows enrolled MB%&EVELOPERS to add service descriptions
1 (Version 2.0) Enables MEENTER to approve services
1 (Version 2.0) Enables MEENTER to approve service descriptions

3.3 Service Repository

3.3.1 File System
i Holds MSS services
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Figure27. MSS Services subsaébwnloaded toan Apple MacBook.

Figure28. The services subset matches the Attribute Tree.
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