CS 493 Midterm Exam

Your Name: 



Exam terms & conditions

· This is a take-home, open web, open book, open notes exam.  You may use any non-living reference material, but you must not communicate about the exam with any human besides Dr. Lawlor.  This including fellow students, CS faculty, Rent-a-Coder, Stack Overflow, etc.

Background

There is an exam-specific cryptocurrency system called “₤” lolladolla
 available at:


https://minus1.lolladolla.me/
If DNS or https fails, the same data is at http://137.229.25.241/

It accepts requests via POST from the front end HTML interface, or via CGI parameters in a GET request, like these:


https://minus1.lolladolla.me/dump

https://minus1.lolladolla.me/balance?pubkey=9000
Terms and conditions for the server:

· You may send arbitrary HTTP or HTTPS request to this server, including either normal requests via the HTML interface, or manually crafted or malformed requests.  

· Please do not create more than ten accounts.

· Brute force password attacks are unlikely to work.

· The server does not use SQL, so SQL injection is unlikely to work.

· You should not need shell access on this server, nor should you attempt to gain it. Please report any shell-level vulnerabilities.

The source code for this server is 130 lines of Python, which includes the HTML front end:


https://github.com/olawlor/lolladolla_minus1
You will definitely need to read the source code.  It's probably also useful to run a ₤ server in your own machine (or VM) so that you can test things and see what happens on both ends, but running it is not absolutely required, since grading will be done via the main production system.

1.) Cryptocurrency Applied Algorithm Analysis & Exploitation

1.a.) Based on the source code, briefly summarize what information makes up a ₤ account, and whether the account owner, server, or both store each piece of that information.
1.b.) Briefly summarize how ₤ transactions work to transfer ₤ from user A to user B.
1.c.) If you assume user A can keep their signing key secret, and the server has not been modified, is it possible for A's ₤ to be stolen?  If so, how?  If not, why not?
1.d.) Is it possible to trust ₤ if you do not trust Dr. Lawlor, who runs the ₤ server?
2.) Briefly suggest the most feasible few attacks that are likely to allow ₤ to be stolen, if an attacker has access to each of these separate things.   Then suggest defensive countermeasures that could harden the cryptocurrency system against that attack.  
	If attacker has full access to...
	Possible attack(s) allowing ₤ theft...
	Possible defensive countermeasure(s)...

	The browser used by a ₤ user to access the ₤ server.
	
	

	The house where a ₤ user lives.
	
	

	The network to / from the ₤ server.
	
	

	The room where the ₤ server operates.
	
	

	The house of the ₤ server administrator.
	
	


2.b.) Make up a concrete example of a situation where most people would agree about the morality and legality of a successful attack to steal ₤.
	Stealing ₤ is...
	If you're stealing ₤ from ...
	And you're giving ₤ to ...
	And you are...

	Both moral and legal.
	
	
	

	Moral, but not legal.
	
	
	

	Legal, but not moral.
	
	
	

	Neither moral nor legal.
	
	
	


3.) Attach two screenshots showing the packet sniffed network data returned from the server as the response to each of these two requests:


http://minus1.lolladolla.me/balance?pubkey=9000

https://minus1.lolladolla.me/balance?pubkey=9000
4.) Based on the last two digits of your student ID number, call them “xy”, create yourself a ₤ account with the three-digit public key “7xy” (e.g., if your ID number ends in 99, your public key would be 799).  You can use any account name you like, although I recommend using an alias because account names are public.  You can also select any signing key you like, although I recommend choosing it carefully and storing it in a safe place because there is currently no way to change it!
4.a.) Perform transactions so your account shows a balance of at least one million ₤ in both dump and balance requests.  How did you achieve this?  
4.b.) What change to the ₤ source code would prevent you from obtaining an account balance this way?
5.) If you wanted to add cryptography to improve the security of ₤ transactions, how would you change the overall approach?  
5.b.) Write improved Python code to transfer funds using your new cryptographic approach.  (You can assume account creation uses your new approach.)
�	lolladolla, pronounced "law-luh daw-luh", after "Lawlor Dollar".  





