CS 463 Take-Home Midterm (Dr. Lawlor)
0.) YOUR NAME:  ____________________________________   

Your finished electronic version of this exam document is due back by midnight 2013-03-06 as a PDF file.  Please write clearly and professionally, using correct spelling and complete sentences, but keep things to the point.  You are encouraged to use hyperlinks where appropriate.  Everything you write should be your own work, in your own words.

This is an exam, but it is open web, open books, and open notes.  In fact, you may use any non-living reference material—thus the spirit world is OK; but classmates, friends, or faculty are not, even if reached via email or SMS.  
—
1.) After the fiasco last year where Phil sold our ATM software update private key on eBay, and the Baltislavonian mafia were able to push that malware card skimmer update out to most of our customers' ATMs, our new CTO has been pretty anxious about preventing that sort of thing from happening again.  She's from the air force, where they enforced a “no lone zone” around their nuclear missile launch controls, and is convinced something similar should be able to work to protect our RSA private key, where no single computer has access to the key.

She thinks it could work where instead of keeping the whole private key exponent d on one single machine, after generating the key normally you split it up by choosing a random number k, keep k on one machine, and keep d-k on the other machine.  Then to sign an update's hash m we somehow run it through both machines to end up with the usual RSA signature md just like normal.
1.a.) Can we make the math work out?  How?

1.b.) What data needs to go between the two machines, and what do the machines need to compute?

1.c.) If an attacker, or a rogue sysadmin, has total control of one of the machines but not the other, could they sign updates?  We don't want them to be able to sign updates, so we're hoping the answer is “NO”.

—
2.) Diffie-Hellman key exchange is normally implemented using modular exponentiation or elliptic curve point multiplication, both of which sound hard.  So it's often described in terms of color mixing, where for example we might blend various quantities of CMY pigments (Cyan, Magenta, and Yellow, the primary pigments) to achieve a color mixture, and we can set it up so we can blend the pigments in any order and we'll arrive at the same color.

Mathematically, we can use vector notation to describe the amount of C, M, and Y pigments.  So we might start with a public agreed start color like magenta, C=0, M=1, and Y=0:
   startCMY=(0,1,0)   magenta
Each side would blend this color half and half with their secret colors, say 
   aSecretCMY=(1,0,0)   cyan
   bSecretCMY=(0,1,1)   brick red
giving these public colors, which are exchanged publicly as the mixture:
   publicCMY = 1/2 * startCMY + 1/2 * secretCMY
   aPublicCMY=1/2 * (0,1,0) + 1/2 * (1,0,0) = (0.5,0.5,0) purple
   bPublicCMY=1/2 * (0,1,0) + 1/2 * (0,1,1) = (0,1,0.5) red
Each side would then blend the other's public color with 1/3 of their own secret color to give an even three-way blend of the start color and both secret colors, in this case resulting in:
    sharedCMY = 2/3 * yourPublicCMY + 1/3 * mySecretCMY
    aSharedCMY = 2/3 * (0,1,0.5) + 1/3 * (1,0,0) = (0.33, 0.66, 0.33) muddy brown
    bSharedCMY = 2/3 * (0.5,0.5,0) + 1/3 * (0,1,1) = (0.33, 0.66, 0.33) muddy brown
2.a.) If the public colors exchanged are:
    aPublicCMY = (0.5,0.5,0.5)  gray
    bPublicCMY = (0.5,1,0) blue-purple
What are each side's secret colors, and what is the shared secret color?
2.b.) Is it a good idea to use linear functions for cryptographic operations?
—
3.) A company's sales flier says, in part: “Our proprietary encryption algorithm is so advanced, even we don't understand how it works!  The core operation is called binary bitwised [sic] rotation, invented by Ronald Rivest the father of modern cryptography, and so complex it's beyond the standard C++ operators.  And our algorithm repeats this provably mathematical secure operation a dozen times per int!”
3.a.) Manager: What are the advantages and drawbacks of doing business with this company?
3.b.) Mathematician: Briefly explain to them how “binary bitwised [sic]” rotation actually works, using appropriately simple words.

3.c.) Theoretical Cryptanalyst: Explain an operation equivalent to a series of a dozen fixed-bitcount rotations.
3.d.) Applied Cryptanalyst: The company has “encrypted” a four-letter ASCII message as the little-endian integer 0x2DEAE42C.  What is the message?

—
4.) Create an RSA private key and signing request with a subject field that includes your real name in the CN field.
4.a.) Record the process you used here, from installation to creating the key:

4.b.) Upload the key signing request to crApto to get it signed by my CA “lawCA”, and paste the resulting signed PEM file here:

—
5.) Currently, your company's active directory passwords are stored using “reversible encryption”, which allows them to be synchronized to your PHP bulletin board system, which stores them in a MySQL database.
5.a.) Is this a bad idea?  If so, how would you change it?  If not, why not?
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