CS 463/680 Cryptography

Take-Home Final Exam (Dr. Lawlor)
0.) YOUR NAME:  ____________________________________   

Your finished electronic version of this exam document is due back by midnight 2015-05-07 as a PDF file.  Please write clearly and professionally, using correct spelling and complete sentences, but keep things to the point.  You are encouraged to use hyperlinks where appropriate.  Everything you write should be your own work, in your own words.

This is an exam, but it is open web, open books, and open notes.  You may use any non-living reference material—including entities from other dimensions; but classmates, friends, or faculty are not, even if you access the information via direct brain scan.  
—
1.) You find yourself working for major US military contractor Beamtheortm, whose main product is a line of fully Autonomous Ground Vehicles (AGVs) that use lasers to find and shoot down enemy Unmanned Air Vehicles (UAVs).  Specifically, you're working on the “identify friend or foe” (IFF) software subsystem, which integrates data from the AGV's laser-based communication and detection systems, and produces an arm/safe signal for the main weapon beam.  Since laser weapons require response times that can only be met by fully automated systems, in a conflict with a major world power, the expectation is that the correct operation of our anti-UAV AGVs could be a determining factor in the outcome.  However, we really don't want this technology being used to shoot down friendly UAVs or civilian air traffic, even by accident, or if enemy or terrorist forces capture and reprogram one of our vehicles, or spoof our control signals.
1.a.) Assuming you have live three-way network connectivity between the friendly UAV, AGV, and the control network, how should a newly-launched UAV identify itself to automatically avoid being shot down—specifically, what data is sent across the network, and how is it processed?  How do we prevent an enemy UAV from spoofing this exchange to avoid our AGV?

1.b.) EMP and space denial weapons make it difficult to maintain reliable command network connections in a war zone, and logistic considerations mean friendy UAVs and AGVs may need to spend a decade in a desert warehouse without a network connection, some of either device may be lost and reverse-engineered, yet we want them both to be able to immediately identify each other, when they can only communicate with each other.  Can we modify the cryptographic protocol to allow this off-the-grid operation?  Do we give up anything by doing so?

1.c.) Civilian air traffic uses a transponder to broadcast a well known civilian identification code.  Civilian air traffic must NEVER be attacked.  How should our AGV respond to detecting this code?  Is it possible for an enemy UAV to exploit this, and if so, how can we deter them?  

(For the purposes of this problem, you may assume your company actually wants to produce systems that work, rather than milking their contract for as long as possible.)
2.) Your friend implemented some elliptic curve code where all arithmetic is in floating point, and is modulo the prime number 2.0.   (The code is available for download.)
2.a.) Currently, the elliptic curve Diffie-Hellman key exchange proof of concept code works, but it's far too slow to be useful.  Apply an algorithmic optimization to speed it up by an exponential factor.  Paste your optimized section of the code here, and explain why it works.

2.b.) Does floating point arithmetic modulo 2.0 act as a mathematical field?  Why or why not?

2.c.) Does adding two elliptic curve points using this curve addition operation result in new point that lies on the curve?  Why or why not?

3.) Treat your UAF student ID number as a private key in the Schnorr Elliptic Curve Digital Signature Algorithm, using the secg256k1 elliptic curve.  What is your corresponding public key, expressed as an elliptic curve point in hex?

Example Student ID number:  30000666

Corresponding Public key:

(0x26be9151e54e60a5f332614209a874738f35a335354f00a41cee553a0f294b4e, 0xa22731f140ae1ab561904dbe2e8d3710e1e3c6c6b7bde17cb675fe5950542631)

4.) Among the many lessons from the 2008 financial crisis is the realization that tracking debt is difficult.  To fight the current credit card fraud apocalypse, hypothetical major banking organization VISTA proposes giving each person a hardware cryptographic device called a VISTACARD, which would be used for signing financial transactions such as mortgage payments or credit card applications.  Since consumers don't care about this by default, VISTA will require this for all new mortgage or credit card applications.
4.a.) Ideally, the VISTACARD will have a one-to-one relationship with a real legal person.  How should VISTA enforce this when giving out the hardware?

4.b.) What cryptographic techniques should be used to keep the VISTACARD from being cloned while it authenticates a transaction?

4.c.) Which does the VISTACARD hardware need: hashing, a symmetric cipher, RSA, elliptic curves, or some combination? 

4.d.) Should they include a USB connection on the VISTACARD?  Why or why not?

4.e.) Should they include a satellite uplink on the VISTACARD, for communication and/or position tracking?  Why or why not?

4.f.) Assuming that VISTACARDs actually catch on, is it possible to use VISTACARDs peer-to-peer, for example to record the fact that Bob owes you $20?  How would this be cryptographically encoded, and where?
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